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De-Alerting Strategic Ballistic Missiles

Abstract

This paper presents a framework for evaluating the technical merits of strategic ballistic
missile de-alerting measures, and it uses the framework to evaluate a variety of possible
measures for silo-based, land-mobile, and submarine-based missiles. De-alerting measures are
defined for the purpose of this paper as reversible actions taken to increase the time or effort
required to launch a strategic ballistic missile. The paper does not assess the desirability of
pursuing a de-alerting program. Such an assessment is highly context dependent. The paper
postulates that if de-alerting is desirable and is used as an arms control mechanism, de-alerting
measures should satisfy specific criteria relating to force security, practicality, effectiveness,
significant delay, and verifiability. Silo-launched missiles lend themselves most readily to de-
alerting verification, because communications necessary for monitoring do not increase the
vulnerability of the weapons by a significant amount. Land-mobile missile de-alerting measures
would be more challenging to verify, because monitoring measures that disclose the launcher’s
location would potentially increase their vulnerability. Submarine-launched missile de-alerting
measures would be extremely challenging if not impossible to monitor without increasing the
submarine’s vulnerability.
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ASW
CFE
ICBM
INF

IRBM
LAD
MOU
NATO
NPT
NRRC
OSI
PAL
PBV
SALT
SLBM
SLCM
SSBN
START
TEL
UK
U.S.
USSR

Acronyms and Definitions

antisubmarine warfare

Conventional Forces in Europe treaty

intercontinental ballistic missiles

Intermediate-range Nuclear Forces treaty — for intermediate-range ground
launched missiles

intermediate-range ballistic missile

launch-assist devices

Memorandum of Understanding

North Atlantic Treaty Organization

Non-Proliferation Treaty

Nuclear Risk Reduction Center

on-site inspection

permissive action link—a device used to unlock a warhead’s arming circuitry
post-boost vehicle—platform that distributes warheads

Strategic Arms Limitation Talks

submarine-launched ballistic missile

sea-launched cruise missile

sub-surface ballistic missile nuclear (ballistic missile submarine)
Strategic Arms Reduction Treaty
transporter-erector-launcher—launch platform for mobile missiles
United Kingdom

United States

Union of Soviet Socialist Republics
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Executive Summary

This paper presents a framework for evaluating the technical merits of strategic ballistic
missile de-alerting measures, and it uses the framework to evaluate a variety of possible
measures. The types of missiles considered for de-alerting measure application are found in the
United States (U.S.) and Russian arsenals; however, the paper does not evaluate the desirability
of a de-alerting program in the U.S-Russian context, or any other specific context. Rather, it
examines measures that might be taken if a decision to undertake a de-alerting program has been
made. It is important to note that a technical analysis of the measures under consideration would
be an important, but not the only, factor in a well-considered decision about the desirability of
de-alerting. It is also important to note that context may impact the technical evaluation of de-
alerting measures. This paper identifies the contextual factors that should be considered, but
does not directly analyze de-alerting measures in their larger context. Because of this, the
evaluations presented indicate the general, technical merit of the de-alerting measures considered
but do not pass final judgement on them.

De-alerting measures are defined for the purpose of this paper as reversible actions taken
to increase the time or effort required to launch a strategic ballistic missile. The goal considered
for de-alerting is to reduce the risk of accidental, unauthorized, or ill-considered launches, and to
allow time for negotiation and reconsideration during crises.

To gain the greatest benefit, de-alerting measures:
e must significantly increase the time and effort required to launch strategic weapons;

e should not decrease deterrent value unless such decrease is compensated by a
reduction in the threat by adversaries;

e should not decrease the safety, security, or reliability of strategic weapons;
e should allow a stable return to alert status, if necessary;

e should be practical and effective; and

e should be verifiable.

Silo-launched missiles lend themselves most readily to de-alerting verification, because
communications necessary for monitoring do not increase the vulnerability of the weapons by a
significant amount, although the de-alerting measures themselves may increase vulnerability. In
addition, the silo itself restricts access to the missile inside, which eases the task of monitoring to
confirm that removed components have not been replaced. Land-mobile missile de-alerting
measures would be more challenging to monitor, because communication measures that may
disclose the launcher’s location would potentially increase their vulnerability. Submarine-
launched missile de-alerting measures would be extremely challenging if not impossible to



De-Alerting Strategic Ballistic Missiles

monitor without increasing the submarine’s vulnerability. Tradeoffs between confidence in the
monitoring method and the vulnerability of the force would be necessary.

Tables 6, 7, and 8 summarize our general and qualitative evaluation of the technical
merits for several de-alerting measures.
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1. Introduction

1.1 Purpose

The purpose of this paper is to present a framework for evaluating the technical merits of
strategic ballistic missile de-alerting measures and use the framework to evaluate a variety of
possible measures for silo-based, land-mobile, and submarine-based missiles. The paper does
not evaluate whether de-alerting is desirable in any specific context; rather, it examines measures
that can be taken if a decision to de-alert has been made. We start with a definition of de-alerting
and its objectives, describe precedents for de-alerting measures, suggest criteria for evaluating
de-alerting measures, and finish by discussing and evaluating a range of de-alerting measures
and their general features in terms of the suggested criteria.

1.2 Definition of De-Alerting

We define de-alerting as follows:

De-alerting is the use of procedures or reversible physical constraints that
increase the time or effort required to launch a strategic ballistic missile.

De-alerting is reversible and is not weapon elimination. De-alerting is applied to
weapons that would be retained and remain a part of a nation’s strategic operation plan. The
term ‘‘deactivation,” in contrast to de-alerting, generally designates constraints to be placed on
weapons that would be eliminated. While de-alerting and deactivation can use the same
measures, their ultimate goals are different. Also, in contrast to de-alerting, deactivation may use
measures that are irreversible.

This paper considers selected confidence building measures in addition to de-alerting
measures because they complement de-alerting measures. They are not themselves de-alerting
measures because they do not fit our definition of de-alerting. The paper also considers selected
command and control measures because they may be precursors to de-alerting. One may argue
that they are in fact de-alerting measures because they add constraints and procedures that
require time and effort; however, the additional time and effort are not great, and the motivation
is different. The motivation for command and control measures is to ensure that the proper
persons are in control, not to slow down a launch procedure.

1.3 Background

During the late 1940s and 1950s, U.S. nuclear forces were kept at a low alert level. The
major strategic weapons (bombs) were kept in storage bunkers. Bombers engaged in training
exercises but were not routinely loaded with bombs and were not kept airborne. Hours to days of
preparation would have been required to launch a nuclear strike. This state gradually changed in

11
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the late 1950s. The growth of strategic forces and the development of intercontinental ballistic
missiles (ICBMs) generated a situation where nuclear forces were kept at a high alert status to
avert the risk of being destroyed in a sudden, surprise attack. (By “state of high alert,” we mean
a state in which nuclear weapons can be launched within a few minutes.) By the end of the
1950s, some U.S. bombers were kept on constant alert at the end of runways, fueled, armed, and
ready to fly. After the Berlin Crisis in 1961, the U.S. kept a portion of its bomber force on
airborne alert. The airborne alert force was in the air at all times, loaded with nuclear weapons.
By the early 1960s, the U.S. had thousands of nuclear warheads deployed on ICBMs, submarine-
launched ballistic missiles (SLBMs), intermediate-range ballistic missiles (IRBMs), and aircraft
at high alert. While the exact alert level of the Union of Soviet Socialist Republics (USSR)
forces was unknown, it was believed to be high, as well. Today, both the U.S. and Russia keep
ballistic missiles, but not bombers, in a highly alert state.

Concerns in the United Kingdom (UK) about survivability have been the same as those of
the U.S. After the deployment of the Soviet ICBM forces, part of the British bomber force was
placed on a 15-minute Quick Reaction Alert. This was an on-the-ground alert state similar to
that used by U.S. tactical aircraft assigned to the North Atlantic Treaty Organization (NATO).
After they acquired SLBM forces, the British policy was to maintain two submarines on patrol at
sea at all times. (See Figure 1.) At sea, the submarines maintain a variety of alert states, ranging
from being unable to launch for several hours to being able to launch within 15 minutes.
Recently, Britain announced that their aircraft-delivered nuclear bombs were retired. This leaves
the SLBM force as their sole nuclear force. The number of warheads per submarine is also to be
reduced.

Figure 1. Submarine Capable of Nuclear Missile Launch
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Until recently, France had a triad of bombers, land-based missiles, and sea-based
missiles. As of the late 1980s, a fraction of the French bomber force was kept on 15-minute
ground alert. The land-based missiles were kept at a high alert state, reportedly capable of
launch within a few minutes. At least three SSBNs (sub-surface ballistic missile nuclear
submarine) were kept at sea at all times. Intermediate-range ballistic missiles and long-range
bombers are now retired.

Little information is available on Chinese alert states. It has been speculated that Chinese
ICBMs are normally maintained at a relatively low alert status—without their warheads and fuel.
If this is true, they believe that they would have time to fuel their missiles and load warheads in a
crisis. Likewise, it has been speculated that India and Pakistan have nuclear arsenals maintained
in a de-alerted state.

Fear of accidental or unauthorized use of strategic weapons motivated a series of
decisions, agreements, and treaties (discussed in the next section) between the U.S. and the
USSR. These agreements established measures to reduce the threat of accidental or unauthorized
launches and add some transparency to the intentions of the adversaries. This process was
started after the 1963 Cuban Missile Crisis, and continued through the 1960s, 1970s, and 1980s.
In the late 1980s and 1990s, the process accelerated, helped by the improvement in relations
between the U.S. and the USSR and its successor, the Russian Federation. These measures have
sought to improve strategic stability by decreasing the risk of accidental or unauthorized launch
and by decreasing the possibility that incidents and intentions would be misinterpreted. We
believe that de-alerting will continue to be debated between the U.S. and Russia and by other
nuclear weapon states as they consider the alert status of their own systems. In addition to the
countries mentioned above as states possessing nuclear weapons, a number of countries are
believed to possess ballistic missiles or the capability to produce them: Afghanistan, Algeria,
Argentina, Azerbaijan, Belarus, Bulgaria, Egypt, Georgia, Iran, Iraq, Israel, Japan, Kazakhstan,
Libya, North Korea, Poland, Romania, Saudi Arabia, Serbia, South Korea, Spain, Syria, Taiwan,
Ukraine, United Arab Emirates, Vietnam, Yemen, and Zaire.

1.4 De-Alerting Objectives and Features

Proponents of de-alerting argue that de-alerting should foster two primary objectives:

1. the likelihood of accidental or unauthorized use of strategic ballistic missiles is
reduced; and

2. time for clarifying information, reconsideration, or negotiation is increased because
weapons are not ready for immediate use.

In addition, we suggest that de-alerting should have the following features if it is to be
used as an arms control mechanism:

e strategic stability is maintained;

e deterrent value is maintained;

13
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e astable return to alert status can be made, if necessary;
e safety, security, or reliability of strategic weapons are not decreased;
e measures are practical and effective; and

e clear indications are given to confirm that weapons are de-alerted or warn if they are
re-alerted.

De-alerting measures should introduce delay in the use of weapons, and they should do
so in a way that preserves a stable state of deterrence and maintains stability if weapons are re-
alerted. Return to a heightened alert state must be possible without passing through stages where
either party can gain a decisive advantage over its opponent. In addition, the re-alerting
processes should be sufficiently transparent that other parties can detect it in time to make a
credible response. By transparent, we mean that the relevant actions of one party are apparent to
the other parties. Transparency would typically be achieved through communications and
through verification activities, including monitoring. While unilateral actions can have a de-
alerting effect, arms control benefits can be derived only when the state of readiness for weapons
employment 1s apparent to all parties. For example, transparency might reduce the risk of
misinterpreting a potentially provocative action. Transparency could also make surprise attacks
more difficult. It is clear that complete transparency would not be a goal for every party.
Generally, most countries desire that their actions not be misunderstood; and they desire to
correctly interpret their adversary’s actions; but they would not desire to share all their actions
with an adversary. Transparency measures must balance these desires.

Many analysts believe that for the present U.S.-Russian context, de-alerting can be
destabilizing and can have a negative impact on deterrence. Consideration of de-alerting
measures for other pairings of states would have to be based on analysis of their specific context.
This paper does not assess these larger, contextual strategic stability aspects, nor does it discuss
the general desirability of de-alerting. Instead, it concentrates upon assessing how the technical
features of several proposed strategic missile de-alerting measures may create time delay and
transparency and how they may affect force security.

1.5 The Importance of Strategic Context

This paper does not examine the overall desirability of de-alerting measures. It is
important to keep in mind that a full assessment would address not only the technical issues
addressed 1n this paper but also the specific strategic context in which the measures would be
implemented. Some measures may be beneficial for a certain geographical region, but
destabilizing if applied to another region. The factors that determine what alert status is deemed
necessary may vary from region to region and perhaps between countries within the same region.

The first factor is the perceived threat to a country’s strategic forces. This factor
drove the alert status of the U.S. and Russia from the late 1950s to the present. If a preemptive
strike has a high probability of destroying a nation’s strategic forces, then alert states would
probably be kept at a high level, and a launch-on-warning policy could be adopted. This would
be done to ensure that, in the event of attack, at least a few weapons could be launched. If the
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probability of a successful preemptive attack were perceived to be low, then there would be less
need to maintain forces at a high alert status. Measures that increase the survivability of strategic
forces may make it possible to reduce the alert status. On the other hand, de-alerting measures
that decrease force survivability may be destabilizing and unacceptable.

A second factor is the existing strategic balance. If one party has many more weapons
than the other does, it may feel confident enough to accept a low level of alert. The weaker party
may perceive a need to keep all its forces on high alert. Differences in force structure and
deployments may also exert an influence. For example the survivability of forces would exert a
critical influence. In many cases, all parties would not have a triad of systems (ICBMs, SLBMs,
and bombers) as the U.S. and Russia do. For example, one party may have SLBMs and the other
may not. It might be difficult to negotiate an equitable de-alerting agreement when asymmetries
are great.

A third factor is related to the purpose of a strategic force. If the major purpose of the
force is to deter or repel a conventional invasion, then a low level of alert may be acceptable. On
the other hand, if the purpose of the force is to deter or reply to an attack by nuclear-armed
missiles, fast response may be perceived to be essential.

A fourth factor is the size and location of the countries involved. Lack of area to
disperse their forces may make small countries vulnerable to air or missile attack, special
operations forces, or even conventional ground forces. If potential opponents share a common
border, these vulnerabilities are exacerbated. This situation can motivate a country to maintain
its forces at a high alert level in order to ensure a rapid response. In addition, some potential de-
alerting measures, such as moving delivery systems away from deployment areas, are more
difficult if countries are in close proximity.

The last factor is resource constraints. If numbers of strategic delivery systems are not
large, the loss of even a few systems might cripple a strategic force. Any measures that may
potentially increase vulnerability might be unacceptable. On the other hand, limited resources
make it less likely that a nation can launch a preemptive strike to destroy all the strategic forces
of its opponent. Maintaining a high alert status is expensive, so de-alerting may save money.
However, the capability to monitor de-alerting agreements may be limited because of budgetary,
technical, or political constraints.

While context is critical in determining whether de-alerting is acceptable in an actual
situation, this paper does not consider a specific context, nor does it make a judgement on the
general acceptability of de-alerting. Instead, it explores some of the technical issues associated
with implementing de-alerting measures.

2. De-alerting Measures and Precedents

This section discusses types of de-alerting measures, as well as selected confidence
building and command and control measures, and their associated precedents. Nearly all of the
precedents discussed here come from agreements, treaties, and unilateral actions by the U.S. and
USSR (or Russia) which have large arsenals and relatively sophisticated monitoring capabilities.
Many future de-alerting activities may be between countries with small arsenals and limited
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monitoring capabilities. De-alerting measures must be adapted to the context in which they are
used.

De-alerting measures should be amenable to transparency and monitoring to verify that a
warhead or delivery system is de-alerted and to detect re-alerting. The discussion of precedents
includes some monitoring measures that have been used in the past, but a more thorough
discussion of verification is given in a later section of this paper.

We have included selected confidence building and command and control measures in
this discussion. Although they are not de-alerting measures, they complement and support de-
alerting measures and, in some cases, may be precursors to de-alerting. For this reason they are
included in this analysis. '

The following measures are addressed in this paper:

I. Communication links between parties

2. Notification agreements for potentially provocative events, such as test launches
3. Administrative and technical launch procedures (use control)

4. Post-launch measures, such as in-flight self-destruct or de-targeting commands
5. Launch barriers that would prevent a successful launch

6. Warhead, key component, or key information removal

7. Delivery system removal from deployment areas or launch sites

8. Warhead or delivery system disassembly

We list the measures in this order because they progress from a “less de-alerted” state to a
“more de-alerted” state. We have tried to cover those measures that have been discussed in the
open literature, as well as several measures that became apparent in the course of this analysis.
These measures will be described in the following sections. Items 1 and 2 are confidence
building measures, items 3 and 4 are command and control measures, and items 5 through 8 are
de-alerting measures. These measures will be described in the following sections.

2.1 Communication Links

A possible first step in a de-alerting process is to establish fast, reliable communication
links between the parties. Communication links are confidence building measures and are not
considered to be de-alerting measures. They can help calm tense situations and eliminate
misperceptions. The first such agreement between the U.S. and USSR was the Direct
Communication Link Memorandum of Understanding (MOU) signed in 1963 (the “Hot Line”
Agreement). This agreement established a direct telegraph-teleprinter line with radio backup
between the heads of state. The aim was for provocative incidents or situations to be discussed
and resolved without a nuclear exchange.
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The U.S.-USSR hot line has been used on several crisis occasions. It was used
successfully during the 1967 Arab-Israeli war to help resolve a situation where a U.S.
communications ship had been accidentally attacked and it was initially unclear who had
conducted the attack. It was also used in the 1973 Arab-Isracli War, the 1974 Turkish
intervention in Cyprus, and during the 1979-1980 Soviet intervention in Afghanistan.

The 1963 agreement has been augmented by several subsequent agreements. The 1973
U.S.-USSR Agreement on Prevention of Nuclear War mandated consultation in tense situations.
The 1984 U.S.—-USSR Direct Communication Link MOU expanded communication links for
additional security and reliability and added a high-speed facsimile capability to the original
communication link. The 1987 U.S.—-USSR Nuclear Risk Reduction Center’s Agreement added
communication centers with FAX capability. The nuclear risk reduction centers (NRRCs) are
intended to ensure direct government communication below the level of heads of government.
They are used to facilitate the information exchange required under several agreements,
including the Strategic Arms Reduction treaties (START).

Communication links can be established in many different ways, including
communication through a third party. Direct telephone or electronic links offer the advantage of
speed and immediate availability but may not be possible between parties who refuse to speak to
each other. In addition, there is the possibility that abusing a communications link to send
threats or disinformation may worsen a crisis.

While communications links may not be necessary to initiate de-alerting measures, an
agreement to communicate can be an important practical first step for confidence building and
establishing a precedent for cooperation that can facilitate later de-alerting measures.

2.2 Notification Agreements

Potential adversaries could agree to notify each other of upcoming events related to
strategic weapons that might be mistaken for hostile acts. These are also confidence building
rather than de-alerting measures. Notification agreements can reduce the risk of a misinterpreted
event precipitating a nuclear exchange and they have confidence building value. The 1971 U.S.—-
USSR Agreement on Measures to Reduce the Risk of Outbreak of Nuclear War (a part of
Strategic Arms Limitation Talks (SALT) I) called for prompt notification of provocative events
(such as unauthorized use or unexplained incidents involving a detonation of a nuclear weapon)
and ICBM launches. The 1972 Incidents at Sea Agreement and the 1989 Dangerous Military
Activities Agreement bind the U.S. and Russia to notify each other of military activities that can
be misinterpreted as hostile. The 1977 UK-USSR Prevention of Accidental Nuclear War
Agreement requires notification of nuclear-related accidents. An agreement at the 1986
Stockholm Conference on Confidence and Security Building in Europe mandates prior
notification of military exercises and for observation of those activities. The 1988 U.S.-USSR
Notification of Missile Launch Agreement extended the 1971 agreement to SLBMs. The 1989
U.S.-USSR Agreement on Notification of Strategic Exercises requires prior notification for
exercises involving heavy bombers.

The nature of notifications is to prevent a crisis rather than to resolve a crisis. Because
they function on a routine basis, it is hard to find information about specific examples of their
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effectiveness. The steadily increasing number of notification agreements between the U.S. and
Russia, however, must be seen as evidence of their perceived value. An example of a
notification process that did not work well illustrates that the structure of the notification process
is important. In 1995, the launch of a Norwegian sounding rocket caused great alarm in Russia.
Although the Norwegians had given notification of the launch, the notification had not reached
the organizations responsible for early warning, nor had it reached the Russian president. The
notification must not only travel from one party to another, but it must reach the proper
authorities within the parties.

2.3 Administrative and Technical Launch Procedures

A variety of administrative and technical procedures can be used to prevent an accidental
or unauthorized launch. These are considered to be command and control rather than de-alerting
measures, as follows:

e Requiring launch personnel to use a special key or code for accessing, arming, or
launching a weapon system. (The U.S. Permissive Action Links (PALs) are an
example.)

e Requiring the simultaneous insertion of two or more keys or codes by two or more
launch personnel.

e Removing keys or codes from launch personnel and putting them in the possession of
a higher authority.

e Placing control of keys or codes in the hands of an organization different from the
one responsible for weapons launch.

These measures offer varying degrees of protection against accidental or unauthorized
use. All five add some time, probably a few seconds to a few minutes, to a launch procedure. A
significant amount of time may expire, however, in transmitting the keys or codes to the launch
Crew.

There are several precedents for agreements to use these types of measures. The 1971
U.S.-USSR Agreement on Measures to Reduce the Risk of Outbreak of Nuclear War and the
1977 UK-USSR Prevention of Accidental Nuclear War Agreement mandate organizational and
technical safeguards to prevent accidental or unauthorized use of nuclear weapons. We do not
know of any monitoring measures that have been used with these administrative and technical
procedures.

2.4 Post-Launch Measures

Post-launch measures would prevent a missile from reaching a target after being
launched. These are also considered to be command and control rather than de-alerting
measures. Examples are self-destruct commands or guidance commands that would change its
impact point. There are no precedents for using these measures on operational missiles, but self-
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