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INSTRUCTIONS:  The BRM Manual and supporting templates provide a general overview of common considerations and information that should be addressed within a BRM system and program. These templates are not exhaustive, and facilities must customize each document to ensure it is locally applicable and relevant. This program plan template provides guidance for external transport and shipping security to ensure safe, secure, and efficient shipping and transport of high-consequence materials. 
· Black text can be considered generic text which may be appropriate for inclusion in a facility’s BRM manual and SOPs.
· Red text should be considered guidance or examples and must be reviewed and replaced with facility-specific information.

I Purpose
The purpose of this document is to establish the procedures for external transport and shipping security for [Insert Facility Name]. This plan will ensure the safe, secure, and efficient shipping and transport of high-consequence materials, supported by sound policies and procedures that enable it to be resilient and adaptive. This plan will comply with local and national regulations and accreditor’s guidelines.

II Scope
This document applies to all personnel and non-employees within [Insert Facility Name]. This document contains sensitive information, and access is restricted to personnel approved by Top Management.

III Responsibilities
· Top and Senior Management will: 
· ensure that a biorisk management (BRM) system is properly implemented, maintained, enforced, and undergoes review for continual improvement. 
· ensure availability of resources for safe and secure shipping and transport.
· The BRM Committee:
· provides independent review of the BRM system and reports to senior management.
· committee membership reflects the different occupational areas of the organization as well as its scientific and security expertise.
· reviews the effectiveness of the transport and shipping security program.
· Supervisors ensure that:
· this program is implemented and enforced effectively to align with local, national, and international laws and agreements to provide security during transport and shipping processes.
· authorized users are trained on this program and competent prior to reliance on the prescribed security measures.
· documentation associated with shipments is retained and appropriately stored.
· Scientific Manager/Director:
· identifies the materials, items, and information to be secured during the transport and shipping processes.
· secures materials for transport based on risk assessment and applicable local, national, and international guidelines, standards, and regulations.
· ensures that transport and shipping security policies and procedures that oversee and ensure the safe and secure movement of materials, items, and information are followed and align with the risk assessment.
· determines which personnel are given the authority to package, release, transport, ship, accept, and unpack secured materials, items, and information.
· determines resource needs and oversees resource allocations necessary to implement this program.
· may nominate and approve a Shipping Officer who is responsible for content of shipments and serves as the point of contact during transit.
· Security Manager/Officer: 
· provides expertise on effective and proportionate biosecurity measures to the team for risk assessment.
· supports investigations into biosecurity incidents in cooperation with the [BRM Advisor].
· provides regular security checks.
· liaises with law enforcement.
· BRM Advisor:
· is given authority by Top Management to manage the BRM program.   
· provides advice and guidance on BRM issues, including the performance of risk assessments.    
· provides reports to Top Management on the status of the BRM program.  
· has adequate knowledge and expertise in the organization’s scientific activities, accepted safety practices, facility operating systems, biosecurity practices, and regulatory requirements. [Cite additional required knowledge as needed, i.e., high containment, animal husbandry requirements, vaccine production, clean room].
· Shipping and receiving personnel:
· are designated and trained to properly package materials according to procedures, regulations, and standards. 
· attend shipping refresher courses according to regulatory requirements.
· receiving personnel are identified and approved in advance of shipment, with contact details provided.
· Shipping Officer:
· is appointed for the shipment of infectious substances and formally approved by the Scientific Manager to perform shipping activities.
· is responsible for packaging infectious substances and completing any associated documentation required for the shipment or transport.
· Facility Personnel:
· are responsible for the proper implementation of transport and shipping security measures.
· follow the processes outlined in this program Plan.
· immediately report any incidents or issues to their Supervisor, and/or BRM Advisor, and/or the Security personnel/manager.

IV Preparation (Anything that needs to be in place prior to commencing the procedure)
1. Materials
· High-consequence biological materials, equipment, information, and information systems (as defined by the Scientific Manager/Director to include collections and reference strains of high-consequence biological materials, sensitive information storage cabinets or computers, expensive assets, dual-use equipment, etc.).
· Packaging materials providing safety and security as required by risk assessment as well as local, national, and international guidelines, standards, and regulations.
· Tamper-proof security tape with serial numbers (as needed).
· Hazard labels (biohazard, corrosive hazard, flammable, etc.).
· Dry ice (as needed).

2. Equipment
· Computers (e.g., if using electronic material control and accountability or electronic shipping software).
· Means for secure on-campus, local, regional, national, and/or international conveyance (e.g., security measures such as lockable containers, tamper prevention, monitoring, trusted courier, escort). 
· Temperature monitoring equipment (as needed).
· Digital tracking devices (as needed).

3. Records and forms (to be retained for a period of time [e.g., five years, three years after an employee leaves the facility] as defined by the Scientific Manager/Director)
· Chain of Custody (CoC) form.
· Material Transfer Agreement (MTA).
· Due Diligence for Life Sciences Partnerships form.
· Hazardous shipping form.
· Shipping bill of lading.
· Packaging list. 
· Shipping management system (e.g., paper-based/notebook electronic/spreadsheet/database) and associated form(s) to record transport, shipping, and receiving.
· Third party records (e.g., permits, contracts, agreements, personnel backgrounds, due diligence records, physical security assessments and features of vendors, suppliers).

V Transport and Shipping Policies

a. Program policies
The management of [Facility Name] supports procedures and activities that ensure the safe and secure transport and shipping of hazardous and/or high-consequence biological materials to protect personnel, the community, and the environment. 
1. All transport and shipments of hazardous and/or high-consequence biological materials are performed according to program procedures, national, and international regulations as applicable to the material being shipped.  Failure to follow program procedures can result in loss of approval to ship these materials up to and including termination of employment.
2. Only trained and authorized personnel may package, receive, ship, and transport hazardous materials.
3. The [BRM Advisor] coordinates the investigation of all incidents related to this program and may enlist the assistance of other personnel as needed. 
4. The [BRM Committee] reviews the effectiveness of the program [annually, bi-annually…] and following significant incidents, and implements any corrective actions.
5. Describe any additional transport and shipping security policies for implementation and enforcement (e.g., define who is allowed to package, receive, and ship secured materials; requirements that must be adhered to; who, how, and when incidents are identified, reported, and investigated).

VI Program Plan
1. Identify assets requiring transportation and shipping security.
a. Definitions.
1. [bookmark: _Hlk47349504]Transport refers to the movement of materials, items, and information while in the custody of [Insert Institution/Facility]’s authorized workforce.
2. Shipping refers to the movement of materials, items, and information while outside the direct custody of [Insert Institution/Facility]’s authorized workforce.

b. Asset identification.
1. Describe steps to determine the material, information, and items that need to be secured during transport and shipping.
2. List what materials, items, and information require transport and shipping security based on regulatory requirements [e.g., national laws, international regulations, alliance agreements (UN or EU for example)].  This information may be presented in table form (example Table 1 below) or supply links to frequently updated information online.
3. List what materials, items, and information require transport and shipping security to maintain national, community, and environmental biosafety [e.g., high-consequence, biohazard value (something that may be used as a weapon), or strategic value (technique or technology that gives advantage to a country)].
Table 1. EXAMPLE: Asset Shipping Security and Regulatory Requirements
	Asset
	Security
	Measures
	Regulatory Authority

	IATA Category A materials
	High
	Triple packaging, receiver signature, real-time tracking, licensed shipper, import permit
	IATA (link)

	IATA Category B materials
	Moderate
	Triple packaging, receiver signature.
	IATA (link)

	Biological Toxins
	High
	(as per asset category)
	IATA (link)

	Human clinical specimens and animal specimens with no suspected infectious substances.
	Low
	Packaging that secures material from spills or breakage and does not show protected personal information.
	National regulations

	Sensitive records
	High
	Reputable shipper, secure packaging, real-time tracking, receiver signature.
	Facility policies

	Computers/hard drives/portable storage devices with sensitive information
	High 
	Encryption, reputable shipper, secure packaging, receiver signature, real-time tracking.
	Facility policies

	Sequence data for respiratory infectivity or zoonotic transmission genes
	High
	Encryption, reputable shipper, secure packaging, receiver signature, real-time tracking.
	Facility policies

	Other assets
	
	
	




c. Export control agreements.
1. Describe any export controls or international agreements and/or regulations impacting shipping of material, items, or information internationally.  
2. Describe any required import or export permits.

2. Receiving a shipment.
a. Receipt at the facility.
1. Describe receipt at central location, including any safety and security measures.

b. Transport to or pick-up by the recipient.
1. Describe transport to or pick-up by the recipient, including any safety and security measures.
c. Material receipt and documentation.
1. Describe how materials are unpackaged and handled safely and securely by the recipient.
2. Describe how nature and amount/volume of material is verified on receipt.
3. Describe the completion of receiving documents including responsible positions.
(i) Note, standardized documentation for high-consequence materials is obligatory. The documentation should include the name of the material, its quantity, date and time of dispatch, complete contact information of the sender and receiver, signatures of responsible officers. 
(ii) The documentation must move with any high-consequence material during transfer or transport. 

d. Approval of material receipt.
1. Describe any approval of materials and documentation including responsible persons and disposition of documents (storage/maintenance).

e. Addition to inventory.
1. Describe how materials are added to facility inventory (may reference Material Control and Accountability Program Plan (PP-010-OP).

3. Due Diligence for Material Requests.
All requests for high-consequence or sensitive materials will be subject to the following procedures. May use Due Diligence for Life Sciences Partnerships form (XXX).
a. Legitimacy of the requestor.
1. Describe how the legitimacy of the requestor and organization to which that individual claims to belong will be verified (website review, phone calls, regulatory agency, etc.).

b. Request approval.
1. Describe the approval process to fill the request and documentation tracking the material transfer process.
2. Describe when a Material Transfer Agreement is required and the process for completion of the document. 
(i) Factors to consider for a material transfer agreement include: the provider and recipient of material, rights and obligations of all parties involved, intellectual property rights, warranties and responsibilities, notifications and communication, information about the high-consequence material, requirements for transfer and transport, specifications for retention or disposal, safety and security requirements.

c. Confirmation of shipment and receipt.
1. Describe how shipment and receipt of materials will be tracked and confirmed, including use of Chain of Custody forms.
2. Describe what documents will be maintained and who is responsible for them.

4. Packaging Materials.
a. Packaging and transport security features.
A table can be used to provide the information below. See example in Annex 1.
1. Describe required security features of packaging including a description of their adequacy (whether they provide low- medium- or high- security).  
2. Describe security features of packaging determined by the risk assessment for that item. Many aspects of the packaging may be dictated by biosafety concerns, which should be considered when describing packaging requirements, and could serve purposes that are responsive to both safety and security issues. 
(i) Where possible, describe how packaging is made tamper-proof (e.g., rigid, impenetrable, and securely locked).
(ii) If tamper-proof is not possible, describe how packaging is made tamper-resistant (e.g., rigid materials, difficult to cut/tear seals).
(iii) In all cases, describe how packaging is made tamper-evident (e.g., tamper evident seals or tape).
3. Describe the layers of security required for each item.
4. Identify which packaging is appropriate to which method of movement (transport vs. shipping) (e.g., primary seals, protective secondary containers, outer packaging, outer seals, labels, tamper-proof, tamper evident, leak/tear/breakage resistant, identity of content obscured as much as is allowable under hazardous shipping regulations, trackable beacon).

b. Obtaining acceptable packaging and transport materials.
1. Describe steps to search for, find, purchase, and evaluate packaging materials.
(i) Identify how individuals search for packaging and transport materials (e.g., specific manufacturers, supply vendors, visit to commercial shop).
(ii) Describe the requirements of products or vendors (e.g., are certain vendors required, is there a cost limit, are there certain conditions that must be met for purchase?).
(iii) Describe the process for identifying back-up vendors and alternative methods for supply acquisition in the event of supply chain issues. 
(iv) Identify who verifies that the materials have met the requirements prior to purchase.
(v) Indicate who verifies that the acquired items are what was requested.
(vi) Indicate who verifies that the acquired items work as described to provide security.
(vii) Specify who verifies that the acquired items do not sacrifice biosafety (e.g., a fully sealed container cannot have dry ice).

c. Distribution of and access to materials.
1. Describe how to provide materials to responsible personnel to accomplish secure receiving, packaging, transport, and shipping.

d. Measures against loss, theft, or diversion.
1. Describe the protection the packaging provides against loss (e.g., is the package properly sealed, is the package labelled with an address to return it to if found).

2. Describe the protection the packaging provides against theft (e.g., is the package made to appear as though it contains nothing of economic or political value, is the package devoid of outer labelling that would draw nefarious interest, is the package of sufficient size that it is difficult to conceal in a pocket or coat).

3. Describe the protection the packaging provides against diversion (e.g., is the package tamper-proof/tamper-resistant; is the interior accompanying paperwork specific as to the nature and amounts/volumes of material which should be verified upon receipt)?

5. Transport and Shipping.
a. Identify and evaluate shipping methods.
1. Describe steps to search for, find, and evaluate shipping methods which should be acquired by the facility. 
(i) Specify how individuals search for shipping methods (e.g., working with a vendor, using search terms in a database or website).
(ii) Specify what institutional requirements exist for selecting shippers (e.g., are certain vendors required, is there a cost limit, are there certain conditions that must be met?). 
(iii) Identify who verifies that the methods have met the requirements prior to purchase.

b. Authorizations and approvals.
1. Describe steps to determine who is responsible and will have the access necessary for receiving, packaging, transport, and shipping.  
(i) Identify personnel who are properly trained, have the appropriate access authorization, and have the responsibility for receiving, packaging, transport and/or shipping.
(ii) Describe how responsible shipping and receiving internal personnel are vetted, documented, and approved.
(iii) Describe how couriers are vetted, documented, and approved.
(iv) Describe how shipping companies are vetted, documented, and approved.

c. Measures against loss, theft, or diversion during transport and shipment.
1. Identify security features of existing transport methods including a description of their adequacy (whether they provide low- medium- or high- security).  See example table in Annex 2.
2. Describe the protection provided against loss [e.g., is the package held to the vehicle in a fashion that prevents it from falling off the vehicle, are the packages regularly checked against a database or roster at each point on its journey (e.g., as by tracking number), is the package easily seen or verified by the transporter at all?].
3. Describe the protection provided against theft (e.g., is the package locked within the vehicle, is the vehicle difficult to steal, is the package always within the direct custody of the transporter?). 
4. Describe the protection provided against diversion (e.g., is the transport tamperproof/tamper-resistant; is the interior accompanying paperwork specific as to the nature and amounts/volumes of material which should be verified upon receipt?).

d. Security during transport and shipment
1. Identify required security features for the movement of materials, items, and information while outside of the direct custody of facility personnel, including a description of their adequacy (whether they provide low- medium- or high- security).  See example table in Annex 2.
(i) Describe how the package should be secured to/in the conveyance.
(ii) List what kind(s) of non-motorized vehicle can be used (e.g., locking cart).
(iii) List what kind(s) of motorized vehicle can be used (e.g., locked car, van or truck). 
(iv) Specify if the conveyance should be inoperable when left unattended. 
(v) Specify if the conveyance would have a phone nearby in the event of a problem.
(vi) Specify if the conveyance should have tracking beacons. 
(vii) Specify if the conveyance should have a tampering/theft alarm. 
(viii) Specify how the route should be customized to avoid risks (e.g., away from high crime areas; not involving potential bottlenecks, roadblocks, or traffic jams; routed through areas with good law enforcement and emergency response coverage; through areas which have good phone coverage).
e. Monitoring packages.
1. Describe steps to determine when and how transported and shipped secured material are packaged according to procedures (e.g., continuous video surveillance, motion-activated video recording, unannounced inspections, 2-person packaging, etc.).
2. Describe actions to take when packages are delayed in transit (e.g., notifications).
3. Designate who will confirm that transported and shipped materials were properly packaged, received on time, and in the type and amounts described in the chain-of-custody form. 
4. Describe how the information is confirmed (e.g., shipping company’s electronic tracking file, phone call to recipient, faxed document with information, etc.).
5. Describe how and to whom discrepancies are reported.

f. Emergency decontamination/destruction.
1. Describe procedures or accommodations for the decontamination or immediate destruction of materials if required during transport or shipping (i.e., in the case of spills or exposure).  How will the contact listed on the packaging be informed of these measures if necessary? Will the transporter have decontamination supplies or PPE? 

6. Performance Testing
1. Describe steps to complete scheduled performance testing and preventative maintenance of containers and conveyances.
(i) Describe when, how, and by whom scheduled performance checks should be performed on conveyances (including modifications which affect the package).
(ii) Describe when, how, and by whom scheduled performance checks should be performed on any re-useable packaging.
(iii) Describe when, how, and by whom scheduled preventative maintenance should be performed on conveyances (including modifications which affect the package).
(iv) Describe when, how, and by whom scheduled preventative maintenance should be performed on any re-useable packaging.


7. Incident Reporting and Investigation.
a. Incident reporting.
1. Describe steps to report receiving, packaging, transport, or shipping security incident.
2. Describe the type of incidents that require reporting (e.g. lost/diverted packages, content spills, evidence of tampering, content discrepancies, etc.).  Include positions contacted, contact numbers, or where contact information is posted.

b. Incident investigation.
1. Describe steps to investigate a receiving, packaging, transport, or shipping security incident, including real-time assessments and the investigation report.
(i) Describe when, how, and by whom a receiving, packaging, transport, or shipping incident is assessed in real-time (e.g., has a hazardous release occurred, is local emergency response required). In what circumstances must external regulatory agencies be contacted (by whom, contact information)?
(ii) Describe when, how, and by whom an extensive incident investigation is carried out.
(iii) Describe when, how, by whom and to whom an initial report on the findings of an incident investigation is received. 
(iv) Describe when, how, by whom and to whom a final written report on the findings of an investigation is received.
c. Corrective actions and evaluation.
1. Describe the process for evaluating lessons learned and implementing corrective actions. Track status in Incident Response Form and Incident Response Log (Appendix H1 and H2, BRM Manual).
2. Refer to BRM Manual: Chapter XXI, Emergency and Incident Response, Reporting and Investigation; Chapter XXII, BRM System Assessment and Improvement. 

8. Program Performance Evaluation and Continual Improvement
[Facility Name] is committed to continual improvement of the program.  Following incidents and during program review, the [BRM Committee] will assess the program or specific aspects of the program to evaluate program effectiveness and initiate mitigations as needed.  Continual improvement will follow the process of Plan-Do-Check-Act. 

a. Verification schedule. 
The performance of all aspects of the Transport and Shipping Security Program are verified [annually, bi-annually] by the [position name(s)].     
1. Describe when the program is verified (e.g., revalidations brought on by change, required reconciliations suggested by incidents). 

b. Verification procedures. 
1. Describe steps to reconcile and validate the security of receiving, packaging, transport, or shipping (e.g., scheduled performance testing, re-validations brought on by change, required reconciliations suggested by incidents).
2. Program performance verification includes but is not limited to: [list/describe checks]  
(i) Auditing against third party.
(ii) Custody Forms vs. Transport and Shipping Log reconciliation.
(iii) Packaging and transport materials purchased.
(iv) Incident review.
(v) Personnel training and authorization documentation.
(vi) Access control and surveillance records.
(vii) Additional verification item.

c. Discrepancies.
1. Identify who is notified of discrepancies. 

d. Review suitability of current measures 
1. Describe steps to determine if program measures prevent loss, theft, or diversion of materials and do not interfere with biosafety measures.  
2. Assign responsible role for review.
 
e. Documentation of verification 
1. Describe how the performance verification is documented and reviewed and who is responsible. 
2. Reference response procedures that may be added as an annex to this document. Templates provided in Annex 2 of Laboratory Biosecurity Guidance (WHO, 2024). 

VII References
1. World Health Organisation (WHO), Laboratory Biosafety Manual, 4th Edition, https://www.who.int/publications/i/item/9789240011311
2. World Health Organization (WHO), Laboratory Biosecurity Guidance, 2024, https://www.who.int/publications/i/item/9789240095113
3. Salerno, RM and Gaudioso, J. Laboratory Biosecurity Handbook, CRC Press, Boca Raton, FL, 2007
4. International Organization for Standardization. (2019). BRM for laboratories and other related organisations (ISO Standard No. 35001:2019). https://www.iso.org/standard/71293.html
5. Centers for Disease Control and Prevention (CDC)/National Institutes of Health (NIH), Biosafety in Microbiological and Biomedical Laboratories (BMBL), 6th Edition,
https://www.cdc.gov/labs/BMBL.html

VIII Attachments
A. Secured Transport and Shipping Custody Form
B. Secured Transport and Shipping Log
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IX Annexes
ANNEX 1.  EXAMPLE:  Packaging Security Measures

	Packaging Type
	Transport or Shipping
	Layers of Security/Features
	Tamper-evident/proof
	Security Level

	Category A Packaging
	Shipping
	Rigid outer box, watertight, rigid secondary container, sealed primary container.
	Must open 3 layers to obtain contents.
	High

	Category B Packaging
	Shipping
	Rigid outer box, rigid secondary container, sealed primary container.
	Must open 3 layers to access contents
	High

	Locking, insulated cooler
	Both
	Impenetrable and securely locked
	Resistant. Add zip tie locks to detect tampering
	High

	Electronic tracking device
	Shipping
	Provides real-time location of package.
	None
	

	Tamper-evident tape
	Both
	Tape shows evidence of removal from packaging.
	Add to outer packaging to detect tampering.
	

	Plastic zip-tie locks
	Both
	Removal of lock provides evidence of tampering.
	Add to hasps to detect tampering
	

	Other
	
	
	
	











ANNEX 2.  EXAMPLE:  Shipper and Transporter Security Measures
	Shipping or Transport Method
	Purpose
	Security Level
	Package Protection
	Theft Protection
	Diversion Protection
	Routing

	Motorcycle courier
	Between facilities
	Moderate
	Locked box secured to motorcycle
	Locked inside box
	Courier takes keys when making deliveries
	Varies according to traffic

	Car courier
	Between facilities
	Moderate
	Locked in vehicle trunk, package not visible.
	Locked in trunk
	Courier locks car when making deliveries
	Varies according to traffic

	Shipping Company (ground)
	Within country shipping
	High
	Locked in steel mesh cage within locked truck.
	Locked in steel mesh cage inside truck
	Courier takes keys when making deliveries.
	Set route, no diversions

	Shipping Company (air and ground)
	Within country, international shipping
	High
	Anonymous packaging, locked van/truck, …
	Truck storage locked during transport.
	Truck tracked remotely by company.
	Truck routes directly from facility to airport facility on main roads.

	Locking cart
	In-facility transport
	Low
	Package locked in cart.
	Transferring personnel hold key during transport.
	Personnel accompanies cart to receiving location.
	Routing through monitored areas of the facility.
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