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INSTRUCTIONS:  The Biorisk Management Manual and supporting templates provide a general overview of common considerations and information that should be addressed within a biorisk management system and program. These templates are not exhaustive, and facilities must customize each document to ensure it is locally applicable and relevant. This program plan template provides guidance on the range of personnel management mitigation measures that can increase, encourage, and sustain an effective biosecurity culture. 
· Black text can be considered generic text which may be appropriate for inclusion in a facility’s biorisk management manual and SOPs.
· Red text should be considered guidance or examples and must be reviewed and replaced with facility-specific information.

I Purpose
The purpose of this document is to establish the policy and procedures for personnel reliability in [Institution/Facility Name] to ensure reliable and trustworthy personnel are hired and maintained and that non-employees are securely overseen. The goal of this program plan is to promote a strong biosecurity culture by clearly defining the personnel reliability standards that will ensure reliable and suitable personnel are in place, and individuals who pose a risk can be identified.

II Scope
This document applies to all personnel and non-employees within [Insert Facility Name]. This document contains sensitive information, and access is restricted to personnel approved by Top Management.

III Responsibilities
· Top and Senior Management: 
· ensure that a biorisk management system is properly implemented, maintained, enforced, and undergoes review for continual improvement. 
· demonstrate commitment to a strong biosecurity culture through accountability and communication. 
· ensure that personnel reliability programs are established which control access to high-consequence or sensitive materials, work processes, information, or facility areas.
· The Biorisk Management (BRM) Committee:
· provides independent review of the biorisk management system and reports to senior management.
· membership reflects the different occupational areas of the organization as well as its scientific and security expertise.
· reviews the effectiveness of the personnel reliability program.
· Supervisors ensure that:
· this Program is implemented and enforced in their area of supervision.
· authorized users are trained on this program and competent prior to conducting sensitive work activities and at regular intervals according to the training program.
· personnel reliability concerns and incidents are reported promptly to the [BRM Advisor].
· Scientific Manager/Director determines:
· the personnel reliability policies regarding biosecurity, based on risk assessment and applicable local, national, and international guidelines, standards, and regulations.
· access authorization and personnel reliability requirements for each position in the institution.
·  personnel reliability procedures that oversee and ensure security-conscious behaviors amongst staff.
· personnel reliability procedures that oversee and ensure hiring and maintaining a trustworthy workforce.
· which personnel are given the authority to work within secured spaces, with secured materials, equipment, and information.
· to whom employees should report personnel reliability concerns about their coworkers.
· Security Manager/Officer: 
· provides expertise on effective and proportionate biosecurity measures and security risk assessments to the BRM Committee.
· Provides screening for any non-employees and ensures non-employees are escorted on premises at all times. 
· supports investigations into biosecurity and personnel reliability incidents as needed in partnership with the [BRM Advisor]. 
· performs or arranges for the performance of regular security checks.
· liaises with law enforcement and first responders.
· [Human Resources] Department:
· provides expertise for background checks and vetting measures for newly hired personnel.
· provides expertise on investigations relating to sensitive personnel concerns.
· manages and records reports of personnel reliability concerns and reports these to the [BRM Advisor].
· protects records and any sensitive information that results from background checks and personnel vetting measures. 
· Biorisk Management Advisor:
· is given authority by Top Management to manage the BRM program. 
· provides advice and guidance on biorisk management issues, including the performance of risk assessments.  
· provides reports to Top Management and the BRM committee on the status of the BRM Program.
· has adequate knowledge and expertise in the organization’s scientific activities, accepted safety practices, facility operating systems, biosecurity practices, and regulatory requirements. [Cite additional required knowledge as needed, i.e., high containment, animal husbandry requirements, vaccine production, clean room].
· chairs the BRM Committee.

· Current employees:
· adhere to personnel reliability measures.
· follow the procedures outlined in this Program Plan.
· report any concerns, incidents, or problems to their Supervisor, and/or BRM Advisor, and/or the Security personnel/manager.

IV Preparation (Anything that needs to be in place prior to commencing the program)
1. Materials
· Institutional Code of Conduct. 
· Training materials on personnel reliability.

2. Personnel Reliability System and Associated Equipment
· Computers (e.g., if using electronic training or personnel reliability software)
· Secure storage cabinets/containers (if using hardcopy personnel reliability system)

3. Records and forms (to be retained for [a period of time e.g., five years, three years] after an employee leaves the facility as defined by applicable state or federal guidelines or regulations, in line with legal requirements, or by the Scientific Manager/Director if such guidelines/regulations do not exist)
· Findings on initial review of a person’s reliability with acceptability of findings [i.e., approved for access or declined].
· Findings on regular, scheduled reviews of the need for access and a person’s reliability.
· Findings on review of a person’s reliability following an incident/reporting.
· Employee acknowledgement to institution’s Code of Conduct and/or other relevant institutional policies (list all relevant policies and procedures).
· Signed consent form for background check.
· Signed non-disclosure agreements (if applicable).
· Training records.

V Program Plan
1. Identify Personnel Reliability Needs
a) Definition Define personnel reliability program. Example: A personnel reliability program is a collection of policies and procedures used to ensure that individuals given access to sensitive biological materials and to ensure those individuals perform their duties to the highest possible standard of reliability.

b) Job Functions Subject to Personnel Reliability Requirements.
· Identify all personnel/job functions that have direct or indirect access to high-consequence materials, records, or areas (e.g. laboratory personnel, scientists, students, information technology personnel, engineers, transport personnel, laboratory support personnel, operations, and maintenance personnel). This information may be in the form of a table as shown below:

Table 1. Example. Positions Requiring Personnel Reliability Measures
	Job Title
	Department
	Access Type
	Area(s)

	Facility Maintenance Supervisor, Engineers
	Facilities
	X Area
 Materials
 Records
	High containment, Building 1
High containment, Building 3

	BRM Advisor
	Management
	 Area
 Materials
X Records
	BRM Program Records, Room 122B files

	Supervisor
	Microbiology
	X Area
X Materials
X Records
	High containment laboratory, Bldg. 1, Procedures, data, instruments, Computers, storage logs/inventory, training records, shipping records, freezer room 200, freezers 200A - H. 

	Laboratory Scientist
	Microbiology
	X Area
X Materials
X Records
	High containment laboratory, Bldg. 1, Procedures, data, instruments, Computer, storage log, freezer room 200, freezer 200A.

	IT Manager
	IT Group
	 Area
 Materials
X Records
	Server room 025/025A. LIS operating system.

	Other(s) add here
	
	
	



c) Reliability Indicators.
· Describe steps to determine what reliability indicators support the hiring and retention of an employee, and which negative findings preclude employment in specific positions.
· The following are potential reliability indicators, but not all of these are needed for any given facility/role, and this list is not exhaustive. It is up to the facility to determine which results will preclude an employment offer or prevents access to more sensitive or controlled areas: 
· Initial employment investigation validates the information received regarding previous employer(s), work performed, degree(s) earned, and certifications. This investigation is performed prior to an offer of employment. Any discrepancies could be interpreted as negative indicators of reliability and should be resolved prior to offer of employment. Records are retained for [period of time].
· Employee assessment through self-reported questionnaire that is reviewed with prospective employee prior to offer of employment and/or access to higher security areas. This questionnaire should include questions on previous criminal record, drug use, psychological health for a set number of years that can be compared against background check, employment investigations to judge integrity and honesty. 
· Criminal background checks are completed in cooperation with the [police, federal agencies] to identify felony arrests and convictions. Any felony arrests or convictions may be indicative of a negative result and should be addressed prior to employment offer. 
· Financial checks examine current debt obligations and financial health.
· Psychological screening is conducted by [position, service] to establish mental health and outlook suitability for the work performed. 
· A physical conducted by [physician, occupational health] is required for work in some [sensitive]-level laboratories based on the type and nature of the work performed.

d) Security Levels Affecting Personnel Reliability Requirements.
· Describe the levels of sensitive material or information being handled in your facility. Can be expressed in a table as shown below. 
· For more information, refer to BRM Manual: Chapter Chapter XII, Personnel Management; Chapter XV, Material Control and Accountability; Biosecurity Program Plan (6-01-001); Physical Security Program Plan (PP-012-OP); Material Control and Accountability Program Plan (PP-010-OP).

Table 2. Example. Security Levels
	Security Level
	Description
	Reliability Requirement(s)
	Reliability Indicator(s)
	Authorization Required

	SENSITIVE
	Areas where high-consequences work is performed, materials, information, or dual-use equipment.
	· Initial employment investigation.
· Bi-annual criminal background check
· Bi-annual financial check
· Annual psychological screening
· Annual physical (for sensitive laboratories)
	· Criminal record 
· Positive drug test
· Negative physical or psychological finding
	[Top Management] & [BRM Advisor]

	CONTROLLED
	Laboratory and information storage areas, material, information, or equipment that is specific to the organization’s operations.
	· Initial employment investigation
· Annual criminal background check
· Annual financial check
· Annual performance and incident review
	· Criminal record 
· Positive drug test

	[Top Management]

	UNCONTROLLED
	Material or information that is generally available to the public.
	· Initial employment investigation
· Annual performance and incident review
	
	[Area Supervisors]

	Other(s) add here
	
	
	
	




e) Reliability Requirements
· Indicate what levels of certainty about a person’s reliability will correspond to the positions which require access to sensitive material or information.  This can be included in table 2 as shown or described.
f) Opt-out Process
· Describe a voluntary process for personnel to opt-out of work in response to a temporary situation/condition that affects the individual’s ability to perform work safely and securely. This decision should not be stigmatizing and any actions taken in response to an opt-out request should not be punitive. 
2. Personnel Reliability Policies
The following describe policies that may be needed for a robust personnel reliability program.
a) Institutional guidelines.
· Define the institution’s norms and guidelines for secure work with high-consequence material through a policy, which may include a Code of Conduct. This should reference ethical values and principles expected by the institution (e.g. health, safety and security, responsible stewardship of science, integrity, transparency, honest and accountability).
b) Selection for Work.
· State the policy covering how employees are selected and regularly reviewed for the facility, including different levels of access as needed. 

c) Acceptability Requirements for New Hires
· Specify what personnel reliability indicators are acceptable for prospective hires (e.g. criminal records, current or past associations with unreliable groups or individuals, employment history, and are there any unacceptable negative indicators, how these findings are balanced to determine a person’s reliability).

d) Acceptability Requirements for Existing Personnel.
· Specify what results in personnel reliability indicators are acceptable for existing employees (e.g. criminal behavior, association with unreliable groups or individuals, unethical behaviors, are there any unacceptable negative indicators, how these findings are balanced to determine a person’s reliability).

e) Changes in Acceptability.
· Indicate what behaviors or circumstances are indicators of a lack of, or changing level of, personnel reliability (e.g. if an individual falsifies any record at work, if a person is compensated by another group or individual constituting a conflict of interest, if a person commits an unethical or illegal act outside of work, or if reports are made of a person’s changing circumstances).

f) Consequences of Unreliability.
· Describe what recourse the employer has if an individual is found to be unreliable or has violated the institutional Code of Conduct (e.g. change of duties which may include a reduction of pay, termination of employment, obligation for the employee to pay damages).

3. Personnel Reliability Procedures
1. 
The following procedures describe the process of determining personnel reliability for prospective employees.
a) Procedures for Prospective Employees.
(1) Notification.
· Describe how potential hires are informed of the requirements and acknowledge notification.
(2) Information requested. 
· Describe the type of information requested (national ID, etc.).
(3) Determination of acceptability.
· Describe what is considered acceptable and not acceptable.
· Describe what happens when acceptability requirements are met, or not met.
(4) Informing personnel of results.
· Describe how potential hires are informed of results and acknowledge them.
(5) Initial training requirements
· List the initial training requirements. 
· Describe how existing employees will be informed of personnel reliability expectations (e.g., live briefing, reading materials, online course, Code of Conduct agreement). 
· Consider any national requirements and tailoring biosecurity trainings for different roles within the institution (e.g. identification of mis/disinformation, bioethics related to high-consequence research, responsible conduct of research, insider threats, cybersecurity, and information security).
(6) Document review and acknowledgements.
· Describe all documentation and acknowledgements for initial training.
· Describe how to document that the expectations and their repercussions are understood by employees (e.g., record attendance and material presented during a live briefing, collect their signature on a document stating such, verify by recorded quiz at the end of an online course).
b) Procedures for Existing Personnel.
(1) Schedule of personnel reliability review.
· Describe schedule and unscheduled reviews – including reasons for unscheduled reviews (i.e., change in job duties, incidents/reports).
(2) Information requested.
· Describe the type of information requested (national ID, etc.).
(3) Determination of acceptability
· Describe what is considered acceptable and not acceptable.
· Describe what happens when acceptability requirements are met, or not met (e.g., investigations, disciplinary actions, termination of employment).
(4) Informing personnel of results.
· Describe how potential hires are informed of results and acknowledge them.
(5) Ongoing training requirements.
· List ongoing training requirements.
· Describe how expectations are reinforced (e.g., yearly events to go over expectations, posting of expectations and consequences if they are not met).
(6) Documentation and acknowledgements.
· Describe all documentation and acknowledgements for ongoing training.
· Describe how to document that the expectations and their repercussions are understood by employees (e.g., record attendance and material presented during a live briefing, collect their signature on a document stating such, verify by recorded quiz at the end of an online course).

c) Procedures for non-employees.
· Identify steps to verify the identity and access to facility for non-employees, including visitors, contractors, auditors, any others (e.g. official identification, verification of credentials). Provide guidance for required escort of non-employees. 
d) Reporting Concerns
· Describe the process for an individual to self-identify and report potential reliability issues that could impact their own perceived reliability (such as interactions with law enforcement, life changes that may psychologically impact the individual, any additional concerns).
· Describe the process for co-workers to identify and report potential reliability issues (e.g., unusual behavior, excessive tardiness, unethical behaviors, personal threats or harassment of other employees, extremist sentiments, falsification of data or misrepresentation of facts, working excessively late hours). Consider mechanisms that allow for anonymous and no-fault reporting to better support a strong biosecurity culture among staff. 
e) Targeting and Social Engineering Prevention
· Describe protections in place at the organization for personnel to prevent targeting and social engineering manipulation, through raised awareness from training, as well as any other protections put in place (access control on personnel list, protection of access level lists)
· Describe expected actions from personnel to prevent targeting and social engineering (don’t discuss work activities on social media, don’t discuss sensitive work in social situations, be wary of new friends asking about specific work projects or security measures, etc.) 
4. Verification of Personnel Reliability
V 
2. 
a) Prospective employees
· Identify steps to verify the identity, qualifications, character, and capabilities of prospective employees (e.g. curriculum vitae, job interview, letters of recommendation, conversations with previous work contacts, verification of credentials, criminal records, police reports, misuse of drugs or alcohol, social network activity, associations with concerning organizations, psychological behavioral assessments, medical checks, personality tests).

b) Existing personnel.
· Identify steps to verify the identity, qualifications, character, and capabilities of existing employees (e.g. previous performance reports, regular safety screenings, spot checks, review of active participation in protocols, psychological behavioral assessments, medical checks, social network activity, code of conduct compliance or non-compliance, conflicts of interest).


c) Checking indicators of reliability
· Describe how to check indicators used to determine initial reliability and monitor for changes in reliability (e.g., criminal records, financial information, behavioral factors, social contacts and familial ties, online activities).

d) Comparing indicator results to requirements.
· Describe how to compare indicator results for current employees to the policies regarding their level of access.  Indicate how to make any changes to existing employees’ access based on these results.

e) Verification of indicators.
· Describe how to verify reliability indicators before access is granted to a new employee or before upgrading an existing employees’ access.

f) Reliability review intervals.
· Describe the regular intervals at which a personnel reliability review should be conducted, and the incidents that prompt a personnel reliability review to be conducted (including a change in job duties, incidents, reports, random checks, etc.).
5. Incident Investigation
3. 
a) Investigation of personnel reliability incidents and reports
· Describe personnel reliability incidents of concern (e.g. unauthorized removal of inventory, unauthorized access to computers, files and controlled information, discrepancies in inventory, sending inappropriate emails, physical violence, unlawfully carrying weapons, sabotaging colleague’s research, providing false information, cruelty to animals).
· Describe steps in the investigation of incidents or reports or biosecurity issues during emergencies, or when personnel biosecurity efforts lapse or fail.
· Refer to BRM Manual: Chapter XXI, Emergency and Incident Response, Reporting and Investigation; Chapter XXII, Biorisk Management System Assessment and Improvement.
b) Failure to complete or pass biosecurity training.
· Describe steps to investigate failure to complete or pass biosecurity training. 

c) Negative changes in reliability indicator(s).
· Describe when, how, and by whom an extensive investigation is carried out when a personnel reliability indicator has changed to a negative finding for an existing employee.
6. Reporting and Documentation
· Describe steps to record and report the findings of investigations into personnel reliability incidents, failure to complete or pass biosecurity training, or biosecurity issues during emergencies.
· Describe when, how, by whom, and to whom to report the findings of the investigation when a personnel reliability indicator has changed to a negative finding for an existing employee.
· Describe how investigation records are maintained, by whom, and for how long.
7. Program Validation and Reconciliation 
· Describe steps to reconcile and validate the reliability of personnel, their training on biosecurity, and the continuity of biosecurity in emergencies. 
a) Reliability and job duties.
· Describe how to reconcile the person’s reliability with the access necessary to complete their work.

b) Adjustment to work.
· Specify how to determine if adjustments to the person’s work or employment is needed.
· Indicate how adjustments are incorporated in the Employee and Non-Employee Access Management Systems and addressed as per the Physical Security and Information Security program plans.
· Specify how these changes are briefed to responsible security and management personnel. 

c) Validation audits.
· Describe how the system is validated (e.g., auditing of records, surveys of staff).
· Describe whether personnel reliability system is subject to any specific audits, or accreditation related to national, regional, or international law.
· Indicate when system validation occurs (e.g., regularly scheduled, revalidations brought on by change, required reconciliations suggested by incidents).
· Identify who is notified of discrepancies and how discrepancies are documented.
· Track status in Incident Response Form and Log, or other.

8. Corrective Action
· Describe the process for implementing corrective action.

9. Continual Improvement
· Describe commitment to continual improvement through regular evaluation of the program.
a) Metrics driving evaluation and continual improvement.
· Indicate metrics determining the overall status of the program.
· Describe the process for evaluating lessons learned and implementing improvement.
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