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INSTRUCTIONS:  The Biorisk Management Manual and supporting templates provide a general overview of common considerations and information that should be addressed within a biorisk management system and program. These templates are not exhaustive, and facilities must customize each document to ensure it is locally applicable and relevant. This program plan template provides guidance on the range of material control and accountability mitigation measures that can increase, encourage, and sustain an effective biosecurity culture. 
· Black text can be considered generic text which may be appropriate for inclusion in a facility’s biorisk management manual and SOPs.
· Red text should be considered guidance or examples and must be reviewed and replaced with facility-specific information.

I Purpose
[bookmark: _Hlk54186764]The purpose of this document is to establish the procedures for receiving and maintaining biological materials, dual-use equipment, and other biological-security-relevant items in [Insert Institution/Facility Name] to ensure their control and accountability, as suggested by a comprehensive risk assessment, laws and regulations, and through policies and procedures that enable the Material Control & Accountability (MC&A) Program to be resilient and adaptive. The objective of an MC&A program is to create an environment that discourages theft and misuse by improving control and establishing oversight of assets.

II Scope
This document applies to all personnel within [Insert Facility Name] with access to materials covered by the MC&A Program. This document contains sensitive information, and access is restricted to personnel approved by Top Management.

III Responsibilities
· Top and Senior Management: 
· ensure that a biorisk management system is properly implemented, maintained, enforced, and undergoes review for continual improvement.
· ensure that the MC&A program are established, enabling safe and responsible management of biological materials.
· The Biorisk Management (BRM) Committee:
· provides independent review of the biorisk management system and reports to senior management.
· committee membership reflects the different occupational areas of the organization as well as its scientific expertise.
· reviews the effectiveness of the MC&A program.
· Supervisors ensure that:
· this Program is implemented and enforced in their area of supervision.
·  to include material control incident investigations, reporting, and corrective actions.
· authorized users are trained on this procedure and competent prior to reliance on the prescribed MC&A measures, and at regular intervals according to the training plan.
· MC&A concerns are reported promptly to the [BRM Advisor].
· Scientific Manager/Director:
· determine the items and materials to be secured by material control and accountability processes based on risk assessment and applicable local, national, and international guidelines, standards, and regulations.
· determine MC&A policies and procedures that oversee and ensure the security of biological materials, dual-use equipment, and other biological-security-relevant items.
· determine which personnel are given the authority to receive, store, use, transfer, or destroy secured items, and share the list of authorized personnel with the BRM Advisor.
· determine and sets policy on what items to maintain and when to dispose of them.
· determine resource needs and oversee resource allocations that will be necessary to implement this program plan.
· Security Manager/Officer: 
· provide expertise on effective and proportionate biosecurity measures to the team for risk assessment.
· supports investigations into biosecurity incidents.
· provides regular security checks.
· coordinates with community first responders (fire/police) to establish and maintain operational awareness.
· ensure security aspects of the MC&A Program are followed by all facility personnel.
· Security Personnel:
· contribute to the risk assessment process, support investigations into biosecurity incidents.
· respond to unauthorized access attempts.
· contact local law enforcement for assistance or to report a security incident as needed.
· Biorisk Management Advisor will:
· provide advice and guidance on biorisk management issues.  
· utilize their knowledge to develop, maintain, and continually improve a biosafety and biosecurity program based on a management system.
· investigate and provide reports on biosafety and biosecurity incidents related to the MC&A Program, including resolutions and mitigation measures.
· provide regular reports on the status of the MC&A Program to Top Management and the BRM Committee.
· has adequate knowledge and expertise in the organization’s scientific activities, accepted safety practices, facility operating systems, biosecurity practices, and regulatory requirements. [Cite additional required knowledge as needed, i.e., high containment, animal husbandry requirements, vaccine production, clean room]  
· Facility personnel will:
· adhere to MC&A processes.
· follow the procedures outlined in this Program Plan.
· report any concerns, incidents, or problems to their supervisor and/or the BRM Advisor.

IV Preparation (Anything that needs to be in place prior to commencing the program)
1. Materials
· Valuable and/or sensitive/high-consequence biological materials (as defined by the Scientific Manager/Director, including any material subject to control by law) which may include: 
· collections and reference strains of high-consequence bacteria, viruses, or infected cell lines.
· vaccines or vaccine strains.
· pharmaceutical products. 
· kits, reagents, controls.
· animals, including animals potentially infected with high-consequence material.
· genetically modified organisms or critical genetic elements (i.e., sequences that increase infectivity, transmission, or zoonosis).
· radiolabeled biological compounds. 

2. Equipment
· Computer(s) containing:
· electronic inventory of high-consequence material, equipment, or records. 
· electronic laboratory notebooks or data files.
· instrument operating systems or raw data.
· sensitive standard operating procedures or protocols.
· Secure storage cabinets/drawers containing:
· hard-copy inventory of high-consequence material, equipment, or records.
· laboratory notebooks or data – including hard-copy of instrument data.
· sensitive standard operating procedures or protocols.
· portable electronic data drives, thumb/flash drives, disc drives, etc. containing sensitive information.
· information on personnel with controlled access to high-consequence material. 
· Dual-use equipment, such as:
· incubators or fermenters
· oligo synthesizers
· freeze-drying or spray-drying equipment
· double-door autoclaves
· filtration concentrators
· maximum containment protective equipment (i.e., air suits, glove box isolators)

3. Records and Forms
· Material Control & Accountability Program records, including: (list all relevant forms and record types) This can be done in a table as shown below.
Table 1. Example.  Forms/records required for MC&A program.
	Form / Record Name
	Type
	Accountable Position
	Approver

	Master Inventory
	Electronic
	BRM Advisor
	--

	Material Control & Accountability Log
	Paper
	Area Supervisor
	BRM Advisor

	Section / Department Inventory
	Electronic
	Manager
	BRM Advisor

	Access Control Log
	Electronic
	Area Supervisor
	BRM Advisor

	Access Approval form
	Paper
	
	

	Chain-of-custody/tracking form
	Paper
	Area Supervisor
	BRM Advisor

	Research Approval form
	Paper
	Scientific Manager
	Laboratory Director, BRM Advisor

	Risk Level Assessment
	Paper
	BRM Committee
	BRM Advisor



V Program Plan 
1. [Institution name] Assets Requiring Material Control and Accountability (as defined in the Materials section VI.1. above) are identified and recorded.

a) Information for each identified asset under the Program is recorded in the inventory, tracked, and documented.
b) Accountability for all assets is assigned to [supervising scientists or other appropriate personnel].
c) Each asset is assigned a risk level which guides the scheduling of material and access audits. Describe risk levels and how they are determined.

2. This Material Control and Accountability Program complies with the following regulatory and accreditor requirements:
a) International regulations.
(1) Cite any relevant international or regional regulatory requirements or accreditor guidelines to be met.
b) National / regional regulations
(1) Cite any relevant national laws or regulations (e.g., Federal Select Agent Program in United States).
c) Partner agreements
(1) Describe any considerations for working with national/international partners (i.e., national reference laboratory, public health authorities) or organizations, including data sharing and compliance with foreign regulations.

3. Description of the Material Control and Accountability System
a) General Description.
(1) Describe the type of material control and accountability system(s) that will meet the needs of the facility (e.g., notebooks, spreadsheets, database, barcoding, label production, integrated software).
(2) Resources required.
· List resources required for the system (i.e., logbooks, bar code scanners, computers, programs, etc.)
(3) Assignment of risk.
· The [BRM Advisor] and [BRM Committee] develop and document risk levels (for example, high, medium, low, or sensitive, controlled, uncontrolled) to assign to materials, equipment, and records under the Program which guide security measures and auditing schedules.
· The assessment of risk levels is reviewed as needed but at least [annually] by the [BRM Committee].
(4) Training requirements.
· Personnel with access to materials, equipment, or records included in the Program are trained in these procedures prior to being granted access.
· Training is based on the risk level assigned to the materials accessed.
· Required training for access to Program areas: [list trainings and interval.  If listed in a training SOP, reference here.]
Table 2. Example. Training topic and interval to support MC&A program.
	Training Topic
	Renewal

	Introduction to Material Control and Accountability Program
	Initial

	Level II Material Control and Accountability
	Annual

	Level III Material Control and Accountability
	Annual

	Control and Accountability of Animal Subjects
	Annual

	Any additional suggested trainings
	Specify



· The [BRM Advisor] reviews, maintains, and audits training records for personnel in the Program.
· Following successful completion of training, individuals with access are identified [describe any identification/badging, etc. that demonstrates personnel are approved to access controlled areas or material].
· Personnel demonstrating behavior not in accordance with the requirements of this Program will have their actions investigated.  Access privileges [will/may] be revoked during the investigation and may lead to permanent revocation or termination of employment. (Coordinate actions to align with personnel policies and risk level of materials accessed.)

b) Accountability and Security
(1) Information security.
· See the Information Security Program plan (PP-XX-OP) for general approach.
· Describe access to computer systems (view/edit permissions) if not described in the Information Security Program plan or if specific to the MC&A Program.
· Describe how computer system access is approved and by whom specific to the Program.  
· The accuracy and authenticity of information is accomplished through the auditing of information access and is performed according to the risk level assigned to the material by [position auditing].

(2) Physical security.
· See the Physical Security Program plan (PP-012-OP) for general approach.
· Describe physical security measures for rooms, equipment, freezers/incubators, file cabinets, and other storage areas (i.e., the use of physical locks, key control, keycard access, paper logs, etc.).
· Access to materials, records, and equipment is limited to those directly working with or supervising work with specific material, records, or equipment.  
· Access is approved and documented by [position(s)].  
· The accuracy and authenticity of physical security access is accomplished through the review of access records based on the assigned risk level. Logs and other physical security records are reviewed by [position] at [scheduled frequency] as determined by the risk level assigned to the material.

c) Information recorded
Describe information recorded the for each asset:
(1) Name, type, unique identifier, quantity, source, supplier, storage location, condition, expiration date, usage history, assigned risk level.
(2) Long-term storage versus daily/working-stock materials/supplies, date of receipt.
(3) Equipment name, serial number, operating system, vendor, use, location, date received.
(4) Accountable supervisor. 
(5) Additional information can be included at the discretion of the BRM Advisor or BRM Committee.

2. Receipt 
Describe how, and by whom, valuable and sensitive items are received. (e.g., Is there a centralized receiving department? Or is each department responsible for this process).
a) Specify how the recipient is notified. 
b) Indicate how item identity, unit, and quantity is confirmed.
c) Specify how and by whom the inventory system is updated. 
d) Indicate how unexpected items are handled. 
e) Identify how items are to be labeled.
f) List any required forms for material transfer and their use.

3. Storage
a) Indicate how items are transported to the storage area. 
b) Specify how all storage areas are adequately secured (e.g., locked cabinets, locked rooms, fenced areas) 
c) Identify who has access to secured item storage areas. 
d) Describe any access control systems in place for storage areas (e.g., key cards, biometric scanners, physical keys).
e) Identify who has authorization to enter and remove secured items from storage. 
f) Outline any documentation or approval process required before items can be removed from storage.
g) Indicate how the inventory system is updated.

4. Use
a) Specify how items are securely transported to the facility for use. 
b) Specify the personnel that have authority to grant approval for the use of high-consequence materials and how this process is documented.
c) Identify who has authorization to use secured items. 
d) Indicate how inventory systems are updated during secured item use (e.g., ongoing laboratory work) 
e) Describe how secured items are returned to storage, transferred, or disposed of after use and how inventory systems are updated.
f) Describe the procedures for functional examinations of inventory materials, such as PCR testing or culture assessments, to verify the viability of biological materials. Include frequency of testing, review and approval, and documentation of functional examination.
g) Describe the procedure for returning items to storage including any documentation. 

5. Transfer
a) Identify who authorizes secured item transfers. 
b) Specify how the inventory system is updated.
c) Describe any differences between internal (intra-entity) vs external transfers. 
d) Refer to the Transport and Shipping Security Program Plan for proper packaging, transport, and shipment procedure.

6. Disposal
a) Identify who authorizes secured item destruction and disposal. 
b) Specify the personnel responsible for final verification of the disposal process. Describe the factors leading to material disposal (e.g., expired, beyond legally required hold times, no longer utilized) 
c) Outline the documentation required to record the disposal process (e.g., signatures from both the personnel that authorized the destruction and the final verifier, relevant disposal certificate, logs) 
d) Specify how the inventory system is updated. 
e) Refer to the Waste Handling and Disposal SOP for proper waste handling and disposal procedures.

7. System Validation and Inventory Reconciliation 
Describe how the system is validated (e.g., frequency of internal and external auditing, access logs and inventory reconciliation).
a) Identify who is notified of discrepancies, lost or missing materials, and unauthorized access to inventory, storage, or any equipment.
b) Outline the channels through which notifications of discrepancies are communicated (e.g., email, incident reporting system).
c) Describe the steps to investigate discrepancies, lost/missing materials, and unauthorized access to sensitive, valuable, or high-consequence materials.  
d) Indicate how discrepancies, lost or missing materials, and/or unauthorized access are reported and documented, and who conducts and who must authorize investigation and report. 
e) Describe the process for implementing corrective actions. 
f) Describe what mechanisms are in place for updating inventory to account for lost or missing material/s. 
g) Track status in Incident Response Form and Log and follow-up after investigation. 
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VII Attachments

1. Attachment A: Material Control and Accountability Log
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