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INSTRUCTIONS:  The Biorisk Management Manual and supporting Program Plan and Standard Operating Procedure (SOP) templates provide a general overview of common considerations and information that should be addressed within a biorisk management system and program. These templates are not exhaustive and facilities must customize each document to ensure it is locally applicable and relevant. This program plan template provides guidance on the range of specific types of mitigation measures that can illustrate graded and balanced mitigations for information security. 
· Black text can be considered generic text which may be appropriate for inclusion in a facility’s documentation.
· Red text should be considered guidance or examples and must be reviewed and replaced with facility-specific information.

I Purpose
The purpose of this document is to establish the procedures for information security in [Insert Facility Name]’s to ensure proper handling of sensitive information and information systems during the full lifecycle of information generation, receipt, storage, access, transfer, and disposal.

II Scope
This document applies to all personnel and visitors within [Insert Facility Name]. This document contains sensitive information, and access is restricted to personnel approved by Top Management.

III Responsibilities
· Top and Senior Management will: 
· ensure that a biorisk management system is properly implemented, maintained, enforced, and undergoes review for continual improvement. 
· ensure that information security program is established to provide protection of information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction to provide confidentiality, integrity, and availability.
· The Biorisk Management Committee:
· provides independent review for biorisk management system and reports to senior management.
· membership on the biorisk management committee should reflect the different occupational areas of the organization as well as its scientific expertise.
· reviews the effectiveness of the information security program.
· Supervisor ensures that:
· this program plan is implemented effectively to include incident investigations, reporting, and corrective actions in their area of supervision.
· authorized users are trained on this procedure and competent prior to independent work involving sensitive information and/or information systems.
· Scientific Manager/Director:
· defines sensitive information and information systems to be secured based on risk assessment and applicable local, national, and international guidelines, standards, and regulations.
· determines information security processes that oversee and ensure secure generation, receipt, storage, use, transfer and disposal of sensitive information and information systems.
· determines which personnel are authorized for access to sensitive information and information systems.
· define retention times for records and forms related to information security.
· to whom personnel should report information security concerns.
· Security Manager/Officer: 
· Provides expertise on effective and proportionate facility biosecurity measures to the team for risk assessment.
· Supports investigations into information security incidents.
· liaises with law enforcement and first responders.
· Information Technology (IT) Manager or Institutional Cybersecurity Officer:
· provides expertise on security of cyber and data resources, networks, computers, electronic physical security systems, network connected laboratory equipment.
· responsible for protection of digital data communications and storage.
· supports investigations into cybersecurity incidents.
· Biosafety Officer/Biorisk Management Advisor:
· is given authority by Top Management to manage the BRM program, including information security. 
· provides advice and guidance on biorisk management issues.  
· has adequate knowledge and expertise in the organization’s scientific activities, accepted safety practices, facility operating systems, biosecurity practices, and regulatory requirements. [Cite additional required knowledge as needed, i.e., high containment, animal husbandry requirements, vaccine production, clean room].
· Members of the Workforce:
· adhere to information security measures.
· follow the procedures outlined in this program plan.
· all members of the workforce are responsible for the proper implementation of security measures.

IV Preparation (Anything that needs to be in place prior to commencing the procedure)
A. Materials
· Information of a potentially sensitive nature (as defined by the Scientific Manager/Director such as genomic information from high-consequence pathogens, inventory of high-consequence material, protocols and procedures which could be stolen for nefarious purposes, security features and weaknesses of your facility, personal details of employees, diagnostic results tied to particular patients, protected government or commercial information, etc.).
· Written records of potentially sensitive information (such as laboratory notebooks, patient sample books, diagnostic laboratory records, etc.). 
· Information systems containing potentially sensitive information.
· Communication devices or systems that will transmit sensitive information.
· Classification guide (such as ‘sensitive/non-sensitive’ or ‘secret/confidential/non-sensitive’)

B. Equipment
· Secured Computer(s) (if using electronic information) (access-controlled, password protected, two-factor authentication, encryption, firewalls, VPN, etc.)
· Private and public-facing servers (Network segmentation)
· Managed network routers and switches
· Secure communications (encryption, dedicated land-lines, etc.)
· Networked equipment (lab equipment/freezers that connect to network, etc.)
· Equipment associated with operational technology (OT), including building management systems, environmental monitoring systems, and access control systems
· Personnel identification linked to permission to access sensitive information
· Physical protection measures such as locking cabinets and security cables
· Secure rooms
· Redaction methods (e.g., indelible markers indistinguishable from inks used, tear-lines)
· Destruction methods (e.g., shredders, incinerators)

C. Records and Forms (to be retained for a period of time [e.g., five years, three years after an employee leaves the facility] as defined by the Scientific Manager/Director)
· Sensitive Information Access Management System (i.e., paper-based/notebook, electronic/spreadsheet/database) and associated form(s) to grant individuals access to sensitive information and information systems (refer to Attachment A, Sensitive Information Access Authorization Log)
· Sensitive Information Access Record
· Record of sensitive information transfer (e.g., hand-carry form, chain-of-custody document)
· Discrete coverings for hard-copy documents (e.g., cover sheets, envelopes, fax cover sheets)
· Document and device destruction logs


V Program Plan
The information security program plan should consolidate the procedures that follow this information life-cycle.
A. Identify Sensitive Information and Information Systems
Describe steps to identify the items of information and information systems that need to be secured considering these questions and guidance:
(1) What information should be considered sensitive and protected? (e.g., genomic information from potentially pandemic pathogens, protocols and procedures which could be stolen for nefarious purposes, security features and weaknesses of your facility, personal details of employees, protected government or commercial information)?
(2) What information systems store, process, and transmit information identified in (1) and should therefore be considered sensitive and protected using information security plans. 
(3) Identify network configuration(s).
(4) Identify network segmentation and segregation requirements (which network stores/transmits what levels of information).
(5) Are there regulatory requirements or guidelines to be met?
Refer to other relevant policies, plans, procedures such as Biorisk Management (BRM) Manual: Chapter V, Biorisk Assessment; Chapter XII, Personnel Management; Chapter XVI, Information Control; Chapter XXI, Emergency and Incident Response, Reporting and Investigation; Chapter XXII, Biorisk Management System Assessment and Improvement (4-00-001) and the Biosecurity Program Plan (6-01-001)
B. Identify Classification Scheme
Describe steps to determine the classification system and level of information to be included in the classification markings considering the following questions:
(1) What type of classification scheme(s) will meet the needs for information security, integrity and accountability as well as patient confidentiality (e.g. existing classification guides, newly written classification guidance, a combination of both)?
(2) What level of detail is required for each item of information (e.g., estimate of potential damage to national security if disclosed, allowable distribution, date for declassification)?
(3) Are adequate resources in place to implement and maintain the preferred scheme(s)?
(4) What precautions are taken to ensure the accuracy and authenticity of each scheme (e.g., access directly through the regulator, copy-controlled local copy of the guidance, verified by a classification authority)?
(5) What is the terminal process for classified data? (either logged destruction or declassification)
C. Marking
Describe steps to determine when and how existing information and information systems are marked as sensitive considering the following questions:
(1) What type of marking will meet the needs for information security and accountability (e.g. stamps, handwritten caveats, digital signatures)?
(2) What level of detail should appear on each item of information (e.g., estimate of potential damage to national security if disclosed, allowable distribution, date for declassification)?
(3) Are adequate resources in place to implement and maintain the preferred marking(s)?
(4) What precautions are taken to ensure accuracy and authenticity of each marking (e.g., reviewed by an appropriately authorized superior, verified by a classification authority)?
(5) What training must be developed and provided?
(6) What marking denotes declassified or downgraded sensitive information?
D. Protection
Describe measures taken to prevent unauthorized access to sensitive information considering the following questions:
(1) What security measures are applied to prevent unauthorized access to sensitive information, written records, and information systems (e.g., access controls, physical security, encryption, firewalls)?
(2) What methods are used to prevent loss or theft of sensitive information, written records, and information systems (e.g., access controls, activity monitoring, restrictions on the presence of cameras/scanners/removable digital media, network connected equipment)?
(3) What methods are used to protect the integrity of sensitive information, written records, and information systems (e.g. indelible markings, malware detection, air gaps between internal systems and external systems, cyber hygiene, document control)?
(4) What are the incident response procedures in cases where sensitive data has been lost, damaged, altered, or stolen?
E. Authorization
Describe when and how a person is granted access to sensitive information and information systems considering the following questions:
(1) When are individuals granted access to sensitive information (e.g., duration of the related work, until scheduled review of the individual’s appropriateness and need for access, duration of employment in that position)?
(2) How is the level of access determined (e.g., need to access the information, reliability of the individual, a combination)?
(3) How is the level of access changed or terminated? By whom?
(4) How will the authorization be confirmed at time of access (e.g., checking of a manual log, unique digital code, or card chip)?
F. Generation
Describe steps to determine when and how information and information systems are marked as sensitive when being created considering the following questions:
(1) How is sensitive information generated? By whom? Is there a person designated to assist the individual in properly classifying new or compiled information?
(2) How does one confirm information classification level, distribution restrictions, and declassification dates?
(3) How is information declassified? By whom?
(4) How is the generation of unexpected sensitive information handled?
G. Access
Describe steps to determine when and how accessing of sensitive information and information systems is recorded considering the following questions:
(1) How is sensitive information accessed? By whom?
(2) When is sensitive information accessed? 
(3) How is information classification confirmed?
(4) How is the authorization of the individual confirmed?
(5) How is the access of sensitive information recorded?
(6) How is the access to items of sensitive information limited to those who need it?
H. Receipt 
Describe steps to determine when and how information and information systems with existing markings are received considering the following questions:
(1) How is sensitive information received and identified (e.g., digital/hardcopy communication methods, encryption)?
(2) When is sensitive information received (e.g., emails or via web-based systems, with samples/shipments)?
(3) Who has authorization to receive sensitive information? 
(4) How is receipt recorded (e.g., written logs, monitored activity on digital systems)?
(5) How is receipt verified (e.g., visual inspection of packaging, network logs)?
I. Transfer
Describe steps to determine when and how sensitive information and information system transfers are conducted considering the following questions and comments:
(1) How is sensitive information transferred into and out of the facility?
(2) How is a transfer recorded during sensitive information, and sensitive information system, use (e.g., written logs, monitored activity on digital systems)?
(3) Who authorizes sensitive information transfers?
(4) Describe any differences between internal (intra-entity) vs external transfers.
J. Storage
Describe steps to determine where and how to store sensitive information and information systems considering the following questions:
(1) How is sensitive information securely stored (e.g., locking cabinets, password-protected computers, access-controlled rooms)?
(2) How is access to stored sensitive information controlled (e.g., key, password, lock combination, access card)?
K. Redaction
Describe steps to determine when and how sensitive information and information systems are redacted considering the following questions and comments:
(1) How is sensitive information redacted?
(2) When is sensitive information redacted?
(3) Who has authorization to redact sensitive information? 
(4) How is redaction recorded (e.g., written logs, monitored activity on digital systems)?
(5) Describe any differences between redaction for internal documents (intra-entity) vs redaction for sharing with external parties.
L. Disposal
Describe steps to determine when and how sensitive information and information systems are disposed of considering the following questions:
(1) How is sensitive information disposed of (e.g., shredding, incineration)?
(2) When is sensitive information disposed of?
(3) Who has authorization to dispose of sensitive information? 
(4) How is disposal recorded (e.g., written logs, monitored activity on digital systems)?
(5) How is complete disposal verified (e.g., visual inspection of remnants)?
M. System Validation and Reconciliation 
Describe steps to determine when and how the security of sensitive information and information systems is validated to include the incident investigation processes considering the following questions and comments:
(1) Describe how the system is validated (e.g., auditing and access permission reconciliation)
(2) Describe when the system is validated (e.g., scheduled performance testing, re-validations brought on by change, required reconciliations suggested by incidents)
(3) Identify who is notified of discrepancies.
(4) Describe how discrepancies are resolved.
(5) Describe process for investigating/evaluating lessons learned/ implementing corrective actions. Track status in Incident Response Form and Log.
(6) Refer to BRM Manual: Chapter XI, Personnel Management; Chapter IXE, Physical Security Systems; Chapter XV, Information Control; Chapter XVII, Waste Management; Chapter XXI, Emergency and Incident Response, Reporting and Investigation; Chapter XXII, Biorisk Management System Assessment and Improvement.
VI References
A. World Health Organisation (WHO), Laboratory Biosafety Manual, 4th Edition, https://www.who.int/publications/i/item/9789240011311
B. World Health Organisation (WHO), Biorisk Management: Laboratory Biosecurity Guidance, June 2024, https://www.who.int/publications/i/item/9789240095113 
C. Salerno, RM and Gaudioso, J. Laboratory Biosecurity Handbook, CRC Press, Boca Raton, FL, 2007
D. International Organization for Standardization. (2019). Biorisk management for laboratories and other related organisations (ISO Standard No. 35001:2019). https://www.iso.org/standard/71293.html
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VII Attachments
A. Sensitive Information Access Authorization Log
B. Information Security Plan	
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