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Due Diligence Form Instructions
Introduction
This form is a tool to support implementing due diligence for life sciences partnerships for [Insert Institution/Facility Name]. This form is not exhaustive and should be customized to ensure it is locally applicable and relevant to the institutions’ work. Mentions of local, regional, and national regulations should be updated with both institutional and national policies, regulations, standards, and laws. There are many aspects of a potential collaboration that should be reviewed and assessed for potential risks. Each section of the form should be addressed, as mitigation efforts in only one or a few focus areas are insufficient to provide adequate due diligence. A completed form will require involvement from different personnel (see responsibilities below). Once the information is gathered, then risks can be assessed, mitigation strategies can be considered, and the leadership can determine if the partnership is a ‘Go’ or ‘No-Go’. Red text should be considered guidance or examples and must be reviewed and replaced with facility-specific information. The flag box can be used to indicate items that may impact a final decision.
Purpose
The purpose of this form is to provide a tool for due diligence in [Insert Institution/Facility Name] to ensure reliable and trustworthy international collaborations move forward and are maintained.
Scope
This document applies to all potential R&D external partnerships for [Insert Institution/Facility Name].
Responsibilities
Portions of this form should be filled in by the principal investigator (for example, Project Considerations). Other parts can be primarily completed by the administration that includes expertise in legal, human resources, and management. The decision to move forward with a partnership will reside with leadership. The Biorisk Management Committee, Biosafety Officer, and Principal Investigator should all be consulted by leadership.
Preparation
Many of the elements of this form should be requested from the potential collaborator. Therefore, a separate form or letter should be developed requesting information to help answer this form. To formally enter a partnership, it could take months or years depending on the depth of the collaboration and the level of risk of the potential partnership. To maintain thorough due diligence this form should be reviewed periodically or when a significant change occurs in the partnership. Additionally, this form can be used in combination with a risk assessment procedure, that should inform the involved entities of expected risks and mitigations prior to initiating any activities.
Notes
Suggest including any explanation required for answers in the notes section. This may include references, sources, reviewers, and decisions leading to a flag.




Due Diligence Form
	Identifying details
	

	Project name/identifier/description 
	

	Collaborator name and title 
	

	Organization name and address
	

	Reputation and Track Record
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Reliability
	

	· Is the collaborator a reputable, known entity? 
· Checks of publicly available information on the organization and key personnel have been performed.
· Past publications 
· Social media
List any sources used, describe any issues identified. 
	<Yes or No>
	<Insert Notes>
	<Insert Personnel >
	<Insert Date>
	

	· Legal actions, sanctions, or regulatory actions against the collaborator have been reviewed [over specified timeline].
List any actions found and sources.
	
	
	
	
	

	· The reputation of collaborators has been queried through colleagues, professional networks and organizations, and other partnering institutions.
List comments received, describe review performed.
	
	
	
	
	

	Track Record
	

	· Have others in your network collaborated with this organization?
· References from previous collaborators or clients were requested and received.
  List requests and results.

	 
	
	
	
	

	· The collaborator’s history of projects and partnerships has been reviewed and evaluated.
List sources and outcomes.
	
	
	
	
	

	[bookmark: _Hlk187772129]Legal and Regulatory Compliance
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Verify Legal Status
	

	· [bookmark: _Hlk187769146]The legal status and registration of the collaborator’s organization has been confirmed.
Describe, including details of confirmation, registration.
	
	

	
	
	

	· The collaborator’s academic association and position has been confirmed with the institution.
Describe details confirmed.
	
	
	
	
	

	· The collaborator’s business licenses and permits have been obtained and reviewed.
Describe licenses/permits reviewed.
	
	

	
	
	

	Regulatory Compliance
	

	· Collaborator complies with international standards and norms related to life sciences, animal welfare, environmental protection, chemical safety, and any other identified.
· Examples given below.
· The Nagoya Protocol (2010)
· The Patent Cooperation Treaty (PCT) (1970)
· Cartagena Protocol on Biosafety (2003)
· Convention on Biological Diversity (1993)
· Basel Convention (1989)
· World Health Regulations (WHO)
· International Health Regulations (IHR) (2005)
· Good Clinical Practice (GCP) Guidelines (2005)
· ISO 35001:2019
· CWA 15793 (2011)
Indicate all applicable.
	
	
	
	
	

	· Collaborator complies with national and/or regional regulations, guidelines, standards, and norms related to life sciences, animal welfare, environmental protection, chemical safety, and any other identified.
Indicate all applicable.
	
	
	
	
	

	· If collaborating with a US entity, collaborator complies with the Foreign Disclosure and Risk Management regulations:
· (US) SBIR and STTR Extension Act of 2022
	
	
	
	
	

	· Collaborator adheres to Good Laboratory Practice (GLP), Good Clinical Practice (GCP), and Good Manufacturing Practice (GMP), ISO 9001 or similar standards.
List standards reviewed.
	
	
	
	
	

	Intellectual Property (IP)
	

	· IP ownership and rights, including patents, trademarks, and copyrights have been identified and reviewed. 
· https://www.uspto.gov/patents/search (US)
· World Intellectual Property organization (www.wipo.int) 
List all items identified, describe review performed if no issues determined.
	
	
	
	
	

	· A non-disclosure agreement (NDA) is in place for collaborator review of this Due Diligence Form.
Attach or describe NDA if in place, if not used, explain rationale.
	
	
	
	
	

	· IP disputes or litigations have been identified and reviewed.
List any disputes identified, describe review performed (date, responsible party, reference) if none identified.
	
	
	
	
	

	· Have any collaborators filed patent applications based on foreign work in countries of concern?
Describe any patent applications found. 
	
	
	
	
	

	Export Control and Sanction Lists
	

	· (For US collaborators) The collaborator does not appear on the US government sanction lists.
https://ofac.treasury.gov/sanctions-programs-and-country-information (US based)
	
	
	
	
	

	· The Export Control laws for all collaborating partner countries have been reviewed for compliance. International guidance on export controls indicated below:
· Australia Group Guidelines and Common Control Lists
· Wassenaar Arrangement (1996) 
· https://www.trade.gov/us-export-controls (US based)
Identify export control laws reviewed if nationally relevant.
	
	
	
	
	

	Project Considerations
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Sensitivity
	

	· Does the proposed collaboration result in any dual-use (military or civilian) applications?
· Cite any national or institutional policies governing dual-use.
· A separate risk assessment may be performed to determine any dual-use applications of the collaboration. 
Describe review process and any national/institutional
policies that govern dual-use. 
	
	
	
	
	

	· Does the proposed collaboration have any ethical or moral concerns in its methods or potential application?    
· USG Implementation Guidance for the United States Government Policy for Oversight of Dual Use Research of Concern and Pathogens with Enhanced Pandemic Potential (table 2)
· List additional national or regional references defining ethical and/or moral concerns.
Describe any national/regional references consulted,
any ethical/moral concerns identified, and mitigations put into place to limit issues.
	
	
	
	
	

	· Could the proposed collaboration be used to undermine national security?
Describe assessment process, mitigations for national security risks if identified.
	
	
	
	
	

	· If obtained by a third party or a foreign adversary, could the proposed collaboration data or materials be misused or have unintended applications which could be exploited?
Explain unintended applications that could be misuse
or exploited, mitigations put into place to protect
data/materials.
	
	
	
	
	

	Collaborators
	

	· Do any collaborators have financial ties, obligations, or associations with entities that have engaged in predatory practices or human rights violations?
Describe any financial ties, obligations, and associations
identified or the reviews accomplished to rule out such
associations.
	
	
	
	
	

	Cultural and Organizational Fit
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Cultural Compatibility & Communication
	

	· Is there cultural compatibility and an alignment of values between your country or institution and the collaborator’s country or institution? The below resources can be used to examine national values related to corruption and human freedom, or direct questions related to life sciences values.
· Corruption Perceptions Index 
· Human Freedom Index (2024) 
· WHO Global Guidance Framework for the Responsible Use of the Life Sciences, Section 3, Table 1 lists values and principles that should guide responsible use of life sciences.
Describe process used to determine alignment or issues identified during review.
	
	
	
	
	

	· Language differences will not impede effective communication.
Explain language considerations and any mitigations to improve communication.
	
	
	
	
	

	· Logistical considerations from time zones, holidays/time off, different workdays, VISA issues to travel to partnering location, etc. will impact project milestones.
Explain issues identified and mitigations to address.
	
	
	
	
	

	Organizational Structure
	

	· The collaborator’s organizational structure and decision-making processes are well understood.
Describe review of organizational structure and any policies/procedures reviewed for clarification.
	
	
	
	
	

	Financial Stability
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Financial Statements
	

	· Recent financial statements (balance sheet, income statement, cash flow statement) have been reviewed.
Describe financial statements reviewed, issues identified, mitigations.
	
	
	
	
	

	· The financial health and stability of the collaborator’s organization has been evaluated using publicly available information.
Describe publicly available information reviewed, issues identified, mitigations.
	
	
	
	
	

	Funding Sources
	

	· The collaborating organization’s primary source(s) of funding have been assessed for reliability. 
Describe primary sources of funding identified, issues and mitigations.
	
	
	
	
	

	· Government grants or subsidies awarded to the collaborator have been reviewed.
Describe grants/subsidies in place, information reviewed.

	
	
	
	
	

	Scientific and Technical Capabilities
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Expertise
	

	· Collaborator’s scientific and technical expertise has been reviewed and evaluated for project needs.
Describe review performed and attach resumes/CVs, any other documentation to this form. List any issues/mitigations identified.
	
	
	
	
	

	Facilities and Equipment
	

	· The collaborator’s facilities and equipment were observed and meet project requirements as completed through an in-person or virtual observation.
Describe review of facilities and equipment, issues for project requirements, mitigations.
	
	
	
	
	

	· The collaborator’s facility affords the level of security needed for the project (e.g., access-controlled areas, locked storage, surveillance of sensitive areas, personnel reliability screening, etc.).
Describe security practices in place, issues identified, mitigations.
	
	
	
	
	

	· The collaborator employs adequate support staff to complete the project.
Describe support staff dedicated to the project, reviews of staff qualifications, issues/mitigations identified.
	
	
	
	
	

	· The availability of technical support at the collaborator’s institution has been reviewed and evaluated against project needs (e.g., animal care, core facilities, computing power, etc.).
Describe identified support facilities and capabilities, any issues/mitigations required.
	
	
	
	
	

	· Collaborator facilities comply with safety and environmental standards, including waste disposal. 
Describe standards in compliance, any issues/mitigations identified.
	
	
	
	
	

	· Collaborator training requirements for staff meet project and funder needs. 
List training requirements and provide details for compliance.
	
	
	
	
	

	· Safety and security inspection results for the collaborator’s facility have been evaluated.
Describe inspection results reviewed, any issues identified and mitigations required.
	
	
	
	
	

	Project Management
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Project Management
	

	· The collaborator’s project management processes and methodologies have been evaluated and meet project needs.
Describe processes and methodologies in place, if
issues identified and mitigations required.
	
	
	
	
	

	· The collaborator’s ability to meet deadlines and manage resources effectively has been evaluated and meet project needs.
Describe commitments made for deadlines and resources.
	
	
	
	
	

	· The collaborator’s procurement policies and practices have been evaluated and meet project needs.
List requirements and provide details for compliance.
	
	
	
	
	

	[bookmark: _Hlk187772365]Data Integrity and Cybersecurity
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Data Integrity
	

	· The collaborator demonstrates knowledge of and adherence to data integrity standards, including an institutional research integrity and misconduct policy.
List and/or link to policies and standards.
	
	
	
	
	

	· The collaborator will be granted access to the host institution’s information technology (IT) network.
Describe requirements for access given or alternative approaches for data sharing if needed.
	
	
	
	
	

	Cybersecurity Practices
	

	· Does the collaborator utilize secure data storage, transfer, and analytical systems to protect the integrity and security of information?
Describe data storage, transfer, analysis procedures in place to ensure security and integrity. 
	
	
	
	
	

	· Does the collaborator adhere to sound cybersecurity practices?
Describe cybersecurity practices evaluated. List any issues/mitigations identified.
	
	
	
	
	

	· Will all collaborators have access to raw data and other electronic information for this project?
Describe data and electronic information access. List any issues/mitigations identified.
	
	
	
	
	

	· Is backup for electronic data available (off-site server, hard copy files).
Describe backup processes in place. List any issues/mitigations.
	
	
	
	
	

	· The collaborator’s policies on data sharing, confidentiality, and cybersecurity have been reviewed and are acceptable.
Describe or attach policies if possible. List any issues/mitigations identified.
	
	
	
	
	

	Ethical Considerations
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Ethical Standards
	

	· The collaborator adheres to ethical standards, including for the treatment of human and animal subjects. 
· Review stance on AI generated results, genomic research, gene editing, population studies, patient sample research, dual-use research, etc.
Describe review of ethical standards and explain any issues identified/mitigations required.
	
	
	
	
	

	· The collaborator has a process or policy for institutional biosafety committee (IBC) and/or institutional review board (IRB) review and authorization for projects.
Describe current policies/practices and any issues identified.
	
	
	
	
	

	· Review policies on antifraud and bribery, whistleblowing, travel and subsistence, safeguarding, risk management.
· See UKRI due diligence questionnaire, part 2, for more detail on what these policies address.
If possible, obtain copies and link to policies.
	
	
	
	
	

	· Have there been any allegations of fraud or research misconduct associated with any member of staff at the collaborating organization within the past 3 years? 
If YES, provide details for the issue, process, and amounts concerned, but do not identify details for the person(s) concerned. If NO, describe review.
	
	
	
	
	

	· Does the project funder and/or the collaborator institutions have requirements related to due diligence? 
List requirements and provide details for compliance.
	
	
	
	
	

	Corporate Social Responsibility (CSR)
	

	· Assess the collaborator’s commitment to CSR and sustainability practices. 
· Operations have a positive impact on society and the environment.
· Benefits employees, customers, and the community at large.
· Examples: social justice, employee wellbeing, community development, and ethical sourcing, reducing carbon footprint, donating to charities, promoting excellence in the workplace, implementing fair labor practices.
Describe any policies/procedures supporting CSR, if these exist.
	
	
	
	
	

	Contractual Agreements
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Contract Review
	

	· All project-related contractual agreements, including terms of collaboration, material transfer agreement, IP rights, and confidentiality clauses have been reviewed and are acceptable to all parties.
Attach or describe agreements. List any issues/mitigations identified.
	
	
	
	
	

	· Roles, responsibilities, and expectations for all parties are clearly defined. 
List roles, responsibilities, expectations if defined. Describe issues/mitigations identified.
	
	
	
	
	

	Dispute Resolution
	

	· Clear mechanisms for dispute resolution and termination of the partnership are in place. 
Provide details for dispute resolution/termination of partnership. List any issues/mitigations identified. 
	
	
	
	
	

	Access to Patient Specimens and Clinical Data
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Patient Specimens
	

	· Patient consent forms and procedures for specimen collection are in place and approved by all parties’ human research committees (Institutional Review Board (IRB), for example).
Attach and/or describe forms, procedures in place. List any issues/mitigations identified.
	
	
	
	
	

	· The collection, storage, and transportation of specimens comply with applicable regulations and requirements.
List regulations/requirements, any issues/mitigations.
	
	
	
	
	

	· There is an agreement in place describing all parties’ access to patient specimens or materials derived from the processing of those specimens (e.g., nucleic acids, fixed tissue, cellular components, fluids, etc.).
Describe or attach agreement, list any issues/requirements identified.
	
	
	
	
	

	Patient Demographic Information
	

	· The collaborator’s practices and policies for handling and transferring sensitive data or personally identifiable information that should be protected (e.g., patient data, including genetic, medical, and/or disease information, population datasets, personal detail, commercial test data) have been reviewed and are acceptable.
Attach or describe reviewed policies and procedures. List any issues/mitigations. 
	
	
	
	
	

	· The collaborator complies with data protection regulations, as required by both countries.
· General Data Protection Regulation (GDPR): European Union
· Health Insurance Portability and Accountability Act (HIPAA): United States 
Identify regulations reviewed. List any issues/mitigations identified.
	
	
	
	
	

	· Patient specimens are de-identified (replaced with a coded and tracked identification number linked to patient information) prior to processing or shipment.
Describe process in place to de-identify or list issues/mitigations for specimen identification.
	
	
	
	
	

	Vaccine Development
	

	· The collaborator’s experience and capabilities in vaccine research and development meet project requirements. 
Describe review of experience and capabilities. List any issues/mitigations identified.
	
	
	
	
	

	Population-Sensitive Data
	

	· The handling and treatment of population-sensitive data is conducted in an ethical manner. 
Describe population-sensitive data handling process. List any issues/mitigations identified.
	
	
	
	
	

	· The collaborator complies with regulations on the use of population-specific health data. 
List applicable regulations. List any issues/mitigations identified.
	
	
	
	
	

	Sample Shipping
	YES or NO
	Notes
	Completed by:
	Date
	Flag

	Shipping
	

	· Shipping procedures comply with international Dangerous Good Regulations (IATA) and local/national regulations for the secure transportation of project materials (e.g., biological specimens, chemicals, etc.)
·  List any national/local shipping regulations that apply.
Explain any issues/mitigations with shipping.
	
	
	
	
	

	· Protocols are in place for the shipment of samples, including packaging, labeling, and shipping conditions that preserve sample integrity and security. 
Describe or attach protocols, explain any issues/mitigations identified.
	
	
	
	
	

	· The reliability and security of transportation partners/suppliers/external vendors meets project safety and security needs.
Describe or list transportation partners. Explain any issues/mitigations identified.
	
	
	
	
	

	Final Assessment
	Notes
	Approved by:
	Date

	Risk Identification
	

	· Potential risks associated with the collaboration - including financial, legal, operational, and reputational risks – have been identified.
· Review the flagged items for acceptable and unacceptable risks.
	
	
	

	Final decision and mitigations
	

	· Indicate the final decision on whether to enter a partnership with the indicated collaborator, and list any mitigations put into place to address flagged items.
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