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If an eFOCI package is being completed, this training must be completed/submitted or package is not considered complete and will delay processing. 

 

You are required to read the course material in order to answer the ques-

tions on the “Knowledge Check” pages, along with the Lesson 1, 2, and 3 

Tests. Once you have completed all the “Knowledge Check” pages, the Les-

son 1,2, and 3 test, along with the “Student Feedback Form” scan and email 

them to the SNL Contract Security Management (CSM) (foci@sandia.gov) to 

receive credit and an FSO certificate. 

 

***A minimum test score of 80% is required to receive certificate.  





 

A U.S. citizen with a security clearance 

equivalent to the facility clearance who is 

assigned the responsibility of administering 

the requirements of the safeguards and 

security program in the facility. 

facility security officer (FSO) 



Safeguards and Security (S&S) 

The requirements identified in the relevant order and its 

topical manuals, based on national policy promulgated 

in laws, regulations, and executive orders to prevent 

unacceptable adverse impacts on national security, the 

health and safety of DOE and contractor employees, the 

public, or the environment. 

National Industrial Security Program (NISP) 

A program established by Executive Order 

12829, National Industrial Security Program 

(NISP), for the protection of classified infor-

mation in the possession of a Government con-

tractor. 

Safeguards and Security (S&S) 

National Industrial Security Program (NISP) 



 

A facility that will possess classified information or matter, 

or SNM (Special Nuclear Matter) at the place of business. 
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Access Authorization 

An administrative determination 

that an individual is eligible for ac-

cess to classified matter when re-

quired by official duties or is eligible 

for access to, or control over, spe-

cial nuclear material.  

Facility Clearance 

An administrative determination that a facility (including an appropriately sponsored contrac-

tor) is eligible to access, receive, produce, use, and/or store classified matter, nuclear materials, 

other hazardous material presenting a potential radiological, chemical, or biological sabotage 

threat, and/or Departmental property of significant monetary value. 

access authorization facility clearance, 

DOE O 470.4B, Chg. 1 
Appendix B, Section 2 
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An exam, based on the lesson objectives, follows this page. Please complete the exam, and return the answer 

pages back to SNL CSM (foci@sandia.gov). 
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Please see definitions on next page for 

each underlined glossary word above. 



Foreign Ownership, Control, or Influence (FOCI) 

The condition that exists when a foreign interest has 

the power, direct or indirect, whether or not exercised 

and whether or not exercisable through ownership of a 

U.S. company’s securities, by contractual arrangements 

or other means, to direct or decide matters affecting 

the management or operations of a U.S. company in a 

manner that may result in unauthorized access to clas-

sified information and/or special nuclear material or 

may adversely affect the performance of classified con-

tracts. 

Facility Importance Ratings 

A ranking that identifies the Depart-

mental interest or property and its as-

sociated survey frequency. 

Infraction 

1. Any knowing, willful, or negligent 

action contrary to the require-

ments of Executive Order 12958, 

Classified National Security Infor-

mation, as amended, or its imple-

menting directives that does not 

constitute a “violation.” 

2. The documentation of administra-

tive and/or disciplinary actions as-

signed to an individual taken in 

response to an incident of security 

concern. 

Inquiry 

A review of the circumstances surrounding an inci-

dent of security concern to compile all pertinent 

information and to determine whether an infrac-

tion, violation, or a compromise or potential com-

promise has occurred. 

Investigation 

1. A review of the circumstances surrounding an incident 

of security concern by law enforcement entities. 

2. A process used to gain an understanding of a Material 

Control & Accountability discrepancy, incident, or 

alarm, its cause(s), and if the situation is not satisfac-

torily resolved, the corrective action(s) necessary to 

prevent recurrence or remedy the problem.  



Anything that is determined to classified either by 

combination of data (knowledge, spoken, heard), 

documents, material, or that is classified in and of 

itself. 

(SNM), 
special nuclear material 

non-possessing 

Plutonium, uranium 233, uranium enriched in the 

isotope 235, and any other material that, pursu-

ant to 42 U.S.C. 2071 (section 51, as amended, of 

the Atomic Energy Act of 1954), has been deter-

mined to be special nuclear material but does not 

include source material; it also includes any mate-

rial artificially enriched by any of the forgoing, not 

including source material. 

A facility that will not possess classified infor-

mation or matter, or SNM at the place of business 

and will only access such security activities at oth-

er cleared facilities. 



Facility 

An educational institution, 

manufacturing plant, laboratory, 

office building, or complex of 

buildings located on the same 

site that is operated and 

protected by the Department, 

the U.S. Nuclear Regulatory 

Commission, or their contractors. 

Facility Clearance 

An administrative determination that a facility is 

eligible to access, receive, produce, use, and/or 

store classified matter, nuclear materials, or 

Departmental property of significant monetary 

value.  DOE Form 470.2, Facility Data Approval 

Record (FDAR) basically acts as the facility’s “birth 

certificate.”  The facility cannot perform any 

classified work for DOE until the FDAR is in place. 

S&S Activity 

Any work performed under contract, subcontract, or other 

agreement that involves access to classified information, nuclear 

material, or Departmental property of significant monetary value 

by the Department, a Department contractor, or any other activity 

under Departments jurisdiction. Also included is the verification of 

the capabilities of approved Federal locations. 



DOE O 470.4B, Chg. 1 
Appendix B, Section 2 



Breakdown 

of each rating 

on next 2 

slides 

DOE O 470.4B, Chg. 1, Appendix B, Section 1 
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An official document required at facilities containing Category I special nuclear material or with credible roll-up that describes the 

site-wide protection programs and evaluations of risk associated with DOE O 470.3B, Graded Security Protection (GSP) Policy, and 

identified facility targets./An official document that describes the protection program in place required at locations that, because 

of limited scope of interests, do not require a site safeguards and security plan. 

O 470.4B, Chg. 1 







Refers to the Information Security program established to protect and control 

classified matter that is generated, received, transmitted, used, stored, repro-

duced, permanently buried, or destroyed. CMPC further establishes require-

ments for an audit trail for all accountable classified matter; and required con-

trols based on classification level, category, or special handling instructions or 

caveats. 





A determination made by an authorized holder of 

classified or unclassified controlled information 

that a prospective recipient requires access to 

specific classification or unclassified controlled 

information in order to perform or assist in a 

lawful and authorized governmental function. 



A termination briefing is required whenever an individual’s access 

authorization has been or will be terminated for any reason. The 

termination briefing is given to impress upon each individual the 

continuing responsibility not to disclose classified information to 

which the person had access and the obligation to return all wholly 

or partially classified documents and materials in the person’s 

possession to the appropriate DOE official. The briefing must also 

cover the potential penalties for noncompliance.  

 

The termination briefing must be conducted on the individual’s last 

day of employment, the last day the individual possesses an 

access authorization, or the day it becomes known that the 

individual no longer requires access to classified matter or SNM, 

whichever is soonest. A site’s Human Resources office typically 

notifies the site security office when an individual with an access 

authorization is to be terminated. A contractor or subcontractor 

company also notifies site security of a cleared employee’s 

termination. When it is determined that an individual no longer 

requires an access authorization, notification must be made 

electronically or verbally to the cognizant DOE personnel security 

organization within two working days.  
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Event that is of concern to the DOE safeguards 

and security program that warrants preliminary 

inquiry and subsequent reporting. 

O 470.4B, 
1 
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Authorized to possess Top Secret Matter or Category I quantities of SNM ___________ 

 

Engaged in activities other than those categorized as “A” and authorized to possess Secret Restricted Data and/or weap-

ons data or Category II quantities of SNM. ____________ 

 

Authorized to possess Categories III and IV quantities of SNM or other nuclear materials requiring safeguards controls or 

special accounting practices. _____________ 

 

Assigned to activities and facilities that provide common carrier, commercial carrier, or mail service; not authorized to 

store classified matter or nuclear material. ___________ 

 



                       Continued 

Assigned to corporate tier “parent” of a contractor organization that has been barred from participation in the activities 

related to a contract with DOE ___________ 

 

Assigned to facilities to which a special standard of protection must be applied, such as physical protection to prevent or 

deter acts of arson, civil disorder, riots, sabotage, terrorism, vandalism, and theft or destruction of DOE property and facil-

ities.  ____________ 

 

Assigned to facilities that have authorized access to classified information or special nuclear materials at other approved 

locations but do not possess any classified matter or nuclear material themselves. _____________ 

 

 

 





Refers to the Safeguards and Security (S&S) 

program established for the control and 

accountability of nuclear materials within DOE, 

including the National Nuclear Security 

Administration (NNSA). 



A defined area containing safeguards and 

security interests that requires physical 

protection measures. The types of security areas 

used in the Department include property 

protection areas, limited areas, exclusion areas, 

protected areas, material access areas, and 

functionally specialized security areas such as 

sensitive compartmented information facilities, 

classified computer facilities, and secure 

communications centers.  

The policies and safeguards an security measures 

(level of effort and resources) that are applied 

proportionally to protect safeguards and security 

interests based on the impact of their loss, 

destruction, or misuse. 

graded protection 





                     Property Protection Area (PPA) 

PPAs are established areas having defined boundaries and 

access controls for the protection of DOE property.  

Protection measures shall be adequate to give reasonable 

assurance of protection for the assets and Departmental 

property. 



Property Protection Area (PPA) 

PPAs are established areas having defined boundaries 

and access controls for the protection of DOE property.  

Protection measures shall be adequate to give reasona-

ble assurance of protection for the assets and Depart-

mental property. 

                              Limited Area (LA) 

Las are security areas having boundaries defined by physical barriers, used 

for the protection of classified matter and/or Category  III quantities of 

special nuclear material, where protective personnel or other internal 

controls can prevent access by unauthorized people to classified matter or 

special nuclear material.  Security officers, security police  officers or other 

internal security measures provide the necessary means to control access. 



               Exclusion Area (EA) 

EAs are security areas defined by 

physical barriers and subject to 

access control where mere presence 

in the area would normally result in 

access to classified information. 



                   Protection Area (PA) 

PA’s are security areas defined by physical 

barriers such as walls or fences and surrounded 

by intrusion detection and assessment systems, 

to which access is controlled, used to protect 

Category II special nuclear matter and/or to 

provide a concentric security zone surrounding  

a material access area or a vital area. 



                                 Vital Area (VA) 

VA’s are security areas located within a protected area 

possessing a separate perimeter and access controls to 

afford layered protection, including intrusion detection, for 

vital equipment, systems, or components whose failure or 

destruction would cause unacceptable interruption to a 

national security program or harm to the health and safety 

of the public. 



                    Material Access Area (MAA) 

MAAs areas are security areas that are approved for 

the use, processing, and/or storage of a Category I 

quantity or other quantities of special nuclear 

material that can credibly roll up to a Category I 

quantity and which has specifically defined physical 

barriers, located within a protected area, and is 

subject to specific access controls. 
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          Completion and Student Feeback Form: (Self-Study) PHY-210DE, Facility Security Officer Overview 

Name:_________________________________________  Job Title:______________________________ 

Company:_______________________________________ Phone Number:_________________________ 

Email Address:__________________________________________________________________________ 

Please leave these blank:  

(KC1:        /10; CH1:          /100; KC2:         /20; CH2:           /100; KC3:       /10; CH3:         /100)  

Overall Grade:_________  Received by:________________________________  Date: _________________ 

Please help us improve our training materials by answering the following questions. Your reactions, comments, and suggestions are needed and appreciated. 

 

Please rate the following: 

1. The clarity of the instructions for using this training was… 

2. The Organization of the training was... 

3. The usefulness of the review questions was… 

4. The level of detail in the course material was… 

5. The overall quality of the training was… 

6. What parts of the training were most useful? 

Not Applicable Poor Fair Good Very Good Excellent 

 1 2 3 4 5 

 1 2 3 4 5 

 1 2 3 4 5 

 1 2 3 4 5 

 1 2 3 4 5 



  

                                                                            Resources 

 

DOE O 473.3, Protection Program Operations 

DOE O 470.4B Chg 1, Safeguards and Security Program, Appendix B, Section 2, “Foreign Own-

ership, Control, or Influence Program” 

DOE O 471.6 Information Security 

DOE M 470.6-6, Chg 1. Nuclear Material Control and Accountability 

10 CFR Part 860.4, Unauthorized Introduction of Weapons or Dangerous Materials 

41 CFR Part, 101-20.3 Conduct on Federal Property 

PHY-210DB Introduction to Facility Security Officer Student Workbook 

DOD 5220.22-M National Industrial Security Program Operating Manual  
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