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ABSTRACT

U.S. nuclear power facilities face increasing challenges in meeting dynanmexseeumnients

caused by evolving and expanding threats while keempmgasmsiable to make nuclear energy
competitiveln consideration of the economic viability of small modular reactor (SMR),facilities
many designers and utilities are considering a modular approach to the construction and operation
of these facilities. This modular approach considers baitdigerating first unifonce theirst
reactor is in operatioopnstruction will begin ansecond reactor. This process would allow the
verdor or utility to ensure production of energy and financial income while the second reactor is
underconstruabn. This project evaluates the feasibility of modular construction in terms of
physicaprotectionand identifieseveratecommendations for vendors and utilities considering this
approach. To conduct this evaluation, a hypotheticalthite&&MR facility wakevelopeda

physical protection systéRPS)was considered for the desmmdahypothetical design basis

threat (DBT) was uséd evaluate thiBPS Multiple outsider sabotage scenarios were examined
with adversary team sizes ranging #am8 to determineecurity system effectivend$e results

of this work will influencBPSdesigns and facility designsdds. domestiSMRs. This work will

also demonstrate how a seriesxperimental and modelicgpabilitieacrosshe Department of
Energy (DOEYXomplex can impact the design and coiopletf securityby-design (88D) for

SMRs considering modular construcfitve conclusions and recommendations in this document
may be applicable to all SMR designs.
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EXECUTIVE SUMMARY

This study considered a hypothetical small modular reactor (SMR) that will be built using a modular
construction approach. This means the first unit will be online and operating while the second unit

is under construction, and this process would contmilighe final reactor unit is online and

operating. Many SMR vendors and utilities are interested in this approach, as the power sold from

the first unit couldffset some construction costs for the second unit. Additionally, this process

would allow factry-built SMR reactors to be shipped to the facility and installed more quickly. This
modularized build approach for SMRs may have an impact on the physical protection system (PPS)
design, the efficiency of the PPS during operation of one reactor andtcamstf othereactors

andmay result in ongoing adjustments to the PP:¢
construction phase.

There are various methods and strategies that vendors and utilities could use to provide physical
protection to modularized construction of SMR facilities; this project identified two such methods.
The first considers a smaltetial security area as the firsttar is operating and the second

reactor is under constructidfigurel). In this method, a smalf@otected area (PAjould be

located around the first operational reactor, such that detection, delay, and response would all occur
strictly within this one PA. The second reactor would be constructed inside tio®wotneikd

area (OCA). As the second reaatot receives fuel and begins the startup process, the PA would
expand to encompass it. This process would then continue until all reactor units are completed and
operational. The second method is to develop a larger PA around all operating units that wil
eventually come online, with both operation and construction to be conducted inside this single PA
(Figure2). Both methods have various costs, benefits, and tradeoffs.1S@otices a more
detailed analysis of these methods and this t

This project considered designing physical protection systems with a response force that could
adequately defend the facility against a hypothetical design basis threat (DBT). This allows the
results from this report to be specific for each method, artbtiee enables the methods to be
compared against each other. By developing unique physical protection systems, this report also
provides insights to vendors and operators regardless of which method they choose to adopt for
modularized construction of MR facility.
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Figure 2. Initial Larger PA Method

This study compared the benefits and drawbacks for both potential modular construction design
strategies; these benefits and drawbacks are as follows:




1 Expanding Protected Area:

o Benefit: Allows the physical protection system to besragtut for the initial reactor
deployment scenario and can lead to reduekdni@nd longerm costs if no
additional reactor units are constructed and operated.

0 Benefit: Enables easier access to the construction site for construction workers, reduces
the number of personnel with access to the PA, reduces the number of individuals that
need to be searchddily and ensures the integrity of velselrches to mitigate
VBEDSs. This may reduce construction/build time compared to the larger PA method
and reduce the costs associated with operating certain portions of the security program
(e.g. insidetthreat mitigation).

o Drawback: Increases the possibility of configuration changes to the AC&D system as
each new reactors is brought onlsenewntrusion detection sensors, access control
devices, and cameras will be installed and require changes to the associated device
management systems. In this design method, these configuration changes will have to be
made for each reactor building and éog@rimeter intrusion detection and assessment
system as the PA boundary is expanded.

o Drawback: Requires multiple design iterations of the physical protection system, which
may lead to increased design costs and potential increased operational costs.

1 Larger Protected Area:

o Benefit: Enables the site to search all personnel and vehicles, including construction
vehicles, which can ensure the integrity of standoff distances, and all reactors and
responders can be protected from vebitae explosive devices (VBEDs) and
carrialbe explosive charges used by adversaries.

o Benefit: Provides the response force with largerdielilsw that would make it easier
to interrupt and neutralize an adversary force and act as a compensatory measure if
exterior sensors and assessment capabilities do not operate or function properly.

o Benefit: Reduces the likelihood of cost overruns and configuration changes to the PA
and its technologies, as well as to the alarm communication and displaysyAte&id)
that will be necessary to operate the fabétause it supports building the PA and its
associated technologies once rather than continuing to expand it.

o Drawbackincreasesostsassociated with a larger number of seresargier
infrastructure, and lorigrm operation and maintenance.

o Drawback: Increases the possilfitydditionatonfiguration changes to the AC&D
system as each new reactor is brought patimew intrusion detection sensors, access
control devices, and cameras will be installed and require changes to the associated
device management systems. In this design method these configuration changes will only
have to be made for each reactor buildatger than the entirety of the.PA

Through this design process, initial security technology costs were identified for each design method
and hypothetical staffing headcounts were also dev@lapled.andTable2 below highlight the

security technology purchase costs and staffing headcounts for the desigrAsietiotls. seen

below the initial security technology purchase costs are slightly higher for the larger protected area
design method compared to the expanding protected area me&thsdilso seen that the large




protected area methodology utilizes one less armed securifywfictecould lead to a reduced
longterm costs to implement the security system and offset the upfront security technology
purchase costs.

Table 1 Modularization Design Process and Technology Purchase Costs

Design Methodology Total Technology Purchase Costs
Larger Protected Area $15,561,287
Expanding Protected Area $15,297,392

Table 2 Staffing Headcounts

Larger Protected Area Expanding Protected Area
24/7 12 hr.
Positions 24/7 12 hr. FTEs Positions | Rotating Shift FTEs
Rotating Shift
Security Shift Security Shift
. 1 4 . 1 4
Supervisor Supervisor
Field .
: Field
Supervisor :
and Respons 2 8 Supervisor 2 8
and RTL
Team Lead
Alarm Station Alarm Station
Operators 2 8 Operators 2 8
(CAS/SAS) (CAS/SAS)
Armed Armed
Responders 4 16 Responders 4 16
Armed
Security
Officers 4 16 ASOs 5 20
(ASOs)
Total 13 52 Total 14 56

Overall, based on the potential configuration changes that would need to be made for the expanding
PA desigand the longerm costs with the larger staffing headcount it is recommended for vendors
to consideusing one larger FAr a modularization construction approach.

10



This page left blank

11



ACRONYMS AND DEFINITIONS

Abbreviation

Definition

AC&D alarm communication and display
ARSS Advanced Reactor Safeguards and Security
ASO armed security officer

BBRE bullet- and blast-resistant enclosure
BMS balanced magnetic switches

BOP balance of plant

CAS central alarm station

CCTV closed-circuit television

CFR Code of Federal Regulations

CUl controlled unclassified information
DBT design basis threat

DG draft guide

DOE Department of Energy

ECP entry control point

FDB field distribution box

FHS fuel handling system

FTE full-time equivalent

IDS intrusion detection system

IR infrared

mph miles per hour

MW microwave

NRC Nuclear Regulatory Commission
OCA owner-controlled area

o&M operation and maintenance

PA protected area

PIDAS perimeter intrusion detection and assessment system
PIN personal identification number
PIR passive infrared

POE power over ethernet

PPS physical protection system

PTZ pan-tilt-zoom

RTL response team lead

SAS secondary alarm station

SMR small modular reactor

12




Abbreviation

Definition

Sandia Sandia National Laboratories
SeBD security-by-design

UPS uninterruptible power supply
u.s. United States

VBED vehicle-borne explosive device
VMS video management system
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1. INTRODUCTION

Many small modular reactor (SMR) vendors and utilities have expressed interest in developing their
SMR facilities using a modularized appra@evhichthe utility construstand operasthe first
reactor unitOnce the first reactor is operaticgnstruction othe second reactor begiand this
process continues until the final reactor is built and operatlogatillenableslectricity
productionfrom the first reactdo offset some of the capital castsconstruangadditional units
thisalsowill support gatherinigssons learned as subsequent units are built and ihEialdbr,
this approach comes with some unique challenges togsdwufacilitylt will requiresecurityfor
various staged construction and operation for reactors acrossteh&hese stages may include
security for the construction satea wholesecurity for the first reactor unit under construction
(and then operatingyecurity foconstruction of theecondeactor and security for subsequent
reactors being built and ultimately operated.

There are various methods and strategies that vendors and utilities could use to provide physical
protection to modularized construction of SMR facilities; this project identified two such methods.
The first method is to develop a larger initial PA around all operating units that will eventually come
online, with both operation and construction to be conducted inside this siivgehBAtwo

considers a smaller initial security area as theafitst re operating and the second reactor is

under constretion. In this methadh smaller security area, (petected arear PA) would be

located around the firgperationateactoy suchthat detection, delagnd response would all occur
strictlywithin this ond®A. The second reactor would be constructed inside the comtielled

area (OCA)As the second reactor unit receives fuel and begins the startup processulte PA w
expand to encompaissThis processouldthen continue until all reactor units are completed and
operational.

Each method should be evaluatedt$oassociated costs, bengdits! tradeoffs based on
numerougonsideration®uring this projecthe team identified mafgctorsthat SMR vendors or
utilitiesshouldtake into accounincluding

9 Overall cost

o Expansion of PAExpanding the PA textend to each new reactor on startup will have
specific costsuch as tesigand validangthe system with each new expansion
identifying technology that is no longer needwttvaluahgthe potentiatost
reductionassociated witto longer using th&chnologyUltimatelythiscouldreduce
the overalsecuritycosts andesult ina correctlysizedfacility PA.

o Largeinitial PA: Building dargerPA that encompasses all potential units from the
beginningvill havehigherinitial costsandthenincreamgcosts during construction
because this larger R\l have to be continually accessedonstruction personnel.

1 Lineof-sight for onsite response forces:

o0 Expansion of PATraditionallyuseof-force has been applied only inside the P
Starting with a smaller BAuldmeanshorterine-of-sightfor the response force,
decreaskadversary task timesreach targdtbcations, andltimatelyminimize the
overall defens@-depth structure of the response foAaiditionally, this method may
requirethe response force strategy to be adjastath additional reactor unit is
brought onlinend the PA boundary is changed

14



o Largernitial PA: A larger PA boundary around all units ereapleclearetine-of-sight
for the onsite response forceeatdonger delay timegndenablean easier application
of defensen-depth.This strategy maypportmore flexible applications of the
response force, protection over the construction arehsiay not require the response
strategy to be redesigned for each reactor that comes online.

1 Construction operations:

0 Expansion of PABy expanding the PA around each reactor as it is completed and
brough online, the utility or operator may be able to reduce the burden on construction
operations and have a reduced number of personnel inside the PA. However, the utility
or operator may not have as much security control over construction equipment as it
would ifit waslocatednside the PA.

0 Largernnitial PA: A larger PA around all the units in operation and under construction
would require a large number of personnel to be granted access intanithe PA
thereforeincreaseverallcosts for theonstruction project. However, implementing
this method wouldnsuregreater control of the construction equipmenipansbnnel
duringthe construction phase.

Thislist is not comprehensjand unique considerations may arise for each vendor and each utility
based on its own circumstances and design principles.

15



2. HYPOTHETICAL FACILITY

The hypothetic&MRfacilityis depicted ifrigure3. The facility is comprised of three security
layers: the OCA, PA, and vital areas. The i@€ddeghe outer fence lirendan OCA entry
control point (ECPyvherepreliminary vehicle searches conducted

......... Comeeeesmesesmesesmes ] Uner0round Spent
i Fuel Storage

Fresh Fuel Receipt/
Central Alarm Station

— Switchyard

_______

Reactor Building 2
-4 Reactor Building 1

B R o

Turbine Building One * ‘ i
Turbine Building Two | e

-

Figure 3. Hypothetical Facility

Figure3 showshe sitewith two reactor and two turbine buildings{itted construction would

consist of three reactor buildings, three turbine buildings, a building that stores freshdnthl

alarm station (CAS) and control room building, and an underground spent fuel storage location to
the left of the CASresh fuel storage building. The site also has a PA ECP for both vehicles and
personnel.

Figure4 shows the reactor core and the fuel handling system (Ept&3ented yue pipes. The
top of the blue piping system is where fresh fuel is inserted into the regctpenbfael pebbles
exit the reactor coed the bottom of the reactor structure (where the blue piping exits).

16



Figure 4. Hypothetical Small Modular Reactor

Figure 5. Multiple Small Modular Reactors
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Figure 6. Underground Passageways from Reactor Building to Turbine Building

Figure5 showthe SMRsspan multiple belegrade floors. On the right side of each reactor is a
ladder and an equipment elevator. Personnel must use the ladder to desegradibetmithe
elevator is too small to fit a person. This feature also helps prevent exterrmasfhoensasing
the elevator and forces them insingthe ladder.

2.1. Design Basis Threat

To conduct the insider analysis for impact of acute theft, protracted theft, and sabotage, a
hypothetical design basis threat (DBT) was developed to boawndltia¢iomnd
recommendations.

The DBT assumed for this analysis is based on information from the 10 Code of Federal
Regulations Part 73.1 (10 CFR 73.1) and arsopsse hypothetical DBT. The adversary team
members were assumed to have the following characteristics:

1 Group size of 40-8 individuals
1 Ability to conduct a determined, violent extexssdult
0 Attack by stealth or deceptaaions
o Operate in groups through a single gyt
o Have multiple groups attacking through mukiptaes

1 Military training and skills, willing to Kill or be killed, enough knowledge to identify specific
equipment or locations necessary for a succtstul

Information/access from an active or passisider

Land or water vehicles, which could be used for transporting personnel and their hand

18



carried equipment to the proximityvitél areas
Land vehicle bomb assault, which may be coordinated with an assaurial
Ability to conduct a cybattack

Ability to perform any of the tasks needed to steal or sabotagassiitsal

= =2 =4 A

Armed with a 7.6&hm rifleand a 9nm pistoj ammunition; grenades; satchel charges
containing bulk high explosives, not to exceed 10 kg total; detonators; bolt cutters; and
miscellaneous othieols

Each able to carry a mpaortable total load of 29.5 kg (6p
Assumed run speed ofrids

Onepassiveonviolent insider (not included in the adversary groupoe ddividuals)

70 Code of Federal Regul ations Part 73 0O0OPhysical Prote
https://www.nrc.gov/readingm/doc-collections/cfr/part07 3/fulitext.html
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3. PPS DESIGN FOR LARGER INITIAL PROTECTED AREA

To conduct this workhe SMRfacility was designed to be developed in stages. The first stage of
thisanalysis focused oneoperationateactorand asecond reactamder constructioat the site.

The second stage of the analysis focused ampesationateactors andthird reactor under
constructionWith this approachthe teanwas able tanalyze the various impacts of ruuitt
constructioron the design and implementation ofRR& The PPS design and inputs conform to

U.S. Nuclear Regulatory Commission (NRC) Draft GD@E50760 Gui dance for Tech
Inclusive Requirements for Physical Protection of Licensed Activities at Commercial Nuclear Power
Plantsp a\R@ DG50720 Gu i dfax Altereative Physical Security Requirements for Small
Modular Reactors and Naight-Water Reactofé.Using these two draft guidance docunents

basis for designing and analyzindg?®&n this reporfprovidesrendors and utilities example of

aPPS desigapproactihat meetthese requirements.

The distance between tieactor buildings is 3@t and all reactor buildings are designed to the
same height to reduce the overall construction costs and increase the simplicity of the facility design.
The abovagrade floors of the reactorildings are et tall With the design of these buildings

and building separatiotisere are two options to implement an onsite response force. The first
option is to useositioned blasaind bulletesistant enclosures (BBREd)I&sers on the corners

of thebuildings These blistdBBRESs allow a responder to engage adversaries both externally and
internally to a building and provide a defemdepth approach to the response straBaged on

the reactor building anésign layouts for this facilitywas decided that the blister BBRE

approach would not be the most effective response force s&katdgywnin Figure?, blisters in

the cornersf the first reactor building would be blocked visually on the west side of the facility and
thereforeywould notprovideoverlapping fieldsf-fire in that areaAdditionally, this positioning of

blister BBREs would not allow the responders to perform compensatory measssesf

intrusion detection sensors or camera capabilities arowestiséde of theerimeter of the

facility

2 https://www.nrc.gov/docs/ML2328/ML23286A282. pdf
3 https://www.nrc.gov/docs/ML2326/ML23263A997.pdf
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Figure 7. Response Force View from Blister BBRES

Another option is to plad@BRE towers around the outside of the redmtibdings in adequate
locatiorsto provide effective response to a nuclear security\&wnthis in mind, the team
decidedo desigrthe PPSvith a oncebuilt perimeter intrusion detection and assessment system
(PIDAS) and have the response fastrategicallgositioned in BBRE towers that couddused to
protect a single operational unit, two operational units, and three operational units.

3.1. Exterior Intrusion Detection System

Based omn approach such thegwconstructions occurring simultaneously with operating
reactorsnside the PAa singlexterior intrusion detection system will be utilized for detection of
adversaries attempting to breach the fagitibprding to DG50764.1.1.1.A0 Ther e s houl
minimum of two continuous lines for detectirigusions at the outermost plant security perimeter

boundarydefined as the designated boundary for initiating a security réspoAse t hi s r egul

guide is currently writtetihhis suggestt is acceptable for a vendor to install two redundant

different sensor types around the perimeter of thEd?Ahis desigrduatstackbistaticmicrowave
(MW) sensors andi@am active infrared (IR) sensors were chosen as the two lines of redundant
and diversdetection athe PA boundary:hese two sensors provide a high probability of detection
and havdeenused in nuclear security applications globhalyecommended that all vendors

and utilities identify sensors that will perform well in the intended deployment environment

and have high probabilities of detection, low nuisance alarm rates, and low false alarm rates.
This will ensure high probabilities of detection that mediJ64.1.1.1.A guidance for having
detection technologies andtsyns that meet a probability of 90 percent detection with 95 percent
confidence.

Vendors and utilities should also consider working with the NR@&tmine how compensatory
measures may be handtedeet the guidance in B8B76 to ensure twimes of continuous
intrusion detection systerfe option taneet his requiremens by having a third line of
intrusion detection sensors always avditahise in the event one of the two required lines of
detection fails for an extended period of thnether alternative method for compensatory
measures may be to use responders who amgoosition and have the ability to view the
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entire PA perimeter This maynecessitatefacility desigthatinclude parttilt-zoom (PTZ)
cameras on the respoB#REs(Figure8) andasiterequirement for the response force to use
them to observe the PA perimetad identify any intrusions into the facility.

e

Figure 8. BBRE PTZ

To conductlarmassessment around the perimeter of the fabditgite can us#oseecircuit
television (CCTV) camercable of assessment in lighted situations atighoscenarioG-

5076 4.1.1.2A.statee an al arm assessment system that
overlapping closedrcuit television coverage progressing closer to the critical detectionkpoint.
this PIDAS desigrthe CCTV cameras provide overlapping fafldsew around the entire A

that if one cameigoes &line, assessment of alarm causes may still(pecskip sectoring
method) The PA perimeter will also have adequate lighting to support camera assessment and
facilitae respnse to security eveniowever, the CCTV cameras usedisdisign will not rely

on adequate lighting at the FAgure9 highlights the intrusion detection system used in this
hypothetical design.
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Figure 9. Exterior Intrusion Detection System

3.2. Interior Intrusion Detection Systems

The interior intrusion detection system for this faicittydesan ECPnto thePA, the reactor
buildingsand theresh fuel receipt building.

3.2.1. Protected Area Entry Control Point

The PA ECRs meant to facilitateehicle and personregitly into the PA duringpoth construction
and normal operationsll personnel and vehicles must enter through this location and be properly
searched for contraband items.

DG-50764.1.1.6.B states

Such controls should ensure that two unlikely, independent, and concurrent failure conditions o
entry control featuresgeegl credential photo identification, personal identification number, and
biometric verifigasioould occur for an unauthorized entry or exit.

The design for the PA ECP includes a keypad that requires a proximity card and a personal
identification number (PINo be used in the entry lane turnstitesh a facial recognition camera

is used after passage through the turnstigmbbdeauthorized access into the PA. This ensures

that three redundant, independent, and diverse access control technologies are used to facilitate
access into the PA.

DG-50764.1.1.6.B states

Physical barriers and configurations of the portals should separate people who are entering fror
people who are editirgexit portal should notegpetimgt people to reenter without

verification and searches. The portals should also prevent a person or materials from being abls
bypass controlled verification and search areas by going above, below, or around the portal.

In the design of the PA ECP, the efdne and the exit lanes are separated by ardmieant

glass wall. Threvents individuals who are exiting the PA from mixing with people entering the
PA. Additionally, the design considers the usetigfassbacteatures as individuals pass through
the radiation portal monitors exiting the facility. Individuals must first use a proximity badge and
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enter their PIN before processing through the portaé the individual has passed through the

portal there is no method for them to reenter the PA through the exit lane. Additionally, all search
equipment in the entrance and exit lanes are surrounded by glass walls that would prevent passing of
contraband itemsefore the items or person can be sealskedigurel0).

————————

Level O Entry Control point

Figure 10. Protected Area Entry Control Point i Personnel

The facility is equipped with an emergency PA exit located northwest of the planned construction
laydown yard.

3.2.2.  Reactor Buildings

Inside of the reactor buildingtrusion detection sensors, access control devices, and assessment
technologies are presenettsureadequate interialetection and assessment capabditiss

DG-5076 4.1.1.B states

The design of physical security SSCs relied on for interiorfumictisius) sheialtibe

redundant, independent, and diverse to provide a deté&lopepoeipalwiity 95 percent

confidence for initiating security responses. The design should meet the criteria set forth for ext
intrusion detection systems above and, in addition consider i@cluding the following

In this desigythe reactor buildings haseveralorms of intrusion detection capabilities that could
be used to meet tipeeviously notecequirement. This includeassive infrared (PIR) sensors and
balanced magnetic switcf@®1S)on the inside of doors. Additionally, CCTV cameras exist to
enablghe alarm station operator to quickly assesses foalarns triggered inside the reactor
building.Each door entry into the reactor buildings is protected by a BMS, a PIR, and CCTV
cameragFigurellFigurel2 andrigureld. This provides overlapping and multiple layers of
intrusion detection technologies that can be used to detect intrusion into the reactor buildings.
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Figure 11. Reactor Building Balanced Magnetic Switches

Figure 12. Reactor Building Passive Infrared Sensors
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Camera View - Camera

Figure 13. Internal Reactor Building CCTV Assessment Field-of-View

3.2.3.  Fresh Fuel Receipt Building

The fresh fuel buildingrigurel4) consists of an aboggade floor and a belayvade floor. The
abovegrade floor has two sides. The right side of the -gipade floor houses fresh fuel to be used
in the reactorsand the left side is usedaitress the CAS and the control room, which are located
belowgrade

26



27



The fresh fuel receipt building is designed like the reactor buildings. Each door entrance into the
abovegrade floor is equipped with a BMS and overlapping fields of coverage provided by PIRs
(Figurel5andrigurel6). These door entrances can also be seen through CCTV cameras in the
CAS once an alarm is generated.

Figure 15. BMS on Doors
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Figure 16. Above-Grade PIR Placement

3.3. Delay Features

Thegoalof thedelay barriers ameichnologies this hypothetical reactor facilgytoincreas

overall response foreffectiveness aterruptngand neutralingthe adversary force. During the

facility design process, delay features were identified based on the most likely and credible adversary
attack pathways. One of the key factors in the design of the delay features viagttleannel
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adversaries into locations tha more advantageous for the response fordeirgysothe

overall number of responders needed to neutralize a DBT adversary force can beaniftineized
overall effectiveness of the R®Bicreased hree unique delay features were considered in the
overall design of the delay systenstiategy:

1 Anklebreaker rocks
1 Turbine grating
1 Shark cages

These delay features provide robust protection in the plant elesigggdequate channeling of
adversarieand areppliedsuchthat the overall cost for implementation and maintenance of the
PPSs reducedvendors and utilities should be aware that according-&80D62.4.1.1.4.C

security delay

{1 Can only be credited for occurring after detection
1 Must use the most conservative (least time to defeat) delay times for physicahlarriers

1 Delay time can only be accounted for after deteasi®essmerand communicatioio
the response force.

3.3.1. Ankle-Breaker Rocks

Ankle breakers are large racksdod e c r e a s e stabiitywden svalking @ urining,
therebyincreamg the difficulty for travers@nkle-breaker rockare used along strategic locations
to delay the adversary or channehtinéo specific locations that are more advantageous for the
response forcén this desigranklebreakers are placed between the turbine bujldetgeen the
reactor buildingsind in a squafashion around the PAherocksdelay the adversarasthey

mowe from the perimeter to the reactor buildjmqgsticularly when the adversaries are weighed
down with attack gear used for penetrating and sabotaging theJatolitis in the anklaeaker
rock placement exist to allow vehaeld pedestriascess to the facilitHowever, hese cutouts
arestrategicallypcated near BBRE toweeosenablenultiple responders to engafyekle breakers
are a costffective fixed delay barrier that reguicemaintenance or upkesmdforcesthe
adversaries to spend tirdentifyingalternativgpaths andttack strategieghis provideghe facility
with an extralelay barrier that increases adversary taskntilaéversary exposure titodire

from responders in BBRE towdfigurel7highlights the placement of ankle breakers in red.
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Figure 17. Ankle Breaker Locations

3.3.2.  Turbine Grating

In this facility design, the turbine buildings create a potential sabotage pathway with both cover and
concealment up to the reactor buildings. To addresshiise tgratingvas placed between each of
the reactor and turbine buildirfgggurel8shows an exampdé placementwhichforces the
adversaries to spend resoufie® and energyo bypas#. As an adversary attempts to breach or
bypass the turbine grating, it creates an opporturiefesponse force to engage the adversary
force.The turbine grating near the exterior of the reactor buildings deggiiimantlymprove

the PPS desigas the adversaries still hameughspace and offsdistancehata response force
may not be able &ffectivelyengage and neutralibem However, the turbine grating located
closer to thé&A boundary descreate a formidable obstacle for the advesda defeat.

Integrating delay barriers with the response force strategy can leadoreasedresponse

force effectivenesst neutralizing an adversary andeducedoverall costs for the design and
implementation of an effective PPS.
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Figure 18. Turbine Grating Between Buildings

3.3.3.  Shark Cages

Shark cagese turline grating structures located at doorway entrances for bebayigiors and
personnel door3hese shark cages preseottar formidable and cheap delay barrier that can
increase the complexity of an adversary attack if installed and implementedStatkezlyes act
asapersonnel trap without the additional reinforced concrete traditionaity sised
configurationsA personnel trap enfoscproper entry control and approved access authorization to
enter an area. The shark cages in thislesign arenade oturbine grating anchored into the
concrete wall with a locking entry door. The door into the shark cage is accessge bya bad
PIN readerWhen presented with authorized credentfesbadge and PIN readel unlock a

series of magnetic locks on the inside of the sharkkagig access intoOnce the individual
enters the shark cageey musagain use their badge and PIN at another reader to enter the door
into any reactor building at the facilgditionally, before entry can be made into the reactor
building the individuain the shark cageust be verifiey the CAS operatarsingCCTV

cameras with facial recognition. Thesaites threfactor authentication for any individual to gain
access into theaetor buildings of the facility. this desigrthe shark cages are locabetrior to

the reactor buildingvhich necessitategatherproof covering to ensure rain, snow, and other
weather events wilbt disable the h a r k electeomjoessctrity measuiidge shark cages are

also equippedith cypher locksn the event that power is lost to the faciltyich wouldlisable

the badge and PIN readers and thenataglocksThe shark cages are equipped with crash bars
whichwill allow exit from tharea during amreergency event and will automatically send an alarm
to the CAS operator. Thiseateincreased security at a potentiatlyeed cost while ensuring
operational safety at the facilt4hen considering shark cages in the design of a faciljtiy is
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important to coordinatethe respmse strategy with the shark cages. Additionallgesigners
should account foroperationaland safety concernssuch as facility evacuations.

3.4. Path Analysis

To provide vendorwith an understanding bbw to usehese draft guidandecuments to

determine adversary task tintes team used open source delay times and PathTrace,-a Sandia
developed path analysis softWamesonduct path analysis on this facilltye path analysis

considered delay timelines for the theft of fresh fuel, the sabotage of spent fuel, and the sabotage of
one of theonsitereactor coresTwo scenarios were analyzed to demonstrate the overall adversary
task timsassociated with a direct sabotage attack on one of the reactor vessels and theft of a fresh
fuel canister from the fresh fuel storage®area

3.4.1. Reactor Sabotage

Theproposedidversarpathfor reactor sabotage is as follows: adversegashtthe facility from

the eastavoid theanklebreaker rockdreach through the shark cage to enter the reactor building,
proceed belowgrade using the maintenance lgdaelbegin to sabotage the reackogurel9
andrigure20show this adversary pathway.

4 https://modsimtools.sandia.gov/pathtrace/

5 The analysis does not take into considerdopotential radiation dose in the reactor areas or the spent fuel area. For
information onthisseed | nsi der Theft and Sabotage An-a203R.i s for Pebb
® Opensource probabilities and times can be foudbdMo d el i ng and Si mul ation Probabil
Dat a b@tkeesoudces includBAND2024060980SAND20119 36 6, O Technol oAgoessTr ansf er
Del ay, 6 VolApimel21, i ssued
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Figure 19. Above-Grade Reactor Sabotage Attack Pathway

Figure 20. Below-Grade Reactor Sabotage Attack Pathway
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Table3 summarizes the results and total adversary task time to completd tledatule shows

both anoverall adversary task tiamal an adjusted adversary task time based on assumed response
force communication timasd the maximum assessment time listed i6@MGA.4.1.1.2It is

assumed that response force communications wBOis#eonds to complete after assessment.

This results in totd reduction in adversary task toh@5 seconds.

Table 3. Reactor Sabotage Adversary Task Time

Probabilit Overall Adjustments Adjustments
y Adversary for Alarm for Alarm
of ; o
. Task Time | Assessment | Communication
Detection
(s) (s) (s)
99% 1,320 1,275 1,245

3.4.2. Fresh Fuel Canister Theft

For a fresh fuel canister théifie proposed adversary attack patts thkequickest way into the

facility and theasiest path to exit the facility. The adversaries enter the facility from the north, cross
the PA boundary, cross the afikieaker section, proceed to the fresh fuel storage building, enter

the storage building, enter the cage enclosifrgghduel, steal the fuel canister, and proceed to

leave the facility by avoiding the abkéaker rock sectiofhis adversary attack path can be seen

in Figure21

Figure 21. Fresh Fuel Canister Theft Attack Path

Table4 summarizes the results and total adversary task time to complete this act. The table shows
bothan overall adversary task time and an adjusted adversary task time based on assumed response
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force communication times and the maximum assessment time listes0ineD4.1.1.2. It is
assumed that response force communications will te&ea@s to complete after assessment.
This results in otal reduction in adversary task toh#05seconds.

Table 4. Fresh Fuel Theft Adversary Task Time

Probabilit Overall Adjustments Adjustments
y Adversary for Alarm for Alarm
of : S
: Task Time | Assessment | Communication
Detection
(s) (s) (s)
99% 793 718 688

As shown in thereviously highlighted figurdss hypothetical facility is designed with robust delay
features that are used to delay an adveraananadhannel adversaries into advantageous
positions where the response force can effectively interrupt and neutmalize the

It is important folSMRvendors to consider the overall potential risk of theft and sabotage at a
SMRfacility.With regard to thefEMRfresh fuel canisters assumed to be packed in aPéersa
(VP55) canister can be filled up to a maximum gdots@ls’ With the combined weight of the
canister and its contents in migesigners should consider the ability of the adversary steal

a canister of fresh fuel at a sitéddversaries must first be able to gain access to one canister of
material, then be able to remove that canister from the perimetenoilitiiéf fthe detection,

delay, and response capabilities are designed appropriately, tHeslihood of successful
adversary theft of a fuel canistanay be reducedBy usingshark cages and a vekdbigned

onsite response force, @MRfacility may be able to reduce the risk for both theft and sabotage.

3.5. Response Features

The initial response force design and configuration for this taidiiég four armed responders in

BBRE towers. These towers are meant to both provide response and act as compensatory measures
if detection and assmmentapabilitiearelost at the faciliteither due to loss of power or

adversary attack hese towers provide respondkesability to havéarger field®f-view and

thereforegreater linesf-sight to potentially engage and neutralize an adversary force attempting an
actof sabotag at theSMRfacility. In additiorthe design and location of the BBRE towers

combined with the delay barriers designed into thesfcility can lead to increased system

effectiveness without a large increase iAPS implementationcost, both up-front and long-

term. The initial location of these BBRE towers can be séaunme22

0l nsider Theft and Sabotage Analysis for Pebble Bed Re
SAND202412939R.
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Figure 22. BBRE Tower Locations

These tower locations were based on the modular construction of thefao#itessanyaterial
and equipmenmhovemento facilitate constructipand the current location of operatiaealctors
at the facility that must be protected from acts of sabotege response locations may change
whenall three units of the facility are completiegdupport thishese BBRE towers are designed
suchthat they could be moved to a final location once the site is fully opefdteB&RE tower
located to the southwest is currently in a positioenalesisual observation bbththe
constrction laydown yarandthe west entrance into reactor building oneit aitd at an elevation
where the responder can see over the turbine buildings and to the southern edge of the PA
boundaryThisprovidesa large area of observation and large-tiefite for the responder located
in this towerAdditionally, the responder in 8waitheadBBRE tower has overlapping fietddire
with the responder in the southwest BBRE tower.

Figure 23. Final BBRE Locations
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3.6. Single Operating Unit and Second Unit Under Construction

The first scenario analysis considered one operational reactor and a second reactor under
construction at the sit&s discussed previously, there are various benefits and drawthacks to
method of implementing an operational PPS around a singlg¢huagecond unitinder

construabn. Figure24 highlighteshe PPS and response force locations for the first unit operating
while the second unit is under construgtiois figure also indicates that the first reactor to be
constructed is the middle of the three planned units

Response_5

Response_4

Response_1

Response_2 Response 3

D A

Figure 24. Single Unit PPS and Response Locations

The response force BBRE towers are located closer to reactor building one compared to the figures
in Sectior8.5 This setupbetter facilitateresponse to an adversary incursion to reactor building

one.By placing the responders closer to the reactor builgirayides better oversigitthe

laydown yardhe ECPs and the exit points from the laydown yard.

3.6.1. Adversary Attack Scenario

The first adversary attack scenario considers a group of adversaries attacking the facility from the
south.At the beginning of scenario paradversary team memberve® a box truck with a

VBED up to the PA ECP. Once the driver reaches the PA ECP, the VBED is deTdnsted

VBED detonatioreither neutralizébe armed security officers (ASOs) in the @GBnders them
combat ineffectiv@-igure25).
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Figure 25. VBED Detonation at ECP

Immediately after VBED detoiat at the PA ECP, the remaining group of adversaries ag®oach
the PA fence on the soutlde of the facility armbgirs suppressing three of the four response
towers(Figure26).
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Figure 26. Adversaries Begin Suppression

Whilethe adversary team completes the breach of the PA barrier, responder 5 and responder 2
neutralize two adversargssthey attempt to cross through the PA bAiTigo adversaries

ultimately reach tlemuthwest corner of the turbine building and suppress responder 2 and
respondeB. Once the adversaries lethacover of the turbine building and move toward the
southern entrance door to the reactor building, resppaddrresponded neutralize the two
remaining adversaries.

The design of the PPS Istmlan effectiveystem thatanneutralize the adversary before they can
reach the entrance to the reactor builllng.to theresponse fordecatiors and the ability for
multiple responders emgage adversaries as they cross operesuhicgip to the reactor

building the adversary team is unsuccessful in attacking the facility in this confiQueatitrer
factor that leads to this effective PPS designestityeloor locationgnto the reactor building.
Because the door locations for this reactor building are only on the north and sahik sides,
significantly limits the number of potentially successful attack pathways for an adversary.

8]t should be noted that in any engagement where an adversary or responder is neutralized, the engagement was
simulated 1,000 times using probability of hit and probability of kill data.
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3.7. Two Operating Units and Third Unit Under Construction

The PPS design and configuratamrnwo operationalinits at the sitandathird unit under
construction requiredodifyingtheresponse force locations to better pratt¢hree reactor
buildingsResponder 2 wasoned further to the southeast along the road to the laydown area
compared to the initial location for one unit being operational. Responder 4 was also moved to the
northeastnorth of the switchyard, compared to the initial position when only one unit was
operationaBy shifting respondert@ the southw&, theycanmore effectivelgngage adversaries
attempting to breach the wésting door inteeactor building two. This placement atsgbles
effective engagement in the laydownasdthe south entrance door into reactor building one.
Shifting responder 4 to the northemstreases thetisibility to the nortfiacing door for reactor
building one andreates greater fieldf-view along the southern portion of the facilihese
changes can be seefigure27.

Response 5 Response_4

3

Response_1

Response_3

73

Response_2

Figure 27. Modified Response Locations

Based on thmcreasedumber of targets and the overall number of entry points into the reactor
buildings, two adversary attack scenarios were developed and analyzed.

3.7.1. Adversary Attack Scenario One

The first adversary attack scenario considered the adversary team attacking the facility from the west
using material that may be present in the laydown yard for cover and concealment as they attempt to
breach into reactor building two. This scenario can be ségura28
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Adversary 6

Figure 28. Adversary Attack Scenario One for Two Operating Units

The adversary group first attempts to breach into the PA from the west side of the facility. As the
adversary team begins to brehelPA barrietheybegin to suppress responders 2, 4, and 5.

Response_5
suppressed by
Adversary_4

Response_4
suppressed by

Adversary_ 6 Uses 4 Adversary_2

suppressing fire

Response_1

Response_3

Response_2
suppressed by
Adversary 6

D

Figure 29. Adversary Suppression of BBRE Towers
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As the adversary team begins to cross the PA toward the laydown yard, responder 2 begins to
engage the adversary team and newtalizef the adversarie®nce the adversagam has

entered the laydown yard ytdeploys smoke grenades to conceal their movements to the second
reactor buildindJpon deployment dhe smoke grenadéso of the adversaries begin to provide
suppressing firen responders 5 and At this timethe response team lead (RTL) dispatches two

of the ASOs from the PA ECP to maweo reactor building one and protécOne ASO stays in

the PA ECP to ensure the ECP is locked downisTsimowrin Figure30

Figure 30. Adversaries Using Smoke and ASOs Moving

Once the adversasbeginausing suppressing fire, the remaining adversary team members begin
moving through the smokeatard reactor building tyw@sponders 2 andcdnusetheirthermal

optic scopes and engage and neutralize two of the adversaries moving toward reactor building two.
After these two adversaries are neutralized, the remaining adatiesages cross the open

space from the laydown yard to the reactor buildingse two adversaries are neutralized by
responder 5 and responder 2 before they reach the skaaktbagvestern entrance into reactor
building two.

MovingrespondeR tothe southwestnableararlier engagement along the western fence line

before adversaries were able to enter the laydowhhjareffectivelyninimized the number of
adversaries able to enter the laydown yard and suppress other towers at the facility. Additionally,
providing the responders with thermatic weapon platformallows then to neutralize the

adversaries after they deploy smoke grenades.

3.7.2.  Adversary Attack Scenario Two

The second adversary attack scenario considered the adversary team attacking the facility as one
group from the southn this scenaridhe adversary tedmgins by breaching the PA barrier while
suppressing responder 2 and responder 3. The adversagutealmsresponder 2, but

responder 3 neutralgzene adversary before they begin to ¢hesspen spacwward the turbine
buildings.
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Figure 31. Attack Scenario Two for Two Operating Units

As the adversariasovetoward the turbine buildings, two ASOs leave the PA ECP and attempt to
make their way to the base of the BBRE tower for responder 3.
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Figure 32. ASOs Moving to Responder 3
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The adversary team attempts to use the space between the turbine buildings as a location for cover
and concealment before trying to cross open space as they move towardehieasméaioor of

reactor building onés the adversaries reach the northern turbine grating between the turbine
buildingsthey deploy smoke grenades in front of the sharkbdgthey attempt to begin

breachingt. As the adversaries bediritbreachresponder 3 engagesineutralizes the adversary
breacherAs the adversateam continues tatempt tdoreach the turbine gratjmgsponder 3 and
responder 4 neutralize the remaining adversaries.

e Response_4
Response_5 P =

Response_1
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Figure 33. Responder 3 Neutralizing Turbine Grating Breacher

This design proved to be robust againsthibeeradversary attack scenario. dowributing

factors to the success of the RRShe turbine grating between the turbine buildings, the thermal

optic weapon platforms for the response fane the open space between the turbine buildings

and the reactor buildingheturbine grating between the turbine buildings pesseobstacle

that the adversary team must breach or climb over. If the adversary team chooses to explosively
breach the turbine grating, they must retreat to a safe standoff distance and ledvetWezarea

the turbine buildings to survive the breach. This forces the adversary out into open areas where they
are exposed. In this scenario, the adversarpteachede turbine gratingith power tools

whichforcesthe breacher to spend extended tmibe open where responder 3 hasdfrsght

and can easily engage and neutralize Tie thermabptic weapon platforms provided to the

response force allow them to effectively engage the ad¥espérs/themoke dissipated by the

smoke grenadvhich wasised by the adversary for concealhamig the breachhe open

space between the turbine buildings and the reactor buildings requires the adversary to cross a large
distance without cover or concealmalidwing responders 3 and 4 to effettiengage and

neutralize the.
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3.8. Larger Initial PA Considerations

The aboveeonducted analysis provddeany insights for SMR vendors and utilities that may impact
the PPS and the operations of an SMR facility.

The scenario that considered two operational reactors and one under comhstduatfierent
BBRE tower configuration than the scenaribthree operational reactoc8®/R vendors and
operators should consider the desirable end state of the facility and evaluate PPS designs
and response configurations that reduce the total number of moves or changes to the
response force configurationMoving BBRE towers can bgpensivandlead to increased costs
over timeln this examplehe response BBRE configtion for three operational reactalso
would have been effedifor the scenariogth two operational reactors and one reactor under
construction.

During theanalysis of the PPS, it was determined that the ankle breaker rocks initially designed into
the system did nbtavean impact on the overall effectiveness of theT?iegforethe team

decided the final PPS dedgghnot need to include the ankle breaksrthis would bena
unnecessagpstwith no appreciable benefitdgstem effectivene$®&ndors and operators

should consider that throughout the design process there may be PPS measures that are not
needed after initialconfiguration. This should be determined by evaluating th®PS

measure againsboth its impact on system effectiveness and its cost

Based on analysis of tRBS the teanagreedhe sitecouldbenefit from a secondary entrance
pointinto the PAto supporiconstruction vehicles and persotimelughputOnesignificant
economic benefit that SMRs may have is a smaller workforce needed to operate the facility.
However, during constructighthere is only one entrance point into theiRA must

accommodate both operational personnel and construction vehicles and personnel, this could
severelyncrease facility throughput time for pensbiacces#s a result, there could delays to

the construction of the facility and impacioperationathythmsthat may lead to increased
operational cost$o mitigate this, one option is a temposagondary entrance point for
construction vehicles and persomo@nter the PAwhich would minimize impacts on site access
times

With each new operational reactor at the facility, additional sensors, cameras, and access control
devices will be installed. This will requirdiguration changes to tilérusion detection system,

the access control system, the videoAO& R nageme
system.
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4. PPS DESIGN FOR EXPANDING PROTECTED AREA

A design and analysigthis hypothetical SMR facility consediéhe use of an expanding PA as
more unitarebrought onlingwith underconstruction unitecated irthe OCA This design

optionis suchthat all construction amdlatedvehicle equipment will be housed in the laydown yard
to thewestof the operating reactor units thisconfigurationnone of theonstruction vehicles
andpersonnelvould needo be searchdaor would any additional security requirements be
necessary), as they will eater the PAWith all construction material and activity occurring in the
OCA and not inside the PA, initial security system costs may be lower (as compared to the
previously analyzed larger PA approach) because fewer individuals have access to the PA so there is
lesscost associated with searchestrabandietectionHowever, thispproach does require

unique security configuratipas the undergrounmbrtions of the facility connect the operational
units to the unit under constructi®ersonnelaes to the underground passageways from the
operational units to the spent fuel building may not be passiblese dhe high radiation in this
areaWith this in mind, vendors/operatorsshould consider constructing theunderground
passagewayshat leadfrom the reactor buildings to the spent fuel building before the

reactor buildings are finished This may limit the overall security requiremesdsssarmgs the

facility is being constructed. For example, whewditional unis under constructiqithe site can
eitherpostan ASO or installintrusion detection technologies at the passageway entrance points to
ensure that accas$o the PAcannot bexchievedt should also be notedatthisaccess pointas

not considered a credible adversary pathw/élyere are multiple reinforced conavelés below

grade thathe connections pass through. This would require the adversaries to access the
passageway and breach througiv#tlewith enough equipment to create an act of sabotage that
could cause a radiological reld2assed on the DBT capabilities used in this andlysisas

deemed not credibMendors and operators may have to consider these types of potential
access pointsfifacility operations occur belowgrade.

Expanding the PA for each subsequent reactor unit will require configuration changes to the PIDAS
and the response force BBRE locations. These addimnsconfigurations couittrease costs

and wouldnclude changés the video management system, access control systarmyusion

detection systeras well athe AC&D system to integrate all of these areas after each expansion. As
the PA is expanded for each reactor unit, the site will also have to consider BBRE towers that can
be moved to withirhe PAwith adequatieldsof-viewfor engaggand neutralimg adversaries

attempting to attack the facility.

4.1. One Unit Operating and One Unit Under Construction

The firstexpanding PAcenaridocused orone reactor under operation astcond reactor under
construction. ThiapproacHollows thepreviously describgaogression of reactor buildings
where the middle reactor buildimgonstructed firsEigure34shows the PA design and layout for
this configuratiorwith the middle reactor operagiand the western reactor building under
construction.
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Figure 34. Expanding PA i One Unit Operating and One Under Construction

Figure34showshe PA surrouridgthe operating reactor, the spent fuel storage building, and the
fresh fuel storage building. This presents some unique challenges to protecting the facility and
creates unique adversary attack pathways to attack thebfattilafivhichmust be considered in

the overall security system protective strategy.

As seenn Figure35and-igure36, thePIDAS consists of microwave sensors, active infrared
sensorsand CCT\cameras. Thidesign configuration does create unique angles and shorter sectors
for intrusion detection systems. Egamplethere areseveratorners and directional changes of

the perimeter that require an increased number of microwave and active IR sensorddo be used
achieve effective coverafydditionally, shark cages are applied at the entrances to the operational
reactor building and the fresh fuel storage builthiege shark cages create an additional barrier

that adversaries miseach to gain access to target locatidrish leavethe adversariesxposed

to responder fieldsf-view for longer periods of time. This design feature may imespoase
forceability to neutralize the adversary force.
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Figure 35. Expanding PA i One Reactor, Microwaves

Figure36shows the locations of active IR towers and the entrance locations into the facility for
vehicles using the gates. The gate on the eastern side of theetadilisy PA entrance poisithe
primary vehicle entcontrol point into thé®A. Oneoverall facilitgonfiguration changeghifting
theentrance process for vehicles and personnel to thelotbis.design configuratipthe OCA
boundary is locatedhere the start of the PA was in the previous design itedditisrhicles and
personnel must process throughBkd at the OCA Vehicles will be stopped at the OGra
preliminary seargrior to entry This search process will ensure that vehindegling

construction vehiclesannot transport large vehicle explositeghe facility. The vehicle barrier
system is located at the OBdundaryand iscomprised of modular block walls and hydraulic
wedge barriers at the vehe{@P. Additionally, all individuals will use a proximity badge at this
location to enter the facility. This is primarily because the turbine halls are now located outside of
the PA boundaryso this procedacilitats access control for personnel needirenterthe turbine
halls to erform their job dutiesn contrastpne benefit of the previous design iteration is that all
balance of plant (BOP) equipm@ikie the turbine and generaisrpcated inside the Phich
provides additional security layers.
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Figure 36. Expanding PA i One Reactor, Active IR and Gates

A challenge at this stage of plant operas@msuring thadllresponders have adequate fiefds
viewanda minimum of twaverlapping fieldsf-fire along pathways to access target locdhiGns.
5076 4.1.1.4.A states

Defense in depth should be provided for neutralization functions with an exterior protection laye
at least two overlapping fieldsvefriiitg each sector of the outermost perimeter physical barriers.
The actual number of overlapping fields of fire should be dictated by the amount of time the
adversary is exposed between the time of detection and the first delay element or opportunity ft
adversary to obtain cover, or concealment.

Responder one has fietifsview thaincludethe east and west sides of the operating reactor unit,
the entrance into the fresh fuel storage building, and the PR&pBnder twbas a fielaf-

view of the western side of the operating reactor unit, the northern entrance into the operating
reactor building, the PA EC&hd adversary pathways to the fresh fuel storage b&&spgnder

three has a fielof-view of the eastern side of the reactor building, the northern entrance into the
operating reactdruilding, the PA ECP, and the entrance into the fresh fuel storage building. These
fieldsof-view can be seenkigure37andFigure38
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Figure 38. Expanding PA i One Reactor, Tower Two and Three Fields-of-View

4.1.1. Adversary Attack Scenario

The adversary attack scenario developed to evaluate this PPS design considered the adversaries
attacking the facility from tiaeest ahightand using the construction laydown yard as cover until

they reached thanderconstructiorwestern reactoBecause there is detection equipment at the

OCA boundary and theversaries are attacking undecaker of darknestheteam determined
thescenaristartoccurredvhen the adversaries were neantigerconstructiorwestern reactor
building.The start ofthis adversary attack scenarghown irFigure39
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Figure 39. Expanding PA 7 One Unit Attack Scenario Start

Once the adversary team reachesah#hwest corner of thmderconstructiorreactor building,

one adversary begins suppressing the western facing gunport for responder one. This allows the rest
of the adversary team to move up to the southeast corneundiéreonstructiorreactor

building. This adversary motion can be seeigume4Q.

B Adversary #2
supress Response 1

Figure 40. Expanding PA T One Unit Adversary Initial Movement

The remaining adversary team members move up toward the southeast couretesf the
constructiomreactor building. Once the team reatifeesoutheasiorner, one adversary member

begins tesuppress responder two and one additional adversary begins to suppress the north facing
gunport of responder on¢didsalBIBREt h®wreespdmdear @ :
the adversary team members as they attempt to breach into the operating reactor building. It is
important to note in this scenadeection by exterior sensors has not occurrednathe
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response team would be communicating witRTheabout the unfolding situatiorhis adversary
movement can be seigure4l
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Figure 41. Expanding PA T One Unit Adversary Engagement

The response strategy developed for this facility is aimed at preventing the adversary team members

from penetrating into the reactor building. This response salidegyresponder one to not

engage the adversaries timgif reach the shark cage they must breach to enter the facility. As the

adversary team moves forward after breaching the PA fence line, responder stieeengage
adversarieduring theiattempt to breach the shark cage. This additional exposed breach allows
responder one fiaitiallyengageand neutralizevo adversarie®©ncethesewo adversaries have

been neutralized third adversamoves up andll suppressive fighiftst o r esponder

tower.As the adversary moves up to the sharktb@gesponder engagand neutralizthisthird
adversafy(sedrigure4?).

9 All engagements between responders and adversaries were simulated @ ihim8iect matter expert input.
All engagements were simulated 100 times.
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Figure 42. Expanding PA i Responder One Neutralization of Adversaries

Once three of the adversaries have been neutralized, both remaining acherstarig®e shark

cage entrance of the reactor builddvwge adversary is closer to the shark aagessponder one

waits untitheyreacht and then neutraligghem Adversary twavho was behind the final

remaining adversary neutralized by responder two as they cross the opening space between the
underconstructionreactor building and the operating reactor building.

The PPS was able to defend against the identified adversary attack scenario due to the overlapping
fieldsof-fire for responder one and responder, twe shark cage on the reactor building door, and

the orientation of the BBRE towers. In this adversary attack scenario, the adversary team decided to
use the construction areas to block their path of entrancecdstitetr e s ponder t hr ee d s
engagéhemas they attempt to breach into the faciliys adversary attack angle negates the

abilityto suppress the northern facing gunport of respondelnoagdition to the response force
strategythis allows responder one to be higffigctive at engaging and neutralizing the attacking
adversary force.

4.2. Two Units Operating and One Unit Under Construction

The next iteration of this facility approach and analysis is two operational units and a third under
constructionAs seen ifrigure43 this design option considers the PA expanding around each unit
asit iscompleted and fuel is brought into each reactorfagree 4ighlights the location of
response BBRE towers and shows the outline for the PA boundary (dashed lines around the
facility).
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Figure 43. Expanding PA i Two Units Operating

The facility has a much smallerd@ndarywith the two operating reactor units, the spent fuel

storage building, and the CAS and fresh fuel storage building located inside of the PA. The PA ECP
is also moved closer to the reactor buildings then it was in the design where one lesg fBA is

the facility thoughthe ECP sizand configuration is identical to that used for one largseBA

Figurel0). It should be noted that there is also a configuration change to the vehicle gate

locations and changes to the overall exterior intrusion detection system. Tizisangewill

require the intrusion detection system anthe assessment systems to be reconfigured in the

CAS and thesecondaryalarm station, leading to potential increased cost&igure44

highlights the locatisiof the PA gates and active infrared tewer
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Figure 44. Expanding PA i Two Units Operating Gates and Infrared

Figure45highlights the microwave sensors and shark cages located around the facility.

Figure 45. Expanding PA T Two Units Operating Microwaves

When considering expanding the PA around additional operating, lieactorngortant to
determine the proper response force BBRE tower locations that enable an effective response
strategy to mitigate adversary attack scendribgwo units operating and a third unit under
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