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Overview of SMR-THREAT

Objective: Predict the safety, security, and safeguards (3S) state
of a remotely deployed SMR solely from the cyber data.

Collect cyber data from an SMR surrogate and study the ability
to make accurate assessments to preserve 3S stability.

| Determine design constraints and recommendations that make
prediction possible and reliable.




The SMR Surrogate facility

* Mobile facility to down-blend
nuclear materials of concern for
nonproliferation

 Safety, Security, and Safeguards
concerns

e Used here as a simple surrogate
for an SMR
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Motivation and Research Questions Q@@ 6)

)
* Motivation: Early detection and diagnosis of faults and cyber attacks
in A/SMRs

e Research Questions:

* Can the 3S state of the system be estimated solely from the TCP/IP data on
the OT networks?

* Can a state estimation be interpreted earlier than an operator can react to
system status?

 How interpretable is a state anomaly found in network data for diagnosis?
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Methodology Q@@ &)

* Instrumented the surrogate system to enable data collection from a single
point through port aggregation and mirroring

* Collected data through several complete operations

* TCP/IP O-I-’ I-I-’ and Vldeo data Switch with port mirroring
e Operator manually entered logs

* Analyzed connectivity Miored rffc Subordinate switch
v o o
P

. Sl
Monitoring PC  Device PLC Device ‘ ‘
e Also using a separate data set with ground truth F a @
* ACI loT intrusion data set Device  Process Camera

* This is because of operational security issues the project faces
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Results (ACl loT data)

Embeddings show distinction of benign

and malicious data

3D Visualization of Latent Features
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Conclusion and Future Work @@ B)

°
* Latent space state analysis can be accomplished through embeddings
of OT TCP/IP data.

e Work continues in FY25 to

* Process and plot actual surrogate data (overcoming administrative restrictions
on data usage)

* Interpret the differences shown between benign and malicious data and
determine whether they are significant or spurious

e Obtain more OT data from the surrogate and the wider SRS site (including
labeled anomaly conditions)

* |dentify connections between cyber anomalies and events of concern in OT
systems to draw conclusions about what is possible for SMRs
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