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Warner ESS and risk analysis

* Warner ESS and DNV GL have worked with industry risk experts over
the last two years to apply industry accepted best practices from Oil &
Gas, Nuclear, Maritime, and the Utility industries to energy storage

 Though much of the historic data has been lacking from US operational
experience, South Korea may be able to provide this information going forward

* In the US, we have leveraged power electronic failure rates as well as six sigma
principles and human factors rates to make estimates about failure rates

* Uncertainty surrounding risk and failure likelihood has resulted in the
delay of installation of systems in crowded urban environments like
New York City
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What is Risk?
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Understanding risk

* Understanding the hazard involves
understanding both:
* Conseguence
* Frequency

e Risk is assessed based on all
potential hazards

* Once risk is understood, mitigation
measures can be put in place to
reduce risk

* These documents are not always
helpful to first responders

Risk=Likelihood*Consequence

We know the consequences of energy storage fires
are severe, but how common are they?

Prior to the outbreak of fire’s in South Korea, very
few large scale ESS failures had occurred in the US
and the causes of all were quickly understood

Causes have included poor BMS algorithms,
inadequate HVAC systems, sensor failure and
integration, and human factors
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Risk and Hazard Mitigation Analysis

* There are numerous types of qualitative risk, quantitative risk, and hazard
mitigation analysis:
e Safety Independent Layers (SIL)
 Layers of Protection (LOPA)
Event Tree
Hazard Identification (HAZID)
Hazard Mitigation Analysis (HMA)
Matrix Analysis — Popular among utilities
Bowtie Analysis — Popular among Oil&Gas and Maritime industries
The list goes on and on...

All have strengths and weaknesses and many can feed into each other

* As many stakeholders may be involved, a proper analysis should be one easily understood
by stakeholders without risk assessment expertise

* This likely means a qualitative analysis with a clear flow, breakouts for individual cases
and a clear but simple quantitative assessment (could be as simple as red, yellow, green)
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Understanding risk — Matrix Analysis

Severity

Risk Level
* Matrix or tabulated techniques h "
assign a likelihood and severity to
every possible failure

Insignificant
Minimal

* Creates a clear table and results Nominal
with clearly defined criteria for
acceptable versus unacceptable
risk

Rare

Unlikely

Likelihood

Probable

* Does not lend itself to visually

Moderate

Severe

Catastrophic

understanding the failure pathway Almost Certain

/

* Also unclear if “worst case scenario”
being evaluated versus a scenario Frequent
where mitigation is in place Unacceptable area
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Understanding risk — Bowtie

Threats
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Barriers preventing threat inception from reaching
“hazard” event

The more visual “bowtie” method lays out not just the failure but the pathway, highlighting all barrier to prevent it and their

relative strengths

Consequences
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Barriers to mitigate “hazard” event once it has

occurred
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Understanding risk — Bowtie

* Bowtie Analysis provides a clear visual analysis with a separate path for every
failure type or mode

* Barriers or mitigation techniques may be placed along the path, and the
barriers’ strength defined, to show what is in place to stop failures

* Additional details about the failures and barriers may be relayed in the
description to provide additional information and categorization

* Matrix style analysis (red, green, yellow) can be used as well in each failure
mode and consequence

* Allows for independent breakdown between the failure mode or “threat”
leading to an event and then again the event leading to a different type of
“consequence”

* Weakness: more qualitative and may not lend itself as well to quantifying risk

e This can be remedied via more detailed approach which may be too complicated for
some
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Acting on risk

* Once failure pathways are identified and their overall risk assessed,
mitigation measures can be installed to reduce risk.

* This may be accomplished by reducing the likelihood or the magnitude of the
consequence

e With lithium ion batteries, this could be accomplished by increasing the time
between or likelihood of propagation to adjacent cells, modules, or racks or
even preventing the failure altogether

* This can be accomplished by detecting the failure as early as possible which
may allow it to be avoided entirely

* However, in many cases it was a BMS failure that allowed the system to reach
this point, thus making the BMS equally unable to stop it or provide warning of
the failure

* |n these cases, a redundant failure detection mechanism could detect the failure and shut
the system off through the PLC or balance of system controller

* One must not completely forget relationships when performing a risk assessment
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Acting on risk

-Reducing likelihood
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Acting on risk
-Mitig

ating consequence
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Detection

Emergency Exhaust

Emergency Response

Post Fire Response

Suppression

Description: Without Li
-Ion Tamer, only a
smoke or thermal
signal activates the fire
alarm. Without
additional infarmation,
[the system runs
[through the full fire
suppression routine,
starting with clean
agent and no
ventilation. If this is
incorrect, it allows the
battery based fire
sufficient time to
spread to adjacent
modules and racks,
making a damage

ting response

im possible

High High Criticality
- Poor

C-HW Continuous
hardware

Description:
Emergency exhaust
required by fire code to
maintain LEL and vent
smoke/gas

. High High Criticality
- Poor
A-HW-C Active
hardware or Control

[S3]

Description: With a
lack of information as
[to the nature of the fire
and conditions inside
[the container, the fire

D escription: Following
the fire, a lack of
balance of system
[failure detection will
not alert first

department resp is
likely to be purely
defensive, with the
entire potential being
allowed to burn in
(favor of making a blind

entry.

High High Criticality

responders to a
potential reignition or
battery failure,
resulting in subseguent
levents some period of
[time after the initial

D escription:
Suppression works in
lconjunction with clean
agent. If the incorrect
fire type is detected,
unneccesary collateral
damage may be taken
lor additional time may
be given to the fire to
spread while the clean
agent lingers

Med Medium
Criticality

™

-- Very Poor ? Unknown
5T,/HF Socio C-HW Continuous
technical /Human hardware
factors

. High High Criticality

- Poor

A-HW-C Active
hardware or Control
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Post Fire Response

Suppression

Ion Tamer, a smoka
signal without offgas
detection may suggest
a balance of system
[fire which would

(=]
positive fire alarm with
offgas detection would
suggest a battery fire
and require an
immediate responsa
with water based
suppression. This
information would also
be provided to the fire
department.

High High Criticality
+ Good

C-HW Continuous
hardware

escription:
Emergency exhaust
required by fire code to
maintain LEL and vent
smoke/gas will be
activated accordingly if
water based
suppression is
immediately employed.

High High Criticality

hardware or Control

escription: With
knowledge provided by
Li-Ion Tamer of the
nature of the fire,
emergency responders
can respond
accordingly, safely
making entry on a
balance of system fire
which can be handled
with a response less
likely to damage the
energy storage
component of the
system and ensuring
[firefighters remain safe

High High Criticality

technical /Human
factors

escription: Following
the fire, a st
[functioning Li-Ion
[Tamer system is able
lto detect cells failing
some period of time
after the initial event.
allowing appropriate
steps to be taken to
prevent delayead
reignition

Med Medium
Criticality
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hardware

escription: With
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ltype, the appropriate
suppression system
ican be immediately
applied versus waiting
[for the clean agent to
[Fail

High High Criticality

hardware or Control

Undetected
Propagating Failure
with Li-Ton Tamer




What Risk Assessment Isn’t

 Risk assessment is not a box checking exercise for code compliance

» All applicable codes and standards apply regardless of outcome

* A component, design or system being code compliant doesn’t necessarily make
it a strong barrier or failure proof

* Codes and standards are great and necessary, but represent the minimum
generic requirements

* Risk assessment should exceed code requirements and focus on actual strengths
and weaknesses independently.
* Risk assessment is not about fudging or manipulating numbers to pass a

requirements
* Risk assessment done in a less than intellectually honest manner serves no one
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Key Points and Proposals

* Risk Assessment need not be pass/fail
* |t may qualitatively show weaknesses throughout the process and design

* Risk assessment can and should be a living document

* |t need not be performed once and forgotten about

* |t should encompass the system, the balance of plant, and the surrounding
built environment

* We are working to development a guidance document on risk assessment
from proposal to disposal

* Could help evaluate intangibles of system against mismatched cost

ﬁf“Womer Energy Storage Solutions



