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EXECUTIVE SUMMARY

China’s consideration of verification issues affects the country’s overall attitude toward arms control.
Based on a comprehensive review of publicly available sources, this paper examines China’s
mainstream thinking and general practice on arms control verification. China’s approach to arms
control verification is driven by three primary factors: political incentives, technical considerations,
and mutual trust. First, on the political front, China chooses its position regarding verification
measures based on the country’s perceived interests vis-a-vis the treaty in question. Thus, instead of
displaying a consistent pattern, China’s positions on verification vary over different issues and
different time periods as its perceived interests and foreign policy priorities change. Additionally, the
Chinese view that verification activity tends to provide an asymmetric advantage to the stronger
party at the cost of the weaker party contributes to China’s concern about verification posing a
threat to its security interests.

Second, on the technical front, research on verification is under almost complete monopoly of
government agencies whose interest in conducting verification research is determined by the
government’s political interest. The practical need to carry out international arms control and
nonproliferation cooperation at the policy level is the most important driver of technical-level
verification research. When China started to prepare for serious engagement in various international
arms control negotiations in the 1980s, verification research developed rapidly due to the rising
policy need. China’s position on verification is also influenced by the actual and perceived
asymmetry in military capabilities compared to its main security rivals. Its traditional preference for
multilateral verification regimes over bilateral ones provides China with negotiation flexibility but
also contributes to its lack of capacity to engage in future bilateral verification cooperation.

Third, China’s top-down approach to mutual trust differs from the traditional Western approach of
implementing bottom-up confidence-building measures. Whereas the West views a country’s proven
record in respecting arms control obligations as a way to build trust, Chinese policymakers require
trust as an imperative precondition for operational-level verification cooperation. Thus, China
stresses the importance that the relevant countries should first agree on a friendly political
relationship. The lack of strategic trust between the United States and China is made worse by a
restricted flow of information. Chinese security policy experts increasingly interpret developments in
global affairs in light of preexisting distrust towards the United States.

Despite the difficult geopolitical conditions, the United States and other countries should seek to
find concrete areas to start practical cooperation with China. This paper advances the following
recommendations:

Onrganize a capacity-building program on arms control verification as part of the P5 Process

e The United States and Russia should use their rich experience and expertise in nuclear arms
control verification to help build similar capacity in China, the UK, and France. Training
programs or seminar series can be organized for American and Russian experts to share with
their Chinese, British, and French counterparts the history and lessons of how the Cold War
rivals overcame concerns about intrusive verification measures and found ways to protect
legitimate military secrets through gradually establishing sophisticated verification regimes.

e It would also be useful for the United States and Russia to give detailed introductions about
their national nuclear risk reduction centers.



Excplore less sensitive measures of cooperation

To overcome China’s concern about military sensitivity, experts from China, the United
States, and other countries can explore the use of new technologies such as virtual reality and
jointly study how onsite inspections work and how to design onsite inspections in ways that
address a country’s specific concerns.

The United States and China should explore the technical and political feasibility of an
agreement on no cyber-attack on each other’s civil nuclear facilities and start practicing
information exchange steps as a way to verify compliance and build confidence.

Carnegie scholars James Acton, Thomas Macdonald, and Pranay Vaddi also proposed a
China-U.S. fissile material cutoff and transparency regime to build confidence that neither
country will use its civilian nuclear facilities to produce fissile materials for weapons
purposes.



ACRONYMS AND TERMS

Acronym/Term Definition
BWC Biological Weapons Convention
C3 Command, control, and communication
CTBT Comprehensive Test Ban Treaty
FMCT Fissile Material Cut-off Treaty
IAEA International Atomic Energy Agency
IPNDV International Partnership for Nuclear Disarmament Verification
ISR Intelligence, surveillance, and reconnaissance
NFU No First Use
OPCW Organization for the Prohibition of Chemical Weapons
P5 The five nuclear weapons states
PPWT Treaty on the Prevention of the Placement of Weapons in Outer Space, the
Threat or Use of Force against Outer Space Objects
TPNW Treaty on the Prohibition of Nuclear Weapons
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1. INTRODUCTION

Despite growing international pressure on China to join substantive arms control talks, China has
remained reluctant to engage. One reason is the lack of trust within the Chinese security policy
community regarding arms control verification. It is not uncommon to hear Chinese experts express
concern that the United States could violate an arms control agreement without being caught
because it has better technological capabilities to secretly circumvent verification measures. Another
common Chinese concern is that arms control verification would give the United States an
opportunity to collect intelligence on the Chinese military and defense industry. These concerns
contribute to the Chinese view that verification activity tends to provide an asymmetric advantage to
the stronger party at the cost of the weaker party.

Further, these concerns may have contributed to China’s mixed record in participating in
international discussions on verification issues. For instance, China played an active role in
negotiating the verification regimes of the Comprehensive Test Ban Treaty (CTBT) and Chemical
Weapons Convention (CWC) and called for the negotiation of the verification protocol for the
Biological Weapons Convention (BWC). On the other hand, China appears to take a relatively
dismissive view about the necessity of reaching a robust verification regime for the negotiation of a
treaty to ban the placement of weapons in outer space and to prohibit the use of force against outer
space objects. China has not shown significant interest in studying verification issues in potential
bilateral or multilateral nuclear reduction agreements and has stopped sending delegates to some
major international verification initiatives such as the International Partnership for Nuclear
Disarmament Verification IPNDV).

Without proactive Chinese participation in international discussions on arms control verification
issues, China’s existing suspicion toward verification—among other factors—may continue dragging
Beijing’s feet in joining arms control negotiations. Admittedly, other factors present important
obstacles to China’s proactive cooperation on arms control, such as the lack of political interest and
the capability asymmetry between China and its rivals. But concerns about verification are a
significant contributing factor to China’s overall thinking about arms control. As long as arms
control talks are stalled, China would have limited opportunities to negotiate and implement arms
control verification measures, reinforcing its suspicion and distrust toward verification. A better
understanding about China’s thinking and approach toward verification, therefore, may be useful to
help find ways to break this deadlock and shed light on how the international community can better
engage China on arms control cooperation.
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2. METHODOLOGY

The existing literature has not looked deeply into potential technical and political considerations that
affect China’s thinking and approach on verification. To address this gap, this paper is based on a
comprehensive review of China’s official documents, government reports, experts’ analysis,
conference proceedings, and publicly available records on technical research and technological
development related to arms control verification. It uses these sources to analyze China’s approach
to verification issues in various arms control agreements. The paper devotes special attention to
nuclear arms control verification but also seeks to address China’s overall approach toward arms
control verification in general. For the purpose of informing international policy debate, this paper
acknowledges progress China has achieved but focuses on identifying challenges that may have
undermined China’s capacity to engage in international cooperation on arms control verification in a
more proactive manner.

This paper first examines how China’s approach to arms control verification is shaped by political
incentives, including issues associated with traditional security thinking and a closed information
environment. The paper then demonstrates how technical considerations impact China’s willingness
and capability to engage in verification. Finally, the paper proposes potential near-term measures to
promote effective verification cooperation between China and the United States.

11
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3. POLITICAL INCENTIVE

Although the Chinese government has occasionally raised in passing a few high-level principles for
arms control verification such as equality, justice, and common security,' at the practical level its
approach to arms control verification seems flexible. This means China has not demonstrated a
principled approach and has adopted sometimes opposite positions in accordance with different
perceived interests, a tactic which is not necessarily unique to China.

3.1. Political Interest

As mentioned in the introduction, China’s official attitude toward verification is much motre
proactive in the cases of CTBT and CWC than in the case of the Chinese-Russian joint proposal on
the Treaty on the Prevention of the Placement of Weapons in Outer Space, the Threat or Use of
Force against Outer Space Objects (PPWT). In the latter case, China argues that verification may
not be technically and economically feasible for the foreseeable future but that verification
challenges should not stand in the way of negotiating a legally-binding international agreement to
prevent the weaponization of outer space.” China refers to the 1967 Outer Space Treaty, as well as
the majority of other “multilateral arms regulation and disarmament agreements” that do not have a
verification regime, as examples of why verification is not imperative for effective arms control
treaties.” Chinese officials also argue that the unverifiability of the no first use NFU) policy—which
China adopts—does not undermine its significance.*

This attitude stands in contrast with China’s praise of the CWC as a successful example of a
multilateral arms control and nonproliferation endeavor for “having a strict verification regime””
and China’s insistence that the United States and Russia must conduct deep nuclear reductions “in a
verifiable, irreversible, and legally-binding manner.”® One of the major critiques from Chinese
military experts against the Treaty on the Prohibition of Nuclear Weapons (TPNW) is that the lack
of a verification regime makes the treaty “poorly operable.”” On the issue of the Fissile Material
Cut-off Treaty (FMCT), international analysts suspect that China’s “cautious and reluctant” position

1 "Position Paper Submitted by Chinese Government Experts to the First Session of the Un Panel of Government Experts on
Verification (BT & R AKX S EZEOM BN E RA— AR RMIIIIASH)." Ministry of Foreign Affairs, January 30, 2006,
https://www.fmprc.gov.cn/web/gjhdq_676201/gjhdqzz_681964/Ihg_681966/zywj_681978/t309233.shtml; "Position Paper
Submitted by Chinese Government Experts to the Second Phase of the Un Panel of Government Experts on Verification (5 ElEt

HEZROREEZENRABFERE SR RMILIAHE)." Ministry of Foreign Affairs, June 09, 2006,
https://www.fmprc.gov.cn/web/gjhdg_676201/gjhdqzz_681964/Ihg_681966/zywj_681978/t309230.shtml.

2 "Verification Aspects of Paros." Ministry of Foreign Affairs, August 26, 2004,
https://www.mfa.gov.cn/ce/cegv//eng/dbtyw/cjik_1/cjjzzdh/t199364.htm

3 "Verification Aspects of Paros." Ministry of Foreign Affairs, August 26, 2004,
https://www.mfa.gov.cn/ce/cegv//eng/dbtyw/cjik_1/cjjzzdh/t199364.htm

4 "Statement by Ambassador Hu Xiaodi at the Un Seminar on Disarmament and Non-Proliferation (8/MN K EEBKSEHE ST
Bt EMARS)." Jeju Island: Ministry of Foreign Affairs, December 12-15, 2006,
https://www.fmprc.gov.cn/web/wjb_673085/zzjg_673183/jks_674633/fywj_674643/t295052.shtml

5 "China's Arms Control, Disarmament and Non-Proliferation Efforts (REIRIZEE - BZESM¥ 8185 )." Beijing: China State Council
Information Office, September 3, 2005.

6 "Chinese Ambassador for Disarmament Fu Cong's Statement on Nuclear Weapons at the 71st Session of the Unga | Committee
(PEREAEERES7TIBRA—ZRTZEROTMEBAS)." New York, October 17, 2016,
http://chnun.chinamission.org.cn/tpxw/201610/t20161020_8305564.htm

7 Luo, Xiaoru (ZZ140). "Why the "Nuclear Ban Treaty" Is Unanimously Opposed (“Z#% 524" R a8 —EU& XT)." National Defense
News (1 EEPAR), November 5, 2018, 04.
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on the treaty reflects “resistance to achieving an FMCT in the near future.”® According to this view,
Chinese officials highlighted the “profound disagreements” among countries on the verification and
other issues “to go slow on an FMCT.”’

China’s evolving attitude toward negotiating a verification protocol for BWC is also revealing. Since
China joined the treaty in 1984, it has supported the establishment of a verification regime for BWC,
but its specific position has changed quite significantly. Both before and immediately after the failed
international efforts to negotiate a verification protocol in 2001 (largely due to opposition from the
George W. Bush administration of the United States), China showed considerable reservations about
proposed verification measures. Its national defense white papers in 1998, 2000, and 2002 all
stressed that the complexity of biological technologies demands a realistic approach toward
exploring verification measures which must be fair, reasonable, and practical. These official
documents also repeatedly emphasized the importance of preventing verification measures from
being abused and of protecting legitimate security and commercial interests from being undermined
by such measures. In 2000, Mr. Sha Zukang—then director general of the Arms Control
Department of the Chinese Foreign Affairs Ministry—publicly expressed concern that if the
verification measures of BWC were too strict they would weaken the effectiveness, sustainability,
and universality of the treaty and harm the nonproliferation regime.'’ Indeed, China “consistently
advocated weaker measures” during negotiations."'

For many years after the failed BWC verification protocol negotiation, China did not raise specific
concerns about the lack of such a protocol in official statements and documents.'” However, since
around 2019, it has significantly strengthened public support for negotiating a verification protocol
and levied criticism against the United States for blocking this effort. This criticism has coincided
with the deterioration of the U.S.-China relationship. Particularly since the start of the COVID-19
pandemic, China’s public condemnation against the U.S. policy on the verification protocol has
reached an unprecedented level. Amid heated international debate about the origin of the virus,
senior Chinese diplomats have repeatedly suggested that domestic U.S. biological labs and labs built
by America in other countries are linked to the pandemic and should be investigated.” At the same

8 Gill, Bates. China and Nuclear Arms Control: Current Positions and Future Policies. SIPRI, 2010.
9 "Ambassador Fu Cong's Statement on FMCT at the Informal Session of the Conference on Disarmament (R A EEFR X SIEIE

RAEWATEFRA OB AS)." Permanent Mission of The People's Republic of China to The United Nations Office at

Geneva and Other International Organizations in Switzerland, August 11, 2015,
https://www.fmprc.gov.cn/ce/cegv/chn/dbtyw/cjjk_1/hdft_1/t1287803.htm

10 "Some Thoughts on Non-Proliferation Issues: Statement by Sha Zukang, Director General of the Arms Control Department of the
Chinese Ministry of Foreign Affairs, at the Carnegie Symposium in the United States (3% T3 S0 B/ — L B 5A h E NI EREE 12
SEKDEBREEERAETTYS ERAS)." Ministry of Foreign Affairs, November 7, 2000,
https://www.fmprc.gov.cn/web/gjihdg_676201/gjhdgzz_681964/lhg_683480/zyjh_683490/t4757 .shtml.

11 Chevrier, Marie. "The Biological Weapons Convention: The Protocol That Almost Was." Verification Yearbook (2001): 79-97.

12 "China's Arms Control, Disarmament and Non-Proliferation Efforts (R ERIZEE - HZE ST 5125)." Beijing: China State
Council Information Office, September 3, 2005; "Statement by the Chinese Delegation on the Chemical Weapons Convention and
the Biological Weapons Convention at the 66th Session of the First Committee of the General Assembly (FE ¢ & H £ 5566/8 Bt
RK—ZFRT (BILEFRHBLY) ~ (BIEAYMEHSELY) OFHNEHAS)." New York: Ministry of Foreign Affairs, October 17,
2011. https://www.mfa.gov.cn/ce/como//chn/yglz/Idrjh/t869584.htm

13 "Chinese Fm Spokesperson Wang Wenbin: To Find out Whether the Covid-19 Came from a Lab Leak, No One Merits a Proper
Investigation More Than the Us." Beijing: Ministry of Foreign Affairs, August 24, 2021,
https://www.mfa.gov.cn/ce/cgsy//eng/gdxw/t1901397 .htm
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time, China’s diplomatic campaign blaming Washington as the only country opposing the BWC
verification negotiation and advocating to relaunch the negotiation has also grown much stronger."*

At least three considerations may have influenced the evolution of China’s position on BWC
verification. First, China may have genuine concerns about American military biological research.
Rapid breakthroughs in biological technology over the last few decades may have caused China to
worry that the U.S. superior capability in this field could give Washington a unique advantage in
developing secret military capabilities. China’s traditional distrust toward America could have
exacerbated this concern A BWC verification regime might help contain secret U.S. military
capability development to some extent. Second, China’s initial concern about protecting its own
commercial interest might have decreased in light of continued U.S. dominance in international
biological research, leading China to recognize that it would benefit from promoting greater
transparency and technological exchange. This disparity between U.S. and Chinese standings in the
tield of biological research entails that an invasive BWC verification regime would pose a greater
potential threat to U.S. commercial interests than to China’s. In other words, given the persistent
U.S. opposition to negotiating a BWC verification regime to protect American commercial interests
and technological advantage, China’s public support and advocacy of such a negotiation would
strengthen Beijing’s international image. And third, as part of China’s foreign policy, its arms control
policy ultimately seeks to promote the country’s overall foreign policy priorities. When the U.S.-
China strategic rivalry escalated in recent years, it is not surprising that China’s arms control policy—
including its position on BWC verification—was increasingly motivated to target America and to
highlight the “irresponsibility” of the United States.

These examples reveal that instead of displaying a consistent pattern, China’s positions on
verification vary for different international agreements and over different time periods as China’s
perceived interests and foreign policy priorities change. In the FMCT and other cases, as Bates Gill
observes, “the strategic and political factors” “loom larger than the technical and procedural ones.”"
Generally speaking, strategic and political level considerations appear to influence China’s position
on verification more than technical-level factors themselves.

This is particularly the case in the Chinese system where research on verification is under almost
complete monopoly of government agencies, and especially of the nuclear establishment, whose
interest in conducting verification research is determined by the government’s political interest.
There are very few civil society actors or independent research institutes to push for research on
verification technology or policy.

Despite some gradual progress in recent decades, China’s relatively less enthusiastic investment into
verification research, compared with the United States and some other Western countries, may be
partly related to the widespread suspicion within China’s security policy community toward arms
control as a concept and as a practical approach to advance China’s security interests. China’s
suspicious view toward “a world free of nuclear weapons” also means the government doesn’t often
have strong interest in investing in in-depth disarmament verification research.

14 "Chinese Ambassador Calls for Relaunching BWC Verification Protocol Negotiation." Beijing: CGTN, September 9, 2021,
https://news.cgtn.com/news/2021-09-09/China-calls-for-relaunching-BWC-verification-protocol-negotiation-
13g96D1YUOnN6/index.html; "Chinese Delegation's Statement on Biological and Chemical Weapons at the 76th Unga First

Committee (FERKREATE76RHA—ZRTEHBOARMWERLKS)." Ministry of Foreign Affairs, October 22, 2021,
https://www.mfa.gov.cn/ce/ceun//chn/zgylhg/cjyjk/Idyw/t868740.htm
15 Gill, Bates. China and Nuclear Arms Control: Current Positions and Future Policies. SIPRI, 2010.
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3.2. Trust and Verification

A country’s understanding about the relationship between verification and trust influences its
approach toward verification. Many Western countries believe that verification is a useful way to
build confidence and trust through a bottom-up approach: if a country has a proven record in
respecting its arms control obligations, it will gradually win the trust of its partners. This line of
thinking has a growing influence in China, but China’s traditional preference of building trust
through a top-down manner still dominates the mainstream thinking in its strategic community.
When it comes to the issue of verification, this means China still generally believes that trust is an
imperative precondition for cooperative verification. Admittedly, this view is not necessarily unique
in the case of China. Soviet decisionmakers generally shared a similar view,'® as well as some
American strategists.'’

One important example of China’s successful negotiation and implementation of verification
measures is the Agreement on Mutual Reduction of Military Forces in the Border Area signed in
1997 by China, Russia, Kazakhstan, Kyrgyzstan, and Tajikistan. Since its implementation, the five
countries have carried out annual mutual inspections and Chinese reporting on verification activities
under the agreement has been overwhelmingly positive.™ This positive expetience has led to broader
and higher-level cooperation among the five countries and contributed to the establishment of the
Shanghai Cooperation Organization. The success of the agreement seems at first glance to provide
an example of bottom-up trust-building. However, from the Chinese perspective, improved
relations with Russia and Central Asian countries since the dissolution of the Soviet Union provided
the ultimate guarantee that they would agree to the inspection measures and that the implementation
of mutual inspections would be smooth and trouble-free.

By the same token, when it comes to the China-India border dispute, China seems to believe that
the lack of strategic trust prevents the two sides from conducting cooperative operation-level
inspections to verify each other’s compliance with previously agreed-upon commitments. For
example, a former senior Chinese military official commented that the verification of the “line of
actual control” along the disputed border is not going to be feasible as it is “beyond the current
atmosphere of bilateral relations.”"

The Chinese emphasis on strategic trust as a precondition of operational-level verification
cooperation indicates that the relevant countries should first agree on a friendly political relationship
and explicitly declare their joint determination not to treat each other as rivals or adversaries. This
type of strategic trust between Washington and Beijing appears unlikely under current conditions.
The serious ideological confrontation implies that American efforts to uphold its basic values like
human rights and democracy are seen by Beijing as posing the gravest threat to its regime security.
This strategic predicament means there are severe challenges to practice the Chinese model of top-
down trust-building and to increase operation-level verification cooperation.

16 Krass, Allan. Verification: How Much Is Enough. London & Philadelphia: Stockholm International Peace Research Institute;
Taylor & Francis, 1985, p. 161.

17 Krass, Allan. Verification: How Much Is Enough. London & Philadelphia: Stockholm International Peace Research Institute;
Taylor & Francis, 1985, p. 167.

18 Liu, Yintang (#1fR%), Yonglin (EB7k #) Qiu, and Desheng (51&8) Lv. "Disarmament Compliance Inspection on the Border

between China, Kazakhstan, Russia and Tajikistan (RSB IENIEHEBAVELE)." PLA Daily (R ZE1R), September 8,
2018.

19 Zhang, Di (5k38). "India Can't Afford an All-out War with China. What Should We Do? (ElEf BRI EIT ZHHE S HI1ZE
M ?)." The Observer (M22& M), June 15, 2021, https://news.sina.com.cn/c/2021-06-15/doc-ikqciyzi9655685.shtml.
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3.3. Political Distrust in a Closed Information Environment

The lack of strategic trust between the United States and China is made worse by the restricted flow
of information between the two nations. In China’s closed information environment, designed to
systematically promote a national narrative within the society, narrowing the perception gap on
factual issues at the operational level is challenging. Chinese foreign and security policy experts
increasingly interpret the developments of international affairs in light of preexisting distrust shared
across the Chinese society toward the United States. For instance, most Chinese experts appear to
believe that the reported use of chemical weapons by the Syrian government on its own people and
the reported assassination attempt by Russian secret agents on Sergei Skripal in Salisbury and against
opposition leader Alexei Navalny were Western fabrications aimed to demonize the Syrian and
Russian governments. The Chinese interpretations on these factual issues appear to have directly
influenced the Chinese position to challenge the authority and work of the Investigation and
Identification Team of the Organization for the Prohibition of Chemical Weapons (OPCW) when it
comes to investigating chemical weapon use in Sytia and the chemical poisoning in Salisbury.* This
stands in contrast with China’s previous position in the 2000s that “the important role of existing
multilateral verification mechanisms such as ... the OPCW should be strengthened, not weakened
or replaced,”" and indicates a less trusting attitude toward the influence of Western countries on the
OPCW’s work in recent years. China believes that the United States and its allies took contemptible
measures to serve their geopolitical interests by demonizing the Syrian and Russian governments.
This reinforces Chinese experts’ distrust toward the overall integrity, credibility, and strategic intent
of these countries. The experts’ writings and public statements about the fraudulence of the Western
system and Western countries’ misbehaviors in these cases then feed back into the same mainstream
narrative of the Chinese society.

Over time, this self-reinforcing cycle shapes people’s thinking and perspectives in a powerful way.
When it comes to the issue of arms control verification, it significantly reduces the Chinese experts’
interest in engaging with Western initiatives and proposals.

Some Chinese experts also believe that the United States has long politicized the issue of verification
and used verification to promote political goals. For instance, they believe that during the Cold War,
Washington misused arms control verification as a tool to plant its people into the Soviet system and
to “open a door into the Soviet society” for the purpose of promoting “heterization” of the Soviet
system.”” As China’s concern about Western information infiltration and regime change grows, there
may be renewed concerns about the domestic political impact of verification and transparency,
including the risk that international exchanges on verification would provide opportunity for
Western government agencies to “corrupt’” or recruit Chinese military and security personnel. As
China continues to undergo profound domestic changes, the prospect of applying certain
verification concepts such as “societal verification” in China becomes increasingly unlikely.”

20 "Russia, China Fail to Block Chemical Arms Body's New Powers." The Hague: France 24, November 20, 2018,
https://www.france24.com/en/20181120-russia-china-fail-block-chemical-arms-bodys-new-powers

21 "Position Paper Submitted by Chinese Government Experts to the Second Phase of the UN Panel of Government Experts on
Verification (BT E RAKSEZENMBAE XA _ AR ZWIIIIAIH)." Ministry of Foreign Affairs, June 9, 2006,
https://lwww.fmprc.gov.cn/web/wjb_673085/zfxxgk_674865/gknrib/tywj/zcwj/t309230.shtml

22 Liu, Zikui (X]FZ). "Verification and the Eisenhower Administration's Nuclear Test Ban Negotiations_1957-1960 (#%&E5XH=E

R-E 2 2ESER), no. 1 (2021): 57-66.

23 Hinderstein, Corey, Andrew Newman, and Kelsey Hartigan. "Redefining Societal Verification." Washington DC: Nuclear Threat
Initiative, 2014.
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4, TECHNICAL CAPACITY

In addition to issues of political will, China’s position on verification is also influenced by the actual
and perceived asymmetry in capabilities vis-a-vis its main security rivals. This section analyzes how
China’s capabilities—including its military capability and its capability to carry out verification—
affect its thinking on and approach to verification.

4.1. Military Capability Asymmetry

Since the founding of the People’s Republic of China in 1949, the country had long been a relatively
weak military power compared with the superpowers of the time. Recognizing itself as a weak
military power has popularized the belief that secrecy is imperative to protect China’s legitimate
national interests. China’s nuclear weapon program successfully avoided external sabotage before the
detonation of its first nuclear device in 1964 by maintaining a high level of secrecy. Over the past
few decades, Chinese experts have pointed to China’s relatively smaller nuclear arsenal compared to
the United States and Russia as a key reason to maintain secrecy over the size, technological
capability, and deployment status of China’s nuclear arsenal. The wide-spread conviction that
transparency—including transparency resulting from verification—would threaten the survivability
and credibility of China’s nuclear deterrent has been a major obstacle to Beijing’s adoption of a more
open attitude toward verification on nuclear arms control issues. Accordingly, Chinese experts argue
that arms control verification measures are “not conducive to effective performance of China's
nuclear deterrence” and raise “the risk of failure during crisis.”**

Over time, fear of transparency has become part of the bureaucratic culture. New transparency
measures appear very unpopular and unlikely unless some senior officials take exceptional efforts to
push for them within the system. When the pressure for transparency comes from other countries—
which is mostly the case—the concern about the intention of foreign countries and about the
potential security risks becomes even more serious.

The internal classification measures and compartmentalization of the policymaking system appear to
have caused interagency coordination challenges. For instance, Chinese military officials may not
necessarily keep other Chinese officials updated in a timely manner regarding important Chinese
military capability development and policy deliberation. Senior Chinese diplomats had publicly called
for all countries to abandon the dangerous launch-on-warning posture as recently as 2019,” while
the U.S. Department of Defense pointed out in 2021 that “since 2017, the PLARF has conducted
exercises involving eatly warning of a nuclear strike and launch on warning responses.””

The stovepiping of the system could undermine Chinese diplomats’ capacity to promote verification
cooperation internationally.

The rapid growth of China’s military capabilities has gradually reduced some concern about
transparency. China has displayed more transparency about certain aspects of China’s nuclear
capabilities due to the recognition that limited transparency could be leveraged to demonstrate

24 Yang, Zhicheng (1375 5%). "Verification Mechanism Is Not Conducive to China's Nuclear Deterrence (#Z LA F b E#ZE 1S
)." Ordnance Knowledge (£28%01R), no. 7 (2019): 1.

25 "Maintaining Global Strategic Stability, Reducing Risks of Nuclear Conflicts-- Statement by H.E. Mr. Fu Cong, Director-General of
the Department of Arms Control of Mfa at the 16th Piic Beijing Seminar on International Security." Shenzhen: Ministry of Foreign
Affairs, October 16, 2019, https://www.fmprc.gov.cn/mfa_eng/wjdt_665385/zyjh_665391/t1708326.shtml|

26 "Annual Report to Congress: Military and Security Developments Involving the People's Republic of China." Washington DC:
Office of the Secretary of Defense, 2021, p. 93.
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China’s power and enhance its deterrent.”” Nonetheless, the policy of managed transparency must
contend with increased security measures and classification regulations in response to the rise of the
U.S.-China great power rivalry. As demonstrated by the state media publicly dismissing construction
of missile silos as windmills and the foreign ministry denying the reported testing of an orbital
hypersonic weapon system, the government is not yet ready to acknowledge capabilities under
development. It is hard to imagine the country will adopt a more open view about arms control
verification in the foreseeable future.

4.2. Preference for Multilateral Verification Regime

China’s concern about verification posing a threat to its security interests has made China more
interested in participating in multilateral verification regimes and exchanges than bilateral ones.
Bilateral negotiations and agreements are too often susceptible to changes in the political
relationship. Whereas in a multilateral setting, China has more opportunities to mobilize other
countries to agree to or oppose certain verification measures and thus creates more maneuverability
for itself. China sought a super-majority voting procedure for approving challenge inspections
during the CTBT negotiation, reducing the risk that a small number of countries could launch a
challenge inspection in China. For the same reason, international analysts believe that China would
insist on a similar super-majority voting procedure for authorizing challenge inspections in a future
FMCT negotiation.”

In addition to the negotiation of verification regimes in multilateral arms control treaties, China has
participated in some other multilateral verification initiatives, especially those organized by the
United Nations. It contributed to the U.N. group of governmental experts on disarmament
verification and to the International Atomic Energy Agency’s (IAEA) work on researching and
developing tools and methods for safeguards. Its growing experience in engaging on verification
issues in a multilateral setting may make it more comfortable with and capable of pursuing
multilateral verification cooperation in the future. On the other hand, its avoidance of bilateral
verification cooperation reinforces its lack of capacity to engage in future bilateral cooperation.

There is little evidence that China’s preference for multilateral arms control and/or verification
regimes is a result of a principled belief in the inherent and unique value of multilateral institutions
vis-a-vis bilateral ones. In cases where China enjoys obvious capability advantages, it has shown little
opposition to bilateral arrangements. For example, China proposed to Taiwan in 2008 to establish
military confidence-building measures and set up verification measures to ensure compliance.”
According to Chinese experts, initial confidence-building measures would include military
information and intelligence exchange, notification of military activities, and readjustment of China’s
military deployment near the Taiwan Strait. More significant measures were proposed for
subsequent steps. They also proposed specific verification measures such as mutual dispatching of
inspectors and establishment of “eatly warning stations.”” This example demonstrates that China’s
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assessment of its relative military capability is an important factor in China’s attitude on verification
cooperation.

By the same token, China’s attitude toward the use of “national technical means” as a verification
measure may be also influenced by its own capability to utilize national technical means. China had
expressed strong concerns about making national technical means a legitimate verification measure,
including in its official documents and in the CTBT negotiation.” But as China’s own intelligence,
surveillance, and reconnaissance (ISR) capabilities rapidly grow, its attitude may change in the future.

4.3. Verification Research

Based on publicly available information, China has conducted relatively comprehensive technical
research on verification in some areas and less research in other areas. Research on nuclear warhead
certification, disassembly, and the storage and disposal of nuclear components and nuclear materials
is robust. Focus areas include nuclear warhead and component authentication technology,
information barrier technology, disassembly process monitoring technology, and chain-of-custody
technology in storage and transportation.”” The Chinese Academy of Engineering Physics, which is
responsible for designing and maintaining Chinese nuclear weapons, has published a relatively large
number of journal papers, reports, and dissertations on these verification technologies, with
occasional contributions from Tsinghua University, China Institute of Atomic Energy, and
Chongqing University, and others.

These public records show that China has put significant effort into following and reviewing
important technical verification research work conducted by other countries, including in
governmental and nongovernmental institutes. Much of the Chinese research involves critically
reviewing foreign work, making methodological improvements, and applying the methods or
instruments to specific scenarios.” In some cases, their work is reportedly more advanced than
other countries in certain aspects. For example, the Chinese Academy of Engineering Physics’
development in 2011 of a prototype system for attribute certification of highly integrated plutonium
component with information barrier was said to be the most advanced and most practical in the
world at that time.”

In contrast, there is very little public research about other aspects of arms control verification, such
as verification methodologies and procedures for delivery vehicles of nuclear weapons or inspecting
nuclear-related military facilities, like those implemented in the U.S.-Russian bilateral nuclear
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reduction treaties. Among policy experts, there is also little evidence that China has conducted deep
or systematic research on the history of U.S.-Soviet/Russian interactions on arms control
verification or sought to draw lessons from that rich history.

The practical need to carry out international arms control and nonproliferation cooperation at the
policy level is the most important driver of technical-level verification research. China’s verification
research began in the late 1980s, when China started to prepare for serious engagement in various
international arms control negotiations. Driven by the rising policy need, verification research has
rapidly developed since the mid-1990s.” The establishment of the Arms Control Vetification
Technology Experts Group in the late 1990s was another major milestone.” However, the
termination of the U.S.-China Lab-to-Lab exchange program, following the publication of the Cox
Report in 1999, as well as the slowing down in international arms control progress since the eatly
2000s, seem to have reduced the policy motives behind the Chinese verification research.
Verification research has continued to develop and deepen in many areas since then,”” but it does
not appear to have received the same level of priority and government attention as before.
Therefore, although the technical research has become deeper and more nuanced in many cases, it
appears driven more by science and technology and less by a desire to answer clear policy questions.
For example, there is little synthetical research to review existing technological progress and analyze
what additional research may be necessary to achieve established policy objectives.
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5. MEASURES TO PROMOTE EFFECTIVE VERIFICATION
COOPERATION WITH CHINA

The above analysis demonstrates that political will significantly influences China’s attitude on
verification issues. Experts of verification technologies at the Chinese Academy of Engineering
Physics observed that international initiatives to promote verification cooperation, such as the
International Partnership for Nuclear Disarmament Verification (IPNDV), may be useful to
enhance global capacity but won’t contribute directly to progress in arms control or disarmament.
The latter, according to the CAEP, would require political will.”* China’s very flexible, rather than
principled, approach toward verification also indicates the importance of political will. In addition,
the above review of China’s technical-level verification research shows that China does not feel its
technical capacity is a constraining factor in China’s arms control policy. Chinese experts would
ramp up policy-oriented verification research once given clear political directives, as they did in the
1990s.

China’s traditional belief in the top-down approach of trust-building has been an obstacle for arms
control cooperation. But that does not mean its thinking won’t change. Chinese military officials
acknowledged that when China initially participated in the China-Russia-Kazakhstan-Kyrgyzstan-
Tajikistan border disarmament compliance inspections in the late 1990s, “precautionary psychology”
was indeed at play and both sides even carved out some “sensitive areas” from the inspections. But
such concerns waned, and greater trust was forged over time. As inspectors traveled more and more
in each other’s countries, they developed not only interpersonal trust but increasingly favorable
views about each othet’s country.” Similarly, although Chinese negotiators of the CWC treaty
initially had concerns about CWC’s inspection regime, such concerns decreased in subsequent years
as many Chinese entities and companies received regular and smooth onsite inspections.*’ This
example indicates that as Chinese officials gain more experience from practice, they may gradually
become less dismissive of the operational-level engagement and cooperation as a trust-building
measure.

Thus, despite the difficult geopolitical conditions, the United States and other countries should seek
to find concrete areas to start practical cooperation. Bottom-up trust-building will only work if
operational-level engagement gets started soon and is expanded over time. Confidence built during
this process could gradually reduce China’s traditional skepticism toward verification and might lead
to greater willingness in arms control cooperation.

5.1. P5 Verification Capacity-Building

One option to start near-term cooperation is to organize a capacity-building program on arms
control verification as part of the P5 Process. Since 2009, the five nuclear weapons states (P5) have
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been conducting various discussions on issues related to strategic stability, arms control, and
disarmament through a series of regular meetings called the P5 Process. Carrying out verification
capacity-building through this format may be more effective than direct U.S.-China bilateral
engagement, because it would not single China out and would make China more comfortable as a
participant.

Specifically, to encourage additional nuclear weapons states to join substantive nuclear arms control,
the United States and Russia should use their rich experience and expertise in nuclear arms control
verification to help build similar capacity in China, the UK, and France. The central goal of this
effort would be to familiarize experts and officials from the three countries with the verification
regimes that Washington and Moscow have worked out in their decades-long history of bilateral
nuclear arms control cooperation. Washington and Moscow could give detailed introductions about
the methods, technologies, and practical rules and regulations used in their verification regimes, such
as those negotiated in New START and in other previous nuclear arms limitation and reduction
treaties.

Other experts have already suggested that the United States and Russia can invite China to observe
ot participate in New START practice inspections or mock inspections.* This proposal would be
more politically acceptable to China if the UK and France receive the same invitation to jointly
participate. Additionally, training programs or seminar series can be organized for American and
Russian experts to share with their Chinese, British, and French counterparts the detailed history of
how the two rivals managed to gradually establish sophisticated and effective verification regimes to
facilitate their arms control cooperation, despite the existence of profound distrust between the two
sides during the Cold War. In particular, the experience and lessons of how Moscow and
Washington managed to overcome their own concern about intrusive verification measures and
found ways to protect legitimate military secrets would be useful to the other nuclear weapons
states. To make it a two-way discussion, China could also share its successful experiences in carrying
out disarmament compliance inspections in the border area with Russia and some Central Asian
countries.

It would also be useful for the United States and Russia to give detailed introductions about their
national nuclear risk reduction centers. If China or other nuclear weapons states become interested
in engaging in new military confidence-building measures or arms control agreements, they should
also consider setting up similar national nuclear risk reduction centers. Such centers can facilitate
accurate and timely transferring of information, including information necessary for verifying
compliance with arms control commitments or confidence-building measures. The function of a
national nuclear risk reduction center is different from and offers additional value to the existing
military hotlines, like those between the United States and China. Washington and Moscow could
give demonstrations about how their centers work on a daily basis and what measures they have
adopted to address the often-heard concern that the other party could use the centers to deliberately
provide disinformation.*
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5.2. Explore Less Sensitive Modes of Cooperation

The mainstream belief in China is that the type of intrusive onsite inspections in New START are
very unlikely to be acceptable to China.* This belief may account for the lack of detailed Chinese
studies about onsite inspection mechanisms. To overcome China’s concern about military
sensitivity, experts from China, the United States, and other countries can explore the use of new
technologies such as virtual reality and jointly study how onsite inspections work and how to design
onsite inspections in ways that address a country’s specific concerns. As pointed out by international
scholars, experts from different countries can use virtual reality to discuss, negotiate, test, and
develop protocols and procedures for inspectors and host countries.* It can be a very helpful tool
to facilitate collaboration across borders and build common ground without introducing risks to
national secrets. Chinese experts seem interested in such tools,* which may create conditions for
near-term engagement.

In addition to using new technologies to reduce sensitivity, the United States and China can start
verification cooperation in less sensitive areas to gradually build confidence. A multi-year
collaborative research project between Carnegie Endowment for International Peace and the
Shanghai Institute for International Studies revealed the challenges facing the United States and
China if they were to commit to a no cyber-attack on each other’s nuclear weapon command,
control, and communication (C3) systems agreement.** Nonetheless, the two countties can begin
with a less ambitious agreement, such as exploring the technical and political feasibility of an
agreement on no cyber-attack on each other’s civil nuclear facilities, and start practicing information
exchange steps as a way to verify compliance and build confidence. Presumably, the U.S. and China
should have less difficulty agreeing on the scope of civil nuclear facilities that would fall under such
a nonattack commitment. To help verify compliance, they could set up rules and procedures for
voluntary information disclosure of cyber-attacks at their facilities. This disclosure could serve both
as a transparency measure and as a mechanism for joint investigation of cyber-attacks believed to
have come from the other country. Under such conditions, the previously proposed national nuclear
risk reduction centers could play a useful role in sharing time-sensitive information about cyber-
attacks on nuclear facilities. Practical experiences from negotiating and implementing these measures
would help the U.S. and China think more constructively about what confidence-building measures
may be feasible to reduce the concern about deliberate cyber-attack on each other’s nuclear weapons
C3 systems in the future, as well as how to make such measures more verifiable and thus more
operable.

Carnegie scholars James Acton, Thomas Macdonald, and Pranay Vaddi also proposed a China-U.S.
fissile material cutoff and transparency regime to build confidence that neither country will use its
civilian nuclear enrichment and reprocessing facilities to produce fissile materials for weapons
purposes.”’ Their study demonstrates that cooperative transparency and verification measures are
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feasible at relevant civilian nuclear facilities. If China seeks to reassure the United States and the rest
of the international community about the growing concern that China might use such facilities for
military objectives," it can make useful clarification of its intention by considering the proposed
fissile material cutoff and transparency regime.
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Office of the Secretary of Defense, 2021.
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6. CONCLUSION

Despite growing international tensions between China and the West, the United States and other
countries should seek to find concrete areas to start practical cooperation on arms control
verification. As long as arms control talks are stalled, China has limited opportunities to familiarize
itself with arms control verification measures, reinforcing its suspicion and distrust toward
verification. Political will significantly influences China’s attitude on verification issues, and bottom-
up trust-building will only work if operational-level engagement gets started soon and is expanded
over time. As Chinese officials and experts gain more experience from practice, they may gradually
become less dismissive of the operational-level engagement and cooperation as a trust-building
measure. Confidence built during this process could gradually reduce China’s skepticism and might
lead to greater willingness in arms control cooperation.
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