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ABOUT THE GTRI SOFTWARE ASSURANCE BRANCH2

Dynamic Analysis
◦ Intelligent Fuzzing Using Debugging & Instrumentation

◦ Enterprise & Embedded Operating Systems

◦ Virtualized & Bare Metal Analysis

Static Analysis
◦ COTS Tools (Ghidra, IDA Pro, Coverity, …. )

◦ Custom Tools

◦ Symbolic Analysis of  Binaries

Reverse Engineering
◦ Identify and Verify Software Functionality

◦ Perform Grey Box Analysis

◦ Enterprise & Embedded Systems

◦ Identify Vulnerabilities & Demonstrate Exploits
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CURRENT WORK IN CYBERSECURITY3



FUNDING SOURCES4

Funding Sources Include the U.S. Government and Industry

◦ Primarily Department of  Defense

◦ Industry Work Includes eVoting Security Funded by Smartmatic

Collaborations With Sandia National Labs

◦ Collaboration with Sandia Cyber Group on Automated Reverse Engineering

◦ New Collaboration with Sandia Kansas City Campus



RESEARCH NEEDS5

GTRI seeks to “bridge the paper gap.”  We want to take fundamental research from academia and 
bring it to our sponsors to meet their operational needs.  To this end, we welcome collaborations 
from academia wherein academia provides fundamental research and GTRI helps to operationalize 
that research.  Of  primary interest are:

◦ We seek technologies that can help to automate binary analysis.  For example, plugins to Ghidra that can 
make a reverse engineer’s job easier are welcome.

◦ When academia wants to work with the government, we can help.  We understand working with the 
government and have various contracts in place that make this easy.  We can also deal with the security 
requirements of  the government.

◦ It has been a pleasure working with Sandia on cybersecurity problems.  Expanded SNL collaboration is 
welcome.


