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2 I Bots in Social Media

@ Bots are automated users in social media

© Bots are useful to...
° Gain human followers to spread information directly, targeted advertisement

> Trick ranking and recommendation systems by making a topic trending or a
product look popular

> Work as honeypots to recruit for underground organizations
> Compete with campaigns by popularizing negative sentiment
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Bots in Twitter

15% twitter accounts (300+M Users) are

Our Objective: Detect and Understand Bots

Banrisu/

1o oo 30 Jugens X ‘u—hn-n O rgeds @ b an grawes | - ‘l--bv—
—— v Aew Creen Mot gt NAO Soded vl sasen. DOedum HAD DO e - Vet [CPRLT IS et NEO podes voun ansam. porgum nAS PO Ensmrve

J M Hervape T oo S hasag v Sl JeGNE 30 NG
; B WA RINUTIAN, (0 oo Wit

L
W s ™ - LD ARG PURE T R PR PR RN AL RS A e
06 T 00T O CORNT et WAGHLAG 4 SWEIT) 04 € 901 wer LOWNT St AMINIA 4 WEIT)
v - vas.

N ] § S i, W W O et S

B e e
P L o . ba - —— b R e et

®
+
»
£
w
&
T
fe
¢
:

-
= . P > (=] - ¥ 4 P——— - >
Wi " - > ~
@ Vit o e IETWEITY ANS QUOCT] COUNT i1 4 WOR) S0 01 Y w:“f:“:‘ WTTIT] AN QOCET S 14 9T S 01 T -‘:'—:—'o-d:-
S—_
- T — ¥ ——— » S s L Y x
F‘ A= e ORY A b ——
) v - ~ -
B B, Lo - 4 v - S o s o - 7 4 b
- A P I 7 7 R s Pl
— M S —— " ) OROW S — BASN AL Siishavirg S
2 . oA 4000 ey - . o1 o Py
AOve
[o— . -——
2 Peee

- R =
..-l P — | B
Pwece oue o ormen Pweie we o v
ey 1 rg—
B0 o grande wencedkr da s tsends ! 6 voct et el e O L et R0 0 poande veeowr da A Baenas 1 ¢ wcd DMGGe M ey 90
—c-——_-__-—- . P—
- s - - - .

| Research Spotllght Forum



UNM Research in this area

Research Projects

> Text-based analytics - Mining comments on live streams for real-time blocking; Analyze and categorize suspended
accounts

° Simulation - Agent-based models to simulate events in social platforms

> Network sampler — accurate samples of social networks

Capabilities

> Parallel data collector to receive few thousand tweets per second.

o

Over a billion tweets stored in our database collected since 2015.

O

Passtve detection and active exploration techniques.

(@)

On-demand system to detect bots as a service under a set of keywords.

O

Accurately simulate/sample twitter follower-friend network.
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www.debot.info

Debot: Real-Time Bot Detection via Activity Correlation

API Daily Report  On-Demand Detection Downloads Team

Submit Your Request

Your API Key: |ABcdEf4GHI45JKImnopqrS|
Don't have a key? Get one here.

¢ Topic
Criterion: Location
Set of Users
Topics: humanrightsday,iphone 7

(comma seperated list, 20 items maximum)

http://www.cs.unm.edu/~chavoshi/debot/on demand result.php?key=S1GA7SLnmoh51b5n0Qil39YaMQIlzmMkxuc3WalLxnZ&req id=6
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