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Scenario Disclaimer

 The following scenario is fictional and has
been created for the purpose of:

— Providing a “backdrop” to exercise Sandia’s threat-to-
consequence risk analysis framework and tools being

developed under the DOE/OE National SCADA Test
Bed Program; and

— To provide a baseline to demonstrate the need to
identify and characterize potential exploits that can
provide high-consequence impacts to critical
Infrastructures.
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Scenario Assumptions

* By tripping generator breakers, it may be
possible to cause a wide-spread under-
frequency load shedding

» This can only be accomplished if the
system is in stage 2 alert
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What are some of the constraints?

* |Information needs?
— Confirm that the selected generators are on line

— Know the console ID, substation ID and breaker IDs
for each select generators

— Know when to trigger the event
* Must compromise selected organizations to load

and set the operating parameters of the rogue
software?

 Must have the means and resolve to prepare
and validate the rogue software?

* |If any one of these constraints are not met, the
scenario can not be achieved
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Need a development lab?
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Scenario Objectives

* QOverall objective
— Minimize adversary exposure
— Execute attack on date/time or by command

* Results objective

— Trip enough generators to cause under-frequency
load shedding

Time synchronize breaker trips

Select generators to provide sufficient timing margin of
error

— Assume Stage 2 alert
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Consider Potential Attack
Points
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FEP Point-of-Entry

+ FEPs:

— Require no human intervention

— Are an interface between the EMS/SCADA
master and the RTU communication lines

— Contain the points-list that associate breaker IDs
with RTU addresses

— If enabled, performs security functions

« Encryption/decryption authentication/authorization before
messages are sent to the RTU
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Simply Protocol Sniffing is Not Enough

* Not credible to simply listen to traffic between
EMS/SCADA and RTUs

— Breaker points are rarely operated

« Knowledge of how FEPs operate are needed
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Scenario Progression

Situation Assessment

Stage 2 alert ISO operations

A 4

Normal Operations

Transaction sequences and data flows Select-Before-Operate (SBO)

A 4

Enable and Execute Attack

Rogue execution

Post-attack cleanup action
sequence

Load rogue software
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Rogue Software

* When to load?

— At the manufacturer
— Packaged with a new FEP software release

» What will it do?

— Will generate/send breaker trip commands;
— Until repeat-timing parameter expires; and
— May remain resident on the FEP
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Execution Time

* Rogue software is installed when the new FEP
software is brought on-line

— Timing parameters are pre-set in rogue software

* Pre-timing selection was based on information:

— On the web site
« Monitor the total ISO system load

— When Stage 2 alerts are typically reported
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Typical Select Before Operate
SBO) Transaction

PrimaryConsole Selected FEP Selected RTU Selected Breaker
CC_Console FEP RTU GeneratorBreaker

ValidOperat perator

;I CrmonitorStatus

2: updateStatus:=select{substationID, generalorBreakerlD)
==
|

| |
11 select(substationlD, generatorBreakerlp)

-2 confirmisubsitationID, generatorBreakedlD) ffselected
| |

| | |
3: trip(substationID, gerleratorBreakeriD) | |
= | |

| |
1: confirmisubshationID, generatorBreakediD) fitrip
| |

| |
.2: createMessape(feplD, substationlD, geperatorBreakerlD) Hinitiate SB
| |
| | |

| | |
| 4 initiateSBO(congolelD, substationiD, generptorBreakeriD)
==

—————,—m e ]

| |
A tunﬁrm(cunsulell?, substtionID, generaturBrea}(erID)

| |
-2: select{rtulD, substationlD, generatorBreakerlD)
| |
.3: createMessage(rtplD, substationlD, generatorgreakerld) fiselect

|
4.4: updateStatus:=selget{feplD, rulD, substationID, {JreakerlD)
|
A cUnﬂrm(generatorﬁ%reakerlD) iiselect
|

| |
50 trip(rtulD, substatibnlD, generatorbreakerlD) |
| |

| |
.6: createMessage(fiplD, rtuld, substationlD, genefatorbreakerID) fitrip

|
4.7 trip(fipID, rtulD, suhptatinnld, generatorBreakerldy ftrip
-
|
1 conﬂrm(generatoréreakerlD) itrip
4.7.2: updateSlalu5.=trip(gpneraturBreakerlD)

1 7.2.1: changeState ffopen

_IJ?
“repontifeplD, rtulD, su

T
| stationID, generatorBreakerlD) fistate=open
§£.1: report{c) iistate=open

F———

50 .1: report{generatorBreakerID) iistate=open

1.1.1: updateqpgratorDisplay(generator] erlD) open

@

5.1.1.2: monitorStatus{generatgrgreakeriD) open
==}

S S, . S—

b
I ——
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Modified SBO Transaction

P Selected Breaker

GeneratorBreaker

onsole Selected FEP Selected RTU
CC_Console FEP RTU

Rogue SW
emulates
Step 4:
“initiate” SBO

ValidOperat perator

CrmonitorStatus

2: updateStatus::sﬂe}tgsubstatlunlD, genera}urBreakerlD)
i |

| |
2 select(suhstqtlunlD, generaturBreaker@)

cconfirmisubsitationlD, generatorBreakedlD) iiselected
| |

3: trlp(suhstationlD,ﬁge

|
|
|
|
|
| |
D, substationID, geperatorBreakerID) fiinitiate SBpD
|
|
|
|

| | |
| 4 initiateSBO(cnrqulelD, substationID, generfatan:reakerlD)

| |
1: conﬁrm(consolel[p, substtionID, generatorBreakerlD)

| |
: select{ntulD, substationlD, generatorBreakerlD)

| |
: createMessage(rtplD, substationlD, generatorgreakerld) iiselect

4.4 uptiatestatus::selqlct(feplD, rtulD, substationlD, *jreakerlD)

|
1: confirmi{generatorreakeriD) iiselect
|

| |
25 trip(rtulD, substationlD, generatorbreakeriD) |

| |

| |

ccreateMessage(ftplD, rtuld, substationlD, genefatorbreakeriD) fitrip
|
4.7: trip{fiplD, nulD, subptationld, generaturBreakerld} itrip
b |

1: com'lrm(generataré{reakerlD) Jitrip
4.7.2: updatestatus‘:trip(gfmeratorBreakerlD)

i 7.2.1: changeState ffopen

L L] |
| | - |
| | reportifeplD, rtulD, sulstationlD, generatorBreakerlD) fistate=open
| 5.1_:_r,epor1(c) iistate=ope |
| = |

50 .1: report{generatorBreaker|D) /istate=open |
3 |
|

|

|

|

|

|

|

|

|

|

|

|

1

5.1.1.2: monitorStatus{generatgrreakeriD) fistate=open 1.1.1: updateQparatorDisplay(generator ':I‘E'ID) open

b=
I —
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Progression

« Step 4 (previous slide) requires the rogue
software to know:

— consolelD
— substationlID

— generatorBreakerlID (both breaker IDs — two
messages)

* Upon receipt of the initiateSBO messages
— FEP software performs Step 4.1
— Which then triggers steps 4.2 through 4.7

* Rogue software monitors the messages from
the RTU to the FEP

— Verify SBO function is executed correctly
— If so, the breakers have been opened
— If not, it repeats the command

une 24, 2008

15




In Summary

* Rogue code is planted in the FEP software
* |nitiation requires only one command per FEP

initiateSBO(consolelD, substationlD, generatorBreakerlD)
FEP software generates select and trip (operate) messages

RTUs confirm/acknowledge select and trip commands, and send
trip message to selected generator breakers

Generator breakers open breaker & report change of state to RTU
RTU reports breaker “state=open” to FEP

FEP reports breaker “state=open” to control center console
Control center console updates operator display

June 24, 2008 16




Questions?




