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- Goals

- 30,000 foot view of the workshop

- A Holistic Approa%M Rlsk
- Stakeholder Goals from the 2006 Roadmap

* Our risk- mltlgatlon strategy

 The components of risk

- Threat-to-Consequence Risk Analysis
Framework

» Collaborating to Reduce Risk SCADA



Reduce the risk of
major consequence
due to cyber attack

on U.S. critical infrastructure

NSTB = National SCADA Test Bed SCADA



e information needed to

make risk-mitigation

decisions based on a
fictional scenario

In the future
we want to focus on
genuine issues

SCADA



risk questlons

How does it affec
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How does it affect the nation?

he asset owner ?

Sandia’s NSTB Project provides information
that asset owners and the government need
to make informed decisions ...

SCADA
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* We are tackling the job of assessing cyber risk

* We have a national*

* We also need a re
infrastructure

* Today you’ll see what we’re doing and how
you can get involved

* national issues are large and cut across sectors and regions S C_ LA
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» Evaluate the cyber risk spectrum
* Address the greater risks

» Continue until residual risk ' »-ptable

* You should consider

* It’s a big job—and if thaf"s aII you do, you’re only studying risk
* Constant flow of new technology means you’ll never finish
* This is one you hope somebody else will do (it’s a national issue)

* But there are benefits:
* More bang for the cyber-security buck

» Strategies can be more broadly effective

* You can defend your actions: “Our approach provides the greatest
reduction in risk for this level of effort.”

SCADA
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Risk Management:
Holistic Approach’ g

So ... Risk?
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and this workshop

The following risk analysis Rosdman
. “Secure Control Systems |
elements are called for in ateEnergy Sector ,
Roadmap to Secure Control

//,/,/ //v.

Systems in the Energy Sector

* Cyber attack and response simulators

e Balance threat, vulnerability, and
consequence

* Risk assessment tools January 2006
* Vulnerability assessment method

* Framework for prioritizing control
measures

e Business case

e An information-sharing environment SC ARADA




Roadmap elements
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Today we II address each
component

POSSIBLE
THRERTS

RISK
ANALYSIS

SCADA



Framework

POSSIBLE THREHT
THRERTS ANALYSIS

Today we’ll address eacn
component

... and we’ll see how everything
fits together to provide insight

into infrastructure cyber risk
SCADA
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R= TVC

T = Threat = likelihood a threat will attack

/c/

V = Vulnerability = probz ﬂlty a given threat’s attack

///,/ /0,

wmsucceed vVS. a given
vulnerablllty

C = Consequence = defender’s cost due to successful
attack

* It is helpful to consider:

» Effect (part of V): What cyber effects are caused by exploitation?

* Impact (part of C): What happens to the infrastructure itself?
SCADA



POSSIBLE
THRERTS

RISK
/ ANALYSIS
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- { * Possible threaté’;/g;Wﬁo might do us harm?

* Plausible threéig: VWhich ones should | care
about?

Vv
» Effects: What are the cyber effects when the

vulnerability is exploited?

C { * Impact: What's the infrastructure damage?

* Consequence: \What's the societal egst? mymMme
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high-medium-low approach
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EFFEC T & IMPACT

SCADA



How hard is it to achieve the result?

green = less concern
multi-step because the result is

il G harder to achieve
ode

moderate

some
relevant =
attack plan complexit moderate .
D PRy . because the result is
capability maturity tried . \
easier to achieve

An effect with lots of green is hard(er) to achieve, so it’s:
— less likely to work correctly
— less appealing to an adversary

— less likely to be deployed
SCADA



- Without going into detail (we’ll see more later), the
rest of the T-to-C framework is similarly analyzed

* Threat
Vulnerability
Effect
Scenario

Regulation
* ... (other possibilities)

- You’ll see this approach applied over the course
of the workshop, and we’ll present a summary of
overall risk at the end of the day

SCADA



O gadin vaiue 1rom our wor

POSSIBLE
THRERTS

RISK
ANALYSIS

span existing vulnerabilities

°* New threats, vulnerabilities, and scenarios can be
compared with these to find out how much risk they
represent

* For issues that represent substantial risk:
* Further analysis with more complex tools (as you’ll see today)

SCADA

* Mitigation analysis and implementation






- We welcome collaboration with utilities

> We Invite:
* Individual owner-operato
- Ad-hoc groupsw,,/.,.ﬁe'r-operators
* Sector assomah&ﬁs and boards
* Industry assomatlons

« Government

* We have a national focus, but smaller
stakeholders may exemplify national issues

SCADA



* POC: Bob Pollock . 0
* rdpollo@sandia.gov Que5tlons B

* (505) 844-4442 T
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* We have experience and mechanisms that
allow us to work with both governmental

and private industries.

* Where there’s a will, we’ll find a way

SCADA



