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Abstract

This chapter provides examples of infrastructure dependencies and representative dependency indicators developed in the course of creating models of infrastructures for disruption analyses.   Infrastructures are a complex set of interconnected, interdependent systems of systems on which the nation, commerce, industry and individuals depend. Indicators provide a starting point for describing and evaluating infrastructures and their effects on each other, populations and commerce. Indicators do not provide historical or situational context, although they can be designed to account for long-term dynamics.  The dynamics of infrastructure dependencies and interdependencies are due to variable supply and demand conditions occurring due to diurnal, seasonal variations as well as changes in physical infrastructure or the management of operations. Examples of widely used indicators developed for individual infrastructures and sectors are provided along with new indicators based on models of dynamic dependencies.

Interdependencies are created by multiple dependencies between two or more infrastructures. Hence, dependencies are the fundamental building block of interdependencies and models of these interconnected, interdependent systems. This chapter provides an overview of the state of the art in identifying infrastructure dependencies and analyzing their importance with respect to infrastructure protection measures.  

Scientific Overview
Infrastructures evolved with society and technology.  Infrastructure dependency analysis for homeland security applications is a relatively new field of study encouraged in the United States by the National Research Council [1], endorsed and funded by the federal government [2]. Funding over the last six to ten years, primarily by government agencies, produced new interdisciplinary programs and centers at universities (e.g., Department of Homeland Security Centers of Excellence at Michigan State University, University of Southern California, John Hopkins University, University of Minnesota, Texas A&M University and the University of Maryland; the Critical Infrastructure Modeling and Assessment Program at the Virginia Tech Center for Energy and the Global Environment); new analysis centers at national laboratories (e.g., National Infrastructure Simulation and Analysis Center at Sandia and Los Alamos National Laboratories, Infrastructure Assurance Center at Argonne National Laboratory); and private research organizations. Each of these research and analysis centers is focused on improving our understanding of infrastructures, how they interact and influence one another, the over all well being of the populations they serve and the economies they support.  Since this is a new area of study, there are relatively few publications devoted to the broad field of infrastructures.  Two journals, Journal of Infrastructure Systems published by the American Society of Civil Engineers (since 1984) and International Journal on Critical Infrastructures published by Inderscience (since 2004) focus on new contributions to infrastructure  design, protection and management.  The literature for this field is just developing.
Rinaldi, Peerenboom and Kelly [3] provide a useful classification system for infrastructures; defined by four major categories of interdependencies: geographical, physical, logical and cyber. Since interdependencies imply multiple, interrelated dependencies between two or more elements, dependencies are the more fundamental relationship. Dependencies can be classified using the same categories as interdependencies, or in this case, with cyber dependencies as a sub-set of physical dependencies. The fundamental indicators of dependencies can also be classified as geographical, physical and logical. In the following sections, examples of work in the area of infrastructure dependency identification and analysis are provided, along with areas for improvement. 
Geographical Dependency Indicators 
The easiest dependencies to identify are geographical dependencies, when elements of multiple infrastructures are close enough to be damaged by the same event. The only complication in identifying these dependencies is in defining the events of concern, including the location or potential locations, and obtaining locations for all of the nearby infrastructure elements to identify which are within the potential damage zone.   For many events, the infrastructure elements must be in very close proximity for geographical dependencies to exist.  When infrastructures use a common right-of-way such as a dam, bridge, tunnel or sewer pipeline, catastrophic accidents or failures at those locations can disrupt multiple infrastructures at the same time.  The presence of multiple infrastructures in a single location (co-location) is the indicator of geographic dependency for isolated incidents (e.g., tanker truck accident and explosion which leads to the collapse of a bridge). As we understand the potential threats, the vulnerability of infrastructure elements to each of those threats and the likelihood of the threat at any location, we can develop risk-based indicators of dependencies.   

Large, damaging events such as hurricanes create geographical dependencies across multiple infrastructures, populations, industries and commercial sectors due to damage and injuries caused by high winds and flooding. The map in Figure 1 depicts the relative risk (by county) posed by hurricane strikes. A risk indicator was calculated by multiplying a likelihood factor by a consequence factor. The likelihood factor is a combination of the probability of hurricane occurrence and probability of damage to infrastructure.  An estimate of the probability of a hurricane impacting a county is based on the historic frequency of hurricanes. The probability of damage to infrastructures within each county was estimated using a wind damage contour for each historical hurricane path based upon its intensity. A consequence factor was developed as a function of the population living in each county. 

Risk indicator = population[1000s] * hurricane frequency * damaging-wind frequency 

The result is a geographical distribution of the risk of direct damage due to hurricanes.  

Similar indicators exist for other natural threats such as seismic activity, flooding, landslides and wild fire. The U.S. Geological Survey publishes seismic hazard maps which can be used in conjunction with fragility curves for specific engineered structures to estimate the risk of damage due to ground motion. The Federal Emergency Management Agency provides maps of flood, fire, geologic and other hazards in the United States. 

More refined indicators can be developed to represent the risk to specific infrastructures or assets, the duration of the expected disruption, or the total consequences.  These refinements would be the first step toward developing indicators of the risk due to propagating effects created by physical and logical dependencies. 
Physical Dependency Indicators

Physical dependencies are created when two or more systems are physically connected and one is dependant on the other to function.  Interdependencies are created if there are mutual dependencies or the state of their interaction influences the state of another infrastructure.  Connectedness is the basic physical dependency indicator.  If a compressor station for a natural gas pipeline is connected to the electric power distribution system, that compressor is likely electric powered.  However, it does not indicate if electric power is the primary or only energy source for the compressor, nor how the loss of power at that compressor station influences the flow of gas in the pipeline.  Connectedness only indicates the potential for dependency. 
Even simple indicators like connectedness may be difficult to verify on a large scale, because many forms of connection can not be easily observed (underground utilities), alternative sources may exist (e.g., backup electric power generation capabilities, fuels in onsite storage, water storage system) and utility data are generally proprietary.  In some cases surrogate information exists, such as economic supply and demand data, allowing inference of physical or logical connections. Developing more refined indicators of physical dependencies requires knowledge of the operational impacts of infrastructure input disruptions.  
The most connected infrastructures, the ones that create the greatest number of dependencies are energy (includes electric power; coal; natural gas; nuclear fuels; and petroleum, oils and lubricants (POL)), communications (includes telecommunications, information systems, broadcast), transportation (includes water, rail, pipeline, road and air transportation systems) and banking and finance (includes federal and commercial banking systems, insurance, commodity markets and other financial institutions) [4, 5, 6]. An indicator of system robustness is the overall connectivity of the network. Abstract models of power networks with different topologies indicate the greater the overall connectivity, the more robust the network [6]. This implies that while the connected systems are more dependent on each other, that dependency comes with a benefit if it leads to greater connectivity. The connectivity within each of these systems and with other infrastructures depends on which systems and locations are evaluated. The road system in the U.S. is one of the most highly connected networks, yet it has zones of low connectivity at the edges and in isolated portions of the network. In models of banking transactions, the topology and behaviors are required to estimate system robustness [7]
A general understanding of specific infrastructure processes allows us to develop dependency models and begin the process of refining dependency indicators to include the dynamics of the problem. Only a few of the physical dependencies for energy, telecommunications and transportation, and indicators of those dependencies, are provided here.
Electric Power Dependencies

Electric power generation and system control are the processes creating dependencies for the electric power infrastructure.  Hydro-electric generation is dependant on the sufficient supply of water and environmental conditions that allow the release of water.  Other types of generation are dependant on water for cooling, specific fuels (coal, natural gas, nuclear, refined products (e.g., diesel, jet fuel)), regulatory limits on emissions and the transportation of fuels from the production region to the generator facility.  Indicators of dependencies between electric power generation in a particular location (or region) and fuel production in another location (or region) are developed based on the type of generator(s) and connectivity of the generator to the production region via feasible transportation system(s) for the fuel or fuels. 

Transport feasibility requires an economically viable route and mode. In this case, connectivity occurs via the transportation network, making electric power generation dependant on transportation and fuel production. If the generator is connected to multiple fuel production locations (or regions) the dependency on a specific fuel source or specific transportation route is reduced.  Figure 2 shows the natural gas pipelines (transportation) and electric power generation plants in the Midwest, focusing on Illinois.  The region is able to import natural gas from Canada and the Central and Southeast regions of the United States.   Even more crucial, is the fact that natural gas generation is not the primary source of power in this area.  Coal-fired generation and nuclear power plants provide most of the power in Illinois [8].  

The dependency of a specific facility or region on a specific electric power generator is a little more difficult to quantify than a geographical dependency because of all the things that influence the steady supply of electric power.  First, it must be determined if the generator has or could have a substantial impact on the electric power supply in the region of concern.  In order to understand the influence of a single generator, knowledge about the state of the system is required.  The best indicator is the ratio of the plant’s generation capacity to the region’s reserve margin (the expected amount of available capacity that is greater than the expected peak demand). The reserve margin is an indicator of the state of the electric power system within a specific region, reflecting the likelihood that the region is self-sufficient, can export power to other regions, or will be dependant on power imports from other regions.  The indicator for specific generators provides an estimate of how close the system would be to moving from one state to another (e.g., self sufficient to power importer) if that particular generator is taken offline.  Peak demand is used to provide a bounding case, since the regional demand for electric power varies diurnally and seasonally.   The indicator has to be updated as peak demand and aggregate generation capacity change over time as changes in population, behaviors and technology alter power demands and as generation capacity is built or taken offline (for repairs or permanently retired).
Electric power transmission and distribution system operations are highly automated, human-in-the-loop, remote control systems.  Control systems are dependant on reliable communications and data.  The power outage in the northeastern United States in August of 2003 was due in part to un-reliable and missing information [9]. 
Communication Dependencies 
Communications systems can change state very quickly due to a wide variety of reasons, tied to both logical and physical dependencies.  Within the telecommunications system there are a large number of indicators system operators monitor to anticipate conditions that may lead to sudden, prolonged high call volume that creates network congestion and call blocking.  It is not clear that the telecommunication operations indicators will be of use for the power operation systems, because power operations systems utilize multiple communication systems that are not part of the public telecommunications network. The difference between data system dependencies and other physical dependencies is that data systems are vulnerable to more threats, such as denial of service attacks or malicious software programs (sent from remote sites, using information or wireless communication networks), or electromagnetic disturbances. 

The best indicator of dependency on specific communication assets is geographical, a local service areas called LATAs.  Maps of Local Access and Transport Areas (LATAs) publicly available are relatively well known. They used to correspond to the region for an area code, but some have multiple area codes. 

The impact of telecommunication disruptions on the operation of other infrastructures requires more evaluation, but may depend on whether or not the systems have sufficient volumes critical inputs.  Just-in-time management of inventories creates systems that are less robust to supply disruptions [6].
Transportation Dependencies 
Transportation systems are dependent upon the physical transportation networks (pipelines, roads, rail and waterways), fuels for the combustion engines that power the transport (natural gas or electric power for pipeline compressors; diesel for trucks, tankers and barges; jet fuel for airplanes), specialized labor (commercial drivers, pilots, longshoremen, engineers, and airline pilots) and communication systems for logistics. Given the ubiquity and connectedness of most of the transportation networks anything more than delay in transportation is unlikely for any of the modes, with a few exceptions at the edges and in sparsely populated regions of the networks. Multiple transportation modes mean demand can shift to another mode.  Whether or not that shift occurs depends on the economics of the shift relative to the cost of the delay.
Fuel supplies are also difficult to disrupt on a large scale because there are significant amounts of fuel of all types distributed around the country in storage systems.  Price may be the best indicator of fuel supply, or at least the perceived risks of short supply, and transportation costs.  Local fuel shortages can occur when perceived shortages in supply or concern about the reliability of supply lead to hoarding (a logical dependency).  
Logical Dependency Indicators
Logical dependencies, when one infrastructure influences another without being physically connected, are due to human decisions and actions.  The state of, or perceived risks in, one infrastructure  could influence behaviors/operations in another infrastructure due to loss of confidence in supply; through competition for labor or market share; or due to shifts to alternate inputs as a result of price or regulatory changes.

Economic relationships represent logical dependencies.  Input-Output models, based sales and production data compiled by government agencies, provide indicators of long-term equilibrium conditions between sectors of the economy. They are often used to evaluate the net economic impact of the decline or loss of output in one sector on the other sectors and country or region as a whole. They indicate logical dependencies for a specific period of time, but do not account for production limitations, the ability to offset disruptions through withdrawals from storage or other adaptations. Without physical connections, logical dependencies can change very suddenly, creating uncertainty and significant instability in supply that ripples through the connected systems. Inventory or production oscillations can be caused by unexpected time delays in receiving shipments or orders [9].
Labor is a logical dependency for all infrastructures. Local labor shortages and have occurred during renegotiation of union contracts due to labor walkouts and/or lockouts. Labor has been impacted on a broader scale by large military deployments (World War II and the call for women to enter the manufacturing workforce to offset labor shortages) and pandemics. Infrastructures have continued to function through all those situations because of adaptive behaviors.

Change in demand due to price (demand elasticity) is an indicator of the logical response that moderates the impacts supply disruptions. Demand elasticity for infrastructure services may be a function of the capability to switch to an alternative supply, implementation of conservation measures or delaying purchases or production.

Unless a situation has historical precedent, it is difficult to develop proven indicators for this class of dependency.  If the event has historical precedent, the reactions may be vastly different given knowledge of the previous event or events. And, if the disruption caused severe enough problems, effective protective measures may have been put in place.   It is not clear that system dynamics models of logical dependencies are predictive but they provide a better indicator of possible outcomes because they are able to represent all types of dependencies in a single, functioning, representation of the complex system. Figure 3 shows the structure of the dependencies in a model developed to evaluate the dynamic dependencies between beef, dairy and corn production. The beef-dairy-corn dynamics model was developed, as part of the National Infrastructure Interdependency Model in the Critical Infrastructure Protection Decision Support System (CIPDSS) by Sandia, Los Alamos and Argonne National Laboratories for the Department of Homeland Security Office of Science and Technology, to evaluate the impacts of disease outbreak in the beef cattle industry. The interactions between the three sectors shown in Figure 3 illustrate some of the new, logical dependencies developing between agriculture and energy. 
Recently, concern over crude oil prices and supply led to increased use of corn for ethanol production [10], which has increased the price of corn for animal feed.  This is causing a switched to cheaper, soy-based feeds by livestock industry.  Soy and corn are grown in the same fields (a geographical dependency); high prices for corn reduced the amount of soy grown (a logical dependency) [11].  Short supplies increase soy prices, putting increased pressure on the livestock industry.  Beef prices increase.  The result being, the prices of all commodities depending on fuels or transportation, physically and logically, increase.   The only way to anticipate all these changes is to understand the dependencies and dynamics of this system. Simple indicators do not provide that kind of insight. 
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Figures and legends
Figure 1. Geographical dependency indicator: relative risk to infrastructure by county due to hurricane; based on frequency of occurrence, category of hurricane and population density (Risk indicator developed by the National Infrastructure Simulation and Analysis Center in 2006 for prioritizing off-season hurricane planning scenarios and analyses). 
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Figure 2

Figure 2. Natural gas pipelines (greater than or equal to 10 inches in diameter) and natural gas fired generation in the Midwest US, illustrates connectivity to multiple supply regions (based on 2005 data from Platts (power plants) and Penwell (on-shore pipelines)).
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Figure 3
Figure 3. Model structure of dynamic dependencies between livestock, corn and dairy production showing the logical dependencies between production sectors, created through the price of feed, influencing the characteristics of each production cycle. 
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