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Meeting the Border Challenge

Issue

The figures underscore the magnitude of the border 
challenge: every year, nearly 500 million people, 5.7 
million cargo containers, 2.5 million rail cars, 125 
million vehicles, and 16 million trucks cross thousands 
of miles of U.S. maritime, air, and land borders. 

Ideally, security measures would foster this immense flow 
of legitimate traffic and commerce while preventing illegal 
entry of people and materials. Further, the border protection 
system would be designed to defend hundreds of official 
air, sea, and land ports of entry (POE), thousands of miles 
of unprotected border (non-POE), and even locations far 
beyond our borders where threats may originate. 

Solution

Sandia National Laboratories is proud to be among the 
numerous organizations working to secure our vast and 
diverse system of borders. Long responsible for helping 
ensure security of the nuclear stockpile, Sandia applies 
more than 50 years of relevant engineering and analysis 
experience to help elucidate the complexities of the border 
challenge and develop efficient and effective solutions. 
We’ve contributed at every point in the border system, as 
highlighted by the examples below. 

Protecting Our Borders Outward 

Ensuring that materials never approach our borders is a key 
element of border security. To this end, Sandia has been 
active in cooperative threat reduction programs, such as 
the National Nuclear Security Administration’s (NNSA’s) 
Materials Protection, Control, and Accounting Program to 
improve the security of Russian Federation fissile material 
and nuclear warheads. We’re also involved in the Department 
of Energy/NNSA Second Line of Defense program to 
prevent nuclear smuggling across the borders of participating 
countries. In addition, Sandia played a key role in Megaports, 
a federal program that evaluates the vulnerability of foreign 
seaports to illegal nuclear material shipments and deploys 
detection equipment to screen U.S.-bound cargo.

Further, Sandia helps build understanding of the 
international border system. For example, at the request of 
the Domestic Nuclear Detection Office (DNDO), Sandia 
developed high-level architecture options for detecting 
radiological and nuclear material in land, sea, and air 
cargo—throughout the entire transportation supply chain. 

Securing U.S. Ports of Entry

Sandia’s numerous contributions to protect our nation’s 
POE system are typified by our work for Operation 
Safe Commerce—a federal program that explored 
business processes and technology solutions for 
protecting commercial shipments from terrorism, illegal 
immigration, and contraband. Managing the program 
for the Ports of Long Beach and Los Angeles, Sandia 
analyzed specific trade lanes for vulnerabilities, identified 
security improvements throughout the supply chain, 
and field tested and recommended potential solutions.

Sandia also headed the maritime work of the Counter-
measures Test Bed (CMBT) program, run by the 
Department of Homeland Security to test and evaluate 
radiation detectors, including Sandia’s Sensor for 
Measurement and Analysis of Radiation Transients  
(SMART) detection system. Tests were performed in 
actual traffic at working shipping facilities to understand 
how systems would operate in the real world, as well as in 
controlled test beds, to evaluate performance in all kinds of 
weather. Ongoing work is testing advanced spectroscopic 
portals developed by commercial companies. 

In addition, Sandia dedicated three years of internally funded 
research to create a suite of simulation tools for evaluating 
different security options at land, sea, and air POE. Findings 
help border officials evaluate technical and economic tradeoffs 
when selecting and implementing security measures.

Sandia was selected to manage all three phases of Operation Safe Commerce for the 

Ports of Los Angeles and Long Beach. 
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