What is Surety’)

— Surety is a level of confidence that a system will operate exactly
as planned under both expected and unexpected circumstances.

Surety Attributes:
Reliability in normal environments
Our critical national defense systems and infrastructures can operate without failures.
Safety of people and surroundings in abnormal environments
Our assets can better withstand natural disasters.
Security and Use Contr ol in malevolent environments

Our forces can anticipate and mitigate attacks on Americans.

Palomares 1964 P Thule 1968

The increased state of readiness throughout the early stages of the Cold War led to a number of aircraft crashes
involving nuclear weapons, including those at Palomares, Spain, and Thule Air Force Base, Greenland. Early safety
designs worked as intended. But analysis of these crashes reinforced the need for rigorous, systemic approaches
to surety—reliability, safety, security and use control. Developing these approaches and putting them into use in
a fail-safe way has been a major part of Sandia National Laboratories’ mission since our beginning. If the harness-
ing of nuclear energy was potentially the technological achievement of the 20th Century, then the further devel-
opment and maturity of surety—which has prevented accidental nuclear detonations—will be one of the techno-

logical triumphs of the 21st Century.

(F) Sania Maional Labratosies



2

SURETY SCIENCE AND BENGINEERING:

So that things are sure to work

Until the advent of nuclear weapons and other high-con-
sequence systems, we were satisfied to understand why

and how things worked. We used science and engineering

to turn matter and energy into structures, machines, and : ! ﬁm__’;r/

products useful to people.

We were satisfied that human ingenuity turned scientific

* Human
knowledge and engineering process “A” into useful inno- e Accide
vation “B.” ts Of )

Beginning with the invention of nuclear weapons

during the Manhattan Project, we entered a new era of
high-consequence management. We built the first nuclear
reactors and separation plants to produce

plutonium and enrich uranium. We realized that there are
a limited number of ways for a system to operate as
intended, but there are many more ways for it to fail and
produce unintended consequences, some of which can be

catastrophic.

To prevent catastrophes, we had to go further and

thoroughly understand why and how things fail, even ¢ Al I Oth er SCien ce La\

if the failure mode was too unlikely to consider from a tra- "q_f" . AI I Oth er En g | I

ditional engineering approach. \9)\ ° A” Other Re:
e

Thus was born Surety Science and Engineering. o ~
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OUR INCREASINGLY COMPLEX WORLD
DEMANDS SURETY

Sandia’s surety culture is a result of its
primary mission in national defense

Even though the two nuclear superpowers have agreed to shrink their arsenals, the threat

posed by nuclear, chemical, and biological weapons remains. Regional instabilities, territorial

. ambitions, the spread of advanced military technologies, and the risk that nuclear materials
f ﬁ‘ could fall into hostile hands present continued threats to the United States.
- Sandia is the Department of Energy facility responsible for systems engineering of nuclear
@\ weapons and for system-level stewardship of the U.S. nuclear arsenal, with particular
|ntent ey emphasis on surety. Sandia’s 50-year history in developing and applying surety
ents principles has provided the nation with a nuclear weapons program that has
Natu re f"r never experienced the unthinkable—an accidental nuclear detonation.

-

Many public and private institutions contribute to the surety of the
nation. In many cases, partnerships manage system-level surety. For
example, the Department of Defense is accountable for the surety of
complete weapons systems and the DOE is responsible for the surety

of the nuclear warheads. Los Alamos and Lawrence Livermore nation-
al laboratories are accountable for the nuclear explosives. Sandia is
accountable for the surety of the electronic, mechanical, and aerody-
namic subsystems and the stockpile infrastructure. Surety science and

engineering originated from Sandia’s experience with nuclear weapons

and derivative applications.

The very same surety science and engineering principles are being used to
WS (?I‘ Events \I{) address national problems in reliability, safety, and security. This systemic
neerin g 'f-.. approach incorporates modeling and simulation, testing and evaluation, risk
Su ItS <? ,..-r management, reliability development, and physical security, and can also

safeguard Americans in the way we live and work, and as we move into the

(’ﬂ’ [~ .lr ' progressively complex future.
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OWERFUL NEW DISCIPLINE

» LEVEL Il
Proactive human
intervention

LEVEL |
Works sufficiently as expected

IDESETSING LS EGHENEELS

Over the past 50 years, Sandia has studied and advanced surety solutions for the high-consequence prob-

lems associated with a spectrum of national and international systems.

The benefits of surety are straightforward. But achieving surety relies on all the sciences—physical, chemical,

and biological—as well as mathematics, engineering, and human and societal studies.

Sandia’s rigorous, systemic approach defines four levels of surety. Higher-consequence risks require higher levels

of surety.




LEVEL IV
Laws of nature
and mathematics

LEVEL IlI
Positive measures from
science and engineering

The first level of surety is adequate for most manufactured goods and predictable
events in the everyday world. It relies on machines, humans, and systems working as
expected. Warranties, insurance, or simple replacement are sufficient when things

fail.

The second level relies on highly trained, proactive human intervention. Commercial
air travel and most military operations belong in this second level. In these cases,

well-trained professionals adapt to changing circumstances to provide surety.

However, the limited ability of people to interpret new experiences with old

and inappropriate expectations can be disastrous. The third level uses positive mea-
sures from science and engineering to provide greater assurance that systems operate
as planned or fail gracefully. The automated passive or active cooling systems in a
nuclear reactor illustrate this level of surety, as do the surety systems built into older

nuclear weapons.

The fourth level of surety uses—to the extent possible—only the laws of nature and
mathematics to assure safety and reliability, preclude unintended consequences, and
continually move toward the goal of absolute surety. Modern nuclear weapons use this
level of surety. As the already old nuclear stockpile grows even older, this level of

surety is continuously tested and refined at Sandia.

The four levels are only the beginning. Within each level, principles, approaches,
and tactics guide designers. Sandia has systematized all these elements into a pow-
erful new surety strategy that is akin to quality control but surpasses it in breadth,

depth, and scope.

Everyday surety—a systemic approach

The dif ference between systemic and systematic approaches is subtle, but essential to understanding

the broad scope of surety .

Systematic—an attribute of the scientific method—implies a thorough, ordered approach to a
problem or set of problems. A systematic approach is as broad as the scope of the problem(s)—it

covers all the bases in a logical, defined sequence.

Systemic goes beyond systematic to encompass not just all the bases, but the entire ballpark,
and the impact of the ballpark on the city beyond. Literally, systemic means “of the whole body”’—
whether that body is an engineered system or an international political effort to achieve

nuclear nonproliferation.
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NUCLEAR WEAPONS SURETY HAS LLED TO THE
DEVELOPMENT OF NUMEROUS T ECHNOLOGIES
THAT BENEFIT AMERICANS

Surety already has paid a substantial dividend

Surety is an evolving discipline. Like quality, it was first perceived to cost money. But we soon learned that quality pre-

vented some previously hidden costs. Now we realize that quality pays. We will take the same path from “surety costs”

to “surety pays.”

What are the dividends of our nuclear weapons surety heritage? The Cold War was won without an accidental nuclear
detonation anywhere. Now we are working with the Former Soviet Union (FSU) to make the world a safer place by

increasing the surety of nuclear materials.

Many technological advances come directly from our weapons surety program. Nuclear weapons needs, for exam-
ple, drove the control of particulate contamination in manufacturing. The result—clean rooms—enabled a $960-billion

worldwide electronics industry and revolutionized surgery and pharmaceutical processes.

Detection and sensing technologies led to new medical instruments, crime-fighting systems, explosives detection for air-
ports, airbags, and chemical and environmental analysis tools. Energy from radioisotopes has facilitated the explo-

ration of our solar system and beyond.

Sandia’s work in developing parachutes for weapon delivery enabled better airbags for cars and an inexpensive, reli -
able landing system for the Mars Pathfinder.



The Surety Advances of the Future
Will Bring Competitive Advances
To Our Nation

Sharing surety practices, technologies, and strategies will help stimulate new advances that help our nation. It also
will spread out the cost among those developing the advances. America’s critical infrastructures will be more robust
because surety showed us how to analyze complex, interconnected systems. The surety of weapons in the enduring

stockpile will be continually enhanced to assure a credible, safe, and secure deterrent.

Modern approaches to managing nuclear weapons rely on advanced computer modeling and simulation to predict per-
formance and assess the aging and deterioration of weapon components. These techniques are leading to revolu-
tions in engineering and manufacturing. Modeling and simulation promise more cost-effective surety, shorter

design-to-manufacture cycles, and better quality and competitiveness.

Application codes and problem-solving software enable industry to tackle previously insurmountable problems.
Radiation-hardened electronics are essential to the communications satellites and space vehicles that have changed
our everyday lives and our understanding of the universe. Sandia’s patented advances in locating failures in microelec-
tronics are widely used throughout industry to significantly reduce the time needed to fix problems. They are also
being used to assess the vulnerability of smart cards—credit cards that contain embedded chips. These partnerships
enhance our ability to achieve significant savings by applying methods used by industry to critical national security

applications.

A new, cost-effective forensic device originally developed

to reveal tampering with nuclear materiais also reveals
organic evidence at crime scenes.



BUILDING IN SURETY

Sandia has continuously increased the level of surety in nuclear weapons. Modern safety systems rely, to the extent
possible, only upon first principles of science to assure that the laws of nature must be violated before nuclear

weapons safety is compromised. This is the highest level of surety.

The Accelerated Strategic Computing Initiative, a DOE program designed to develop the computing capabilities need-
ed to maintain the nuclear stockpile without actual testing, enables existing and new concepts and designs to be mod-

eled and tested more exhaustively than ever before. The study of failure modes in

commercial devices used in the weapons program has led to greatly improved
reliability across the spectrum of electronic systems. Studies on aging of
materials have had a broad impact from the molecular to the macro-

scopic in many applications.

A Modern Surety Example

A collaboration between Sandia and the University of
California at Berkeley has produced a complete iner-
tial guidance system smaller than a paperclip.
During the last four decades, researchers
have reduced these systems from the size
of a suitcase to a soda can to a chip,
and added orders of magnitude
of functionality. The
computer chips can be
made thousands at a time at
greatly reduced cost. They appear
to be impervious to traditional counter-
measures. In weapons, these intelligent microma-
chines can be used as optical switches, mechanical locks,

and smart sensors. Their minuscule size allows many devices Inertial guidance system, mag -

to be incorporated into the space occupied by a single older device nified more than 13 times

and allows modern
weapons to become self-assessing, which will reduce the costs of
maintaining their surety. These micromachines hold a larger promise—the second

silicon revolution of integrated, intelligent, microelectronic, and micromechanical machines.
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Fundamental Design Principles
Our surety approach has derived fundamental principles to design

surety into systems. For nuclear weapons, these identify critical sure-

ty components and ensure they are isolated from a hazardous envi-

ronment. We design these components to be fail-safe based upon fundamental laws of physics. They operate

only upon receipt of signals that are not replicated in nature.

Materials Sciences

Because materials science is so important for a thorough understanding of weapons surety, Sandia has
conducted the largest materials sciences research program within the national lab system. Improved
materials and an understanding of how materials fail are critical to the surety of weapons. Many of

these materials are now used in industry.

Independent Assessment
A culture of continual, independent assessment drives Sandia and its partners to apply surety principles as our
systems age, and to seek technological advancements that will improve surety. This culture is essential to maintain-

ing the highest level of surety.




Condition Assessment

Condition assessment is an essential element in providing reliability assessments for our nuclear weapons.
Maintaining confidence in the nuclear stockpile means creating new techniques and methods to assess the state of
materials, components, and systems in normal, abnormal, and malevolent circumstances. Self-assessing weapons are
possible today, and the same techniques could be applied to other high-consequence systems, such as aircraft.
Measuring events that create millions of degrees of heat in only billionths of a second is a challenge that Sandia has
met time and again with unique capabilities in testing, surveillance, quality, and telemetry. This understanding is
essential for surety. Experiments such as these validate and improve the computer modeling and simulation codes

used to ensure the safety, security, and reliability of the nuclear stockpile.

Emergency Management
No system can be completely safe and reliable forever. Understanding how things fail, planning responses, and then
practicing the responses are essential to maintaining surety. To manage the first high-consequence
system, the nuclear weapons program pioneered many of the principles and techniques of
modern emergency management. The program developed concepts such as coordinated
emergency operations, comprehensive information collection and management, risk
and consequence analysis, accurate and pertinent decision-support systems, ways to

alert and inform the public, and how to plan and conduct training exercises.




FIFTY YEARS OF SURETY EXPERIENCE PROVIDES
THE FOUNDATION FOR PROTECTING OUR
CRITICAL INFRASTRUCTURES

Nuclear weapons surety involves many complex and interdependent infrastructures. Surety ensures that America safely
produces nuclear materials, transports weapons, manages and guards nuclear facilities, assesses vulnerabilities of communica-
tions and control networks, and trains response teams. The surety of these systems serves as a foundation for protecting all

of our nation’s infrastructures.

The U.S. infrastructure is a complex system of interconnected elements whose continued operation is vital to the securi-

ty and well-being of the country.
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Infrastructures are: j

Power systems; oil and gas pipelines; water supplies; air traffic control; banking and financial ser-
vices; telephone systems; computer networks; bridges; buildings; highways and railways; water -
ways; mass transit; and police, fire, and medical services.

Fifteen years ago, these infrastructures—which are generally operated by the private sector
and regulated by government—were separate and distinct. Now, many are linked or con -
trolled by vast computer networks, increasing America’s productivity, but also making us much

more vulnerable to disruption.
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There is no question that our infrastructures are more vulnerable than ever. The President’s Commission on Critical

Infrastructure Protection reported that the capability to do harm, particularly through information networks, is real-it is
growing at an alarming rate—and we have little defense against it. “Today, the right command sent over a network to a
power generating station’s control computer could be just as effective as a backpack full of explosives, and the perpetrator

would be harder to identify and apprehend,” the Commission stated.

That damaging command, or others like it sent to a communications, banking, transportation, or emergency response
network, could cause a cascade of failures, crippling the economy of a region or the entire nation and weakening our

national security. It could be done with a personal computer connected to the Internet. It could happen by mistake.

Or, as in the case of the massive power outage in Auckland, New Zealand, it could result from the cascading failure of

poorly maintained power cables.

Could it happen elsewhere? It already has!

* In August 1996, power cables in the Northwest sagged into tree limbs and plunged most of the West, from Canada
to Mexico and from California to Nebraska, into darkness for several hours. When power was restored, some
telecommunications systems were only two hours from exhausting their reserve power supplies and shutting down.

e In January 1998, a devastating ice storm in the Northeast left much of New York, New England, and southern
Quebec without power, in some cases for more than three weeks. The losses for Canada alone were $1.6 billion.

¢ In May 1998, a single failed communications satellite disabled 90 percent of the pagers in our country, as well as ATMs,
credit card systems, and TV and radio networks throughout the world. This failure affected physicians, law enforcement

officials, and many others dependent upon instant communications.

Cascading failures due to accidents, mistakes, events of nature,
or attacks are a near and present danger.



SURETY SOLUTIONS FOR PROTECTING
OUR NATION'S INFRASTRUCTURES

Waiting for disaster is a dangerous strategy. Now is the time to act to protect our future.”
—President’s Commission on Critical Infrastructure Protection

Sandia’s capabilities to protect the nation’s infrastructure stem from our historical mission to protect the nuclear stockpile. The
nuclear weapons program shows that complex, high-consequence systems do not have to fail. Modeling interdependencies,
analyzing the consequences of thousands of scenarios, finding the indications and warning signs of impending failures, produc-
ing roadmaps to design and build systems with built-in surety, using Vital Issues Processes to gain consensus, information sure-
ty, highly secure supervisory control and data acquisition systems—these are all surety approaches developed over the past 50

years.

Modeling Interdependencies

The interdependencies among infrastructures create vulnerabilities that are different and potentially more damaging than
those of individual infrastructures. We need to understand and manage these interdependencies to minimize the impact
of deliberate disruptions, human error, system complexity, or natural disasters. Although there are many individual infra-

structure models, there are no models of the complex interdependencies.

At Sandia we are developing computer-simulation tools that can predict and analyze how our critical infrastructures
respond to unexpected disturbances. These simulations, coupled with Sandia’s large-scale computing resources, identify
the requirements for subsequent responses, remediation, and prevention. These capabilities could assist in the develop-

ment of a national indications and warning system.
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Indications and Warning System
The DoD Defense Science Board has stated that an adversary could mount a structured attack against the U.S. infra-
structure disguised as a series of unstructured, random events that appear to be the uncoordinated work

of hackers.

The United States is currently without an indications and warning system for attacks against its infrastructure. Sandia has
developed many pattern recognition techniques for real-time target detection using ground, air, and space platforms.

These techniques, along with new simulations, provide unique capabilities against cyber attacks.

Sandia manages several international programs in nonproliferation and cooperative monitoring where secure data shar-
ing is required. These DOE-funded programs provide one technical basis for designing an indication and warning system for

the U.S. infrastructure.
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Consequence Based Analysis
Definition of specific, quantifiable threats to the U.S. infrastructure has been elusive. This has made it difficult to identify

critical nodes and design protective measures and has limited industry’s participation and investment.

Consequence Based Analysis, developed by Sandia, identifies consequences to be avoided along with the cost of protec-
tion options. It identifies critical nodes, fundamental causes of failures, threat scenarios, and specific failure modes. These
results may be extended through economic modeling to prioritize protection options, help identify roles and responsibil-

ities, and assist with investment decisions.

TN
ot |

Roadmapping

Roadmaps are strategic plans to develop and introduce technologies and policies that will maximize the

benefits of a system.

Sandia has coordinated the efforts of stakeholders to create strategies for the protection of vulnerable
infrastructure assets. A master U.S. Infrastructure Assurance Strategic Roadmap integrates six infrastructure areas:
electric power, state and local emergency services, finance and banking, telecommunications, oil and gas, and trans-

portation.

() Sorcin et Latoratovies
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Vital Issues Processes

In an increasingly interconnected world, the failure of infrastructures in other nations and regions can impact
our national security, economy, and environment. Vital Issues Processes are real-time exercises for decision-mak-
ers that provide solutions in managing indigenous and transnational issues about infrastructures. The first step in
these efforts has been the convening of several Vital Issues Panels to identify needs and requirements from in-coun-
try stakeholders. The Vital Issues Panels and other discussions have ascertained that there is a need for timely,

worldwide access to relevant information, expertise, and technology related to infrastructure management.

Information Surety
Information technology drives our infrastructures. This reliance creates new vulnerabilities that an adversary could

exploit at low cost, remotely, and with deniability.

Information surety is the balancing of integrity, privacy, and availability of information. Beginning with use con-
trol of nuclear weapons, Sandia has a long history of developing information systems that have a high degree of
surety. Our surety experience applies directly to other modern information systems. In information surety under

abnormal circumstances, integrity (safety) includes both accuracy and authenticity. Privacy denotes the informa-
tion security concerns of industry, government, and individuals. Use control translates to the availability of infor-

mation.

16 .




High Surety SCADA Systems
Supervisory Control and Data Acquisition (SCADA) systems provide remote moni-
toring and control of many critical infrastructures. Disruption of a SCADA network
can destabilize the underlying infrastructure and its connected and neighboring
infrastructures. Both cyber and physical threats are real and growing concerns.
Sandia is developing high surety SCADA systems that:

¢ Report the infrastructure state with confidence

* Measure the entire infrastructure

¢ Are robust in their communication and timely and optimal in their control

¢ Are confident in the accurate delivery of that control

¢ Provide these services under adverse conditions

() Sorcin et Latoratovies
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RISK ASSESSMENT AND MANAGEMENT, SAFETY
OF NUCLEAR REACTORS, AND AGING SYSTEMS

Sandia’s “bang-and-splat” era—smashing a jet fighter into a concrete barrier or a 120-ton locomotive into a truck carrying
a container meant for hazardous waste—was spectacular. These tests provided the data to verify the predictions of com -

puter programs in use today.

Sandia’s development of risk management techniques began decades ago during safety studies for nuclear weapons. We
extended those techniques greatly when we developed methods for probabilistic risk assessment and applied them to

studies of nuclear reactor safety.

We combine studies of component and system reliability, human reliability, and uncertainty analyses to perform inte-

grated risk assessments.

W;ﬁ-@tﬂd structural integrity, severe acadents selsmlc rellablllty, missile impacts, equipment operability, fire : < i

||'|:: ..--'_

tﬁ.afe assessmg the 20-&@%@" ]jfs.* nsi dtor a@g{ it rédmg ’;he lnstrumentatlon and control to incr
"f':”.ﬁw i A SRl :



Nuclear Waste

For more than 20 years, Sandia has
played a key role in managing the
nation’s radioactive waste, including
its packaging and transportation.
Now Sandia also applies expertise in
computer analysis and modeling, in
laboratory and field testing, and in
the analysis and integration of

extremely complex systems.

Robotic expertise originated in part to handle nuclear waste.

Making Aging Aircraft Safer
Our commercial airliners remain in service longer than originally
envisioned. This life extension increases the importance of technologies for
inspection and repair to keep the highest level of safety. Sandia’s expertise
in the areas of materials sciences, stewardship of an aging weapons
stockpile, and extending the life of nuclear reactors directly applies to the
problems of aging aircraft. Improved testing techniques such as ultra-
sound, eddy current, and thermal imaging can spot defects faster, earlier,
and more reliably. New materials, such as bonded composite doublers,

make aircraft repairs faster and sturdier.

Aging Cables

__'i:3e£:ause of the need to predict the long-term reliability of
'.p:éj'lyrhers in weapons, Sandia has developed expertise in the

effecis of radiation on the aging of cables, a subject that is of
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PHYSICAL SECURITY AND SURETY
THROUGH FIGHTING CRIME AND...

Sandia is the DOFE’s lead laboratory for physical security. In the early 1970s, the DOE directed Sandia to address the
potential theft of nuclear materials that are transported between DOE facilities. We developed technical capabilities in secu-
rity modeling and systems analysis; security equipment and components; and security systems engineering, integration,
and implementation. Today we provide innovative and cost-effective solutions that protect nuclear and other vital assets.
We have adapted our techniques with federal agencies to enhance the security of our citizens and mitigate crime, fraud,
and theft. Our strategies are to:
¢ Understand, develop, and predict the threat spectrum of the adversary
¢ Determine the consequence of an adversarial act and develop a spectrum

of scenarios and responses
e Model facilities, security systems, and other factors
e Evaluate security systems through an assortment of tools
¢ Simulate environments and conditions so that many situations can be

addressed without having to

perform actual tests




MAKING OUR SCHOOLS SAFE

Sandia has partnered with Belen High
School in New Mexico to develop school
surety. The effort has resulted in impres - |

sive declines in violence, theft, and
drug and alcohol use. The school
reported a 90-percent decrease in van -
dalism and theft, 75 percent fewer
fights on campus, and 95 percent fewer
false fire alarms, among other
improvements. Sandia now heads a
new national center of expertise for
school-security technologies and
approaches.
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Countering Crime and Ter rorism
Many of the technologies that Sandia has developed for its physical security role are helping police departments and
law enforcement agencies combat crime and terrorism. The National Institute of Justice has designated Sandia a satellite

facility to act as liaison with local governments.

A “smart” gun will fire only in the hand of its owner.

An explosives detection portal detects infinitesimal
amounts of explosives residues. Developed by Sandia for
the Federal Aviation Administration for airport use, it

is a descendant of the explosives detection technology
developed to protect DOE facilities.




A technology for disabling bombs
without setting them off is being used
by an increasing number of police
departments and emergency respon -
ders.

“I would like to recognize

two New Mexicans, who work at
the Sandia National Laboratories in

Albuquerque, who have not been

properly recognized. Chris Cherry
and Rod Owenby ... at considerable
risk to themselves, helped to lead to

the capture and
conviction of Theodore Kaczynski
and put an end to his deadly
attacks.”

—President Clinton

Snaring the Unabomber

When authorities captured the Unabomber, they discovered a completed mail bomb in his cabin. Sandians

Chris Cherry and Rod Owenby not only disabled the bomb, but dismantled it intact, for use as evidence.
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When Things Fail: Investigating
Tragedies

Sandia’s surety expertise is often called upon
to discover why and how tragedies occurred,

such as the 1989 turret blast on the U.S.S.

lowa and the 1996 explosion of TWA Flight
800.

Sandia scientists applied their materials char-
acterization and explosives expertise in the
reinvestigation of the U.S.S. lowa explosion

and determined that there were other proba-

ble explanations for the cause of the explo-

sion. Similarly, Sandia’s expertise in recon-

structing complex system events led investi-

gators to believe the likelihood that the TWA
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Making Buildings Safer and More Secur e

Flight 800 explosion was caused by ignition

sources in the center wing tank.

In the Architectural SuretySM program, Sandia’s surety expertise is making a contribution to structural reliability, safety,
and security. Computer simulations and the testing of materials and scale models help predict the effects of natural dis-
asters, weathering, aging, and explosions on physical structures and their mechanical components and systems. This
capability provides a basis for managing risk and making design improvements, such as eliminating single points of

failure, increasing structural strength, and using window glazing treatments that minimize injury to occupants.

A graduate course in Architectural Surety has been taught in cooperation with the University of New Mexico’s Civil

Engineering Department, and other universities are developing partnerships with Sandia to offer

courses in Architectural Surety.
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Air Transportation Oversight System
Surety principles are making the safest air transportation system in the
world even safer. The Flight Standards Service of the Federal Aviation
Administration has embraced surety principles as the basis of the next-
generation Air Transportation Oversight System. Surety principles, includ-

ing improved data quality and appropriate information management,

offer enhanced aviation safety for the American public.




SURETY IN SOFTWARE AND HARDWARE

Every decade, the size and complexity of our software systems increase by an order of magnitude. But our ability to
certify that these systems will function correctly under all conditions badly trails this growth. The traditional approach
of coding, testing, and fixing is simply not acceptable. Consequently, software is not used in any safety-critical
aspect of weapons. Because high-integrity software will be very valuable in the stewardship of the future stockpile,

Sandia is conducting research on how to improve the way people build software.

Specifically, Sandia is researching knowledge capture, formal methods for creating correct-by-design software, and

self-adaptive methods for high-integrity software.

The Ariane 5 missile system cost $8 billion to develop and it exploded 36 seconds
into its flight. The explosion was the result of a software error that contributed to
erroneous attitude-control commands that exceeded the structural integrity of the
missile.

“The cold, digital domain of silicon-based technology is drawing inspiration from
an unlikely source: the living, breathing realm of nature.”
—Wall Street Journal, January 16, 1996

High-Integrity Software

(Left) Improved specifications (knowledge capture) through visualization of functional concepts—
Specify the RIGHT THING

(Mid) Automated system creation that is verifiably correct based on precise mathematical methods—
Construct the THING RIGHT

(Right) Systems Immunology™: methods for real-time fault detection and management—
The THING may fail, so predict, anticipate, and adapt




Surety at the Bay Area Rapid Transit system:
With Sandia’s help, weapons surety principles in the
areas of command, control, and use control are being
used to:

* Improve capacity and service

® Reduce maximum power capacity

* Increase safety

* Suppress noise

Reliability and Vulnerability of Electronics and Microsystems
Revolutionary advances in electronics technologies require revolutionary advances in reliability technologies. Sandia
is working to move from testing and screening-in reliability to building-in reliability. Sandia has a four-part program
in science-based reliability engineering:

e |dentify the failure modes

¢ Determine predictive models of the failure modes

¢ Develop model-based reliability engineering tools

¢ Implement new reliability paradigms

A single microscopic defect among the tens of millions of microscopic transistors and wires can cause a device to fail.
This is the ultimate needle-in-a-haystack problem. Sandia has developed a suite of patented techniques that dramatically
reduce the time to locate failures in complex microdevices. This has led to reductions in the time it takes to resolve

problems that arise in design, manufacturing, or field use of devices.

Microdevices are vulnerable to malevolent attack. Sandia has
an active program to assess the vulnerability of electronic
devices and to devise methods to mitigate the effects of

attacks.

In conjunction with the University of New Mexico, Sandia
offers nationally televised, graduate-level courses in electron-

ics reliability, failure analysis, and testing.




NUCLEAR MATERIALS MANAGEMENT

In an era in which the United States and Russia each have declared a surplus of 50 tons of weapons-grade
plutonium, it is frightening to realize that a small amount of this material could be used to fuel a nuclear

detonation or cause widespread radioactive contamination.

Effectively managing the world’s nuclear materials is a complex task. These materials exist in a variety of forms from
irradiated reactor fuel to weapons-grade material. The materials are used for both military and nonmilitary purposes in
all regions of the globe and, between production and disposition, can follow widely diverse paths. The system for
managing these materials must keep them safe and secure and must assure that they are used appropriately at all
points along their varied paths, thus protecting them from theft or diversion and, where appropriate, providing for

openness and international accountability.

Working in conjunction with partners from government agencies, peers from other laboratories, and their counterparts
in other countries, Sandia scientists and engineers have improved the protection of nuclear materials worldwide and
have developed systems to facilitate increased international scrutiny. The security and material accountability at more
than 50 nuclear material sites in the Former Soviet Union (FSU) have been upgraded. In addition, the relationships
we have built with FSU scientists have provided the basis for development of commercial opportunities for former

weapons scientists and engineers. As a direct result, Sandia’s activities are helping to integrate the FSU technical infra-

structure into the worldwide scientific and industrial community.




The Remote Monitoring System developed at Sandia
simultaneously keeps tabs on nuclear depots at Russia’s
Kurchatov Institute and the United States’ Argonne

bines photographic survelllance, intrusion alarms,
motion detectors, and protective seals that are easily
checked on a computer network.

Sandia has been designing and building
instruments for satellites since the early 1960s. The
latest is an R&D satellite that

will demonstrate and evaluate advanced
multi-spectral and thermal imaging

for nonproliferation applications.

Representatives of 30 countries get a close-up look at technologies used to protect stored
nuclear materials. Examples are microwave sensors, cameras, and protective barriers.
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PARTNERSHIPS WILL PROVIDE SURETY SOLUTIONS
TO THE CHALLENGES AND THREATS
OF THE 2IST CENTURY

Sandia’s surety strategy is transcending its Cold War origins through partnerships with federal agencies, DOE, private
industry, and universities to help manage 21st Century challenges with a new level of confidence.
Surety benefits include:
e Safe, secure, and reliable energy
* Reliable infrastructures
e Managing the increasing complexity of interdependent systems
¢ Countering
— physical and cyber terrorism
— chemical or biological weapons
—crime
e Safe and secure schools
e Solutions for
— aviation safety and security
— aging infrastructure
— an aging nuclear stockpile
¢ No accidental nuclear detonations

¢ A credible deterrent

“Because so many key components of our society are operated by the private sector,
we must create a genuine public-private partnership to protect America in the 21st century.”
—President Clinton
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