
Infrastructure for Nondestructive Real-time 
Fingerprinting of Integrated Circuits 

!"#$%"&%'&"&()*+%,-./-"(&*"0.-"+.-1&.,2-"+2$&01&!"#$%"&3.-,.-"+%.#4&

"&5.67822$&9"-+%#&3.(,"#14&:.-&+82&;#%+2$&!+"+2'&<2,"-+(2#+&

.:&=#2-/1>'&?"+%.#"*&?)6*2"-&!26)-%+1&@$(%#%'+-"+%.#&)#$2-&6.#+-"6+&&

<=A@3BCADC@5EFBBBG&&!@?<HBBDAFIBIJ

Problem

Approach

Results (cont.)

!! !!!!"#!$%&!$%'&&!()$&*+',&-!+#!(+./0$&'!)$$)(1-!,2&3$,4&2!56!7&6&'-8!9:;<=!
! 9>!?3)2@&'$&3$!A,-(B+-0'&>!
! C>!D&3&$')$,+3->
! E>!F05@&'-,+3->
! ! ! G!!F05@&'-,+3!,-!$%&!.+-$!2)3*&'+0-!)32!2,#4(0B$!$+!2&)B!H,$%!I5&()0-&!%)'2!$+!2&$&($!,#!2+3&!H&BBJKL>
! ! ! G!F05@&'-,+3!-&/)')$&-!M)$,+3!F$)$&!N2@&'-)',&-!#'+.!B&--&'!)2@&'-)',&-LL>

!! !!!!N!OP'0-$&2!Q+032'6R!.)6!/'+20(&!%,*%B6!$'0-$H+'$%6!(+./+3&3$-8!50$!$%&-&!()3!-$,BB!5&!-05-$,$0$&2!H,$%!-05@&'$&2!
(+./+3&3$-!B)$&'!,3!$%&!B,#&!(6(B&8!03B&--!-+.&!.&$%+2!+#!/+-,$,@&B6!'&(+*3,S,3*!$%&!$'0-$H+'$%6!(+./+3&3$-!,-!&./B+6&2>

!! !!!!P%&!.&$%+2-!032&'!2&@&B+/.&3$!,3!$%,-!TAUA!H,BB!/'+@,2&!)!#+032)$,+3!#+'!,./B&.&3$,3*!3&H!/'+$&($,+3!.&)-0'&-!#+'!
%)'2H)'&!I)32!#+'!-+#$H)'&!'033,3*!+3!-0(%!%)'2H)'&K!$%)$!&3)5B&-!2&$&($,+3!I)32!2&$&''&3(&K!)*),3-$!?V!(+./+3&3$!-05-$,$0"
$,+38!H%,(%!,./'+@&-!$%&!$'0-$H+'$%,3&--!+#!&@&3!H,2&B6!2&/B+6&2!%)'2H)'&>

Physical Unclonable Functions (PUFs)

Fuzzy Extractors with Error Correcting Code (ECC)

List infrastructure

Significance

!! !!!!P%&!3)$,+3!-$)$&!)2@&'-)'6!,-!03,W0&B6!()/)5B&!+#!-05@&'-,+3!+#!.,('+&B&($'+3,(-!,3!$%&!('&)$,+3!/+'$,+3!+#!
$%&!B,#&!(6(B&!)32!&X$')($,+3!,3!$%&!2&/B+6.&3$!/+'$,+3!+#!$%&!B,#&!(6(B&>

!! !!!!OP'0-$&2!Q+032'6R!/'+(&--,3*!+#!.,('+&B&($'+3,(-!/'+$&($-!)*),3-$!-05@&'-,+3!20',3*!$%&!#)5',()$,+3!/%)-&!
#$!%!&'#()*+!B,#&!(6(B&>!Y+H&@&'8!20',3*!$%&!2&/B+6.&3$!/%)-&!+#!)!/'+20($!B,#&!(6(B&8!(+./+3&3$!)0$%&3"
$,(,$6!()3!5&!2,#4(0B$!$+!2&$&'.,3&>

!! !!!!F+.&!2&/B+6&2!-6-$&.-!'&B6!+3!/%6-,()B!/'+$&($,+3-!$+!.),3$),3!$'0-$H+'$%,3&-->!N3!)B$&'3)$,@&!$+!/%6-,"
()B!/'+$&($,+3-!,-!$+!&./B+6!'+50-$B6!)0$%&3$,()$&2!%)'2H)'&>!D%6-,()B!Z3(B+3)5B&!Q03($,+3-!IDZQ-K!()3!5&!
B&@&')*&2!#+'!'+50-$!)0$%&3$,()$,+3!$+!%)'2&3!-6-$&.-!)*),3-$!-05-$,$0$,+3!+#!(+03$&'#&,$!(+./+3&3$->!DZQ-!
)'&!2&',@&2!#'+.!')32+.!/%6-,()B!(%)')($&',-$,(-!+#!$%&!-6-$&.!#'+.!H%,(%!$%&6!)'&!-+0'(&28!H%,(%!.)1&-!
)!DZQ!+0$/0$!2,#4(0B$!$+!/'&2,($>!P%&!')32+.!DZQ!+0$/0$!()3!-05-&W0&3$B6!5&!0-&2!$+!&-$)5B,-%!)!03,W0&!
O43*&'/',3$R!#+'!)0$%&3$,()$,+3>

!! !!!![ &!3+$&!$%)$!(+./+3&3$!-05-$,$0$,+3!()3!5&!.+$,@)$&2!56!$%&!2&-,'&!$+!-05@&'$!$%&!,3$&32&2!#03($,+3!+#!$%&!
$)'*&$&2!(+./+3&3$!I$%&!*+)B!+#!)!3)$,+3G-$)$&!)2@&'-)'6K8!+'!56!43)3(,)B!*),3!I$%&!*+)B!+#!)!(+..&'(,)B!
(+03$&'#&,$&'K>!U+50-$!)0$%&3$,()$,+3!/'+$&($-!)*),3-$!5+$%>

!! !!!!P%,-!/'+\&($!-&&1-!$+!)0*.&3$!$%&!$'0-$H+'$%,3&--!+#!2&/B+6&2!,3#+'.)$,+3!/'+(&--,3*!-6-$&.-!56!)2@)3(,3*!
$%&!-$)$&!+#!$%&!)'$!#+'!)0$%&3$,()$,+3!+#!.,('+&B&($'+3,(-!(+./+3&3$-!$+!/'+$&($!)*),3-$!-05-$,$0$,+3!+#!!
(+03$&'#&,$!(+./+3&3$->

!! !!!!"0'!*+)B!,-!$+!( %)')($&',S&!$%&!,3#')-$'0($0'&!'&W0,'&2!$+!#0BB6!B&@&')*&!DZQ-!$&(%3+B+*6>!N3!)$$')($,@&!
$&-$!5&2!#+'!DZQ-!,./B&.&3$)$,+3!,-!(+..&'(,)BB6!)@),B)5B&!QD]N->!QD]N-!)BB+H!,3-&'$,+3!+#!0-&'G
2&43&2!B+*,(!,3$+!)!-6-$&.!H,$%+0$!'&W0,',3*!(0-$+.8!B+3*!B&)2!$,.&!)//B,()$,+3!-/&(,4(!,3$&*')$&2!
(,'(0,$-!INF?V-K>!Q+'!$%&-&!'&)-+3-8!QD]N-!)'&!H,2&B6!2&/B+6&2!,3!(+..&'(,)B!)32!.,B,$)'6!-6-$&.->!
^&()0-&!QD]N-!)'&!H,2&B6!2&/B+6&28!,./'+@,3*!$%&,'!$'0-$H+'$%,3&--!)*),3-$!(+03$&'#&,$!,3-&'$,+3!%)-!
$%&!/+$&3$,)B!$+!5&3&4$!)!5'+)2!-/&($'0.!+#!&32!0-&'->!

!! !!!![ &!%)@&!&32&)@+'&2!$+!
! 9>!!(+3-,2&'!+/&3!B,$&')$0'&!DZQ-!)32!$%&,'!,3/0$-!)32!+0$/0$-8!)32!2,-(+@&'!DZQ!2)$)!%)32B,3*!!

(+3@&3$,+3-!,#!)36!&X,-$8!
! C>!!#+'.0B)$&!-$')$&*,&-!#+'!)K!,./B&.&3$,3*!DZQ-!,3$+!QD]N-!)32!+$%&'!,3$&*')$&2!(,'(0,$-8!)32!5K!!

%)32B,3*!DZQG5)-&2!2)$)8!
! E>!,./B&.&3$!$%&!/'+/+-)B!+3!)3!QD]NG5)-&2!-6-$&.!#+'!/'++#G+#G/',3(,/B&>

!! !!!!NB$%+0*%!+0'!2&.+3-$')$,+3!@&%,(B&!,-!$%&!QD]N8!H&!)--&'$!$%)$!$%&!'&-0B$!+#!+0'!&##+'$!H,BB!/'+@&!
0-&#0B!$+!)0$%&3$,()$,3*!NF?V->

!! !!!!DZQG5)-&2!)0$%&3$,()$,+3!'&B,&-!+3!*&3&')$,+3!+#!)!-&('&$8!'&/'+20(,5B&8!')32+.!5,$!-$'&).>!Q0SS6!
&X$')($+'!)B*+',$%.-!()3!5&!0-&2!$+!&X$')($!-0(%!)!5,$!-$'&).!#'+.!)!DZQ!+0$/0$!,3!)!.)33&'!$%)$!)( "
(+..+2)$&-!,''&/'+20(,5B&!3+,-&!,3!$%&!DZQ!+0$/0$>!?3!.)$%&.)$,()B!$&'.-8!#0SS6!&X$')($,+3!H,$%!
&''+'!(+''&($,+3!,-!2&-(',5&2!)-!#+BB+H-8!H%&'&!1&6!*&3&')$,+3!(+33+$&-!)3!,3,$,)B,S)$,+3!+#!$%&!DZQ!
+0$/0$!)#$&'!)!4'-$!.&)-0'&.&3$!)32!1&6!'&(+3-$'0($,+3!(+33+$&- !)3!)0$%&3$,()$,+3!)#$&'!-05-&W0&3$!
.&)-0'&.&3$->

!! !!!!Q+'!)0$%&3$,()$,+38!DZQ-!,./B&.&3$)$,+3!'&-0B$-!,3!)!03,W0&!DZQ!+0$/0$!$%)$!,-!$,&2!$+!)!-/&(,4(!?V>!
N3!?V!.)30#)($0'&'!H,BB!.),3$),3!$%,-!)--+(,)$,+3!,3!)!B,-$>!P%&!,3$&*',$6!+#!$%,-!?VGDZQ!)--+(,)$,+3!
H,BB!2&$&'.,3&!$%&!'+50-$3&--!+#!$%&!)0$%&3$,()$,+38!-+!$%&!,3$&*',$6!+#!$%&!B,-$!,3#')-$'0($0'&!5&(+.&-!
(',$,()BB6!,./+'$)3$>!

!! !!!!P+!&@+B@&!B,-$!,3#')-$'0($0'&8!H&!%)@&!2&@&B+/&2!)32!)3)B6S&2!&#4(,&3$!/'+$&($,+3!.&(%)3,-.-!$+!2&"
$&($!)32!/'&@&3$=

! ! G!!?3-&'$,+3!+#!5+*0-!)0$%&3$,()$,+3!,3#+'.)$,+3!,3$+!$%&!B,-$!*&3&')$&2!)32!.),3$),3&2!56!)!$'0-$&2!
/)'$6>

! ! G!!DB)65)(1_.)-W0&')2&!+#!)!/'&'&(+'2&2!+'!.)B,(,+0-B6!#)5',()$&2!'&-/+3-&!,3$&32&2!$+!-/++#!$%&!
/'+/&'!)0$%&3$,()$,+3!+#!)3!?V>

! ! G!![ &!%)@&!)3)B6S&2!.6',)2!B,-$!,3#')-$'0($0'&!,./B&.&3$)$,+3-!)32!2+(0.&3$&2!/+$&3$,)B!@0B3&')5,B,"
$,&-!)--+(,)$&2!H,$%!&)(%!,./B&.&3$)$,+3>

!! !!!![ &!%)@&!/'+$+$6/&2!QD]NG5)-&2!DZQ-8!#0SS6!&X$')($+'-!H,$%!&''+'!(+''&($,+38!)32!/05B,(!1&6!,3#')"
-$'0($0'&!$+!)((+./B,-%!$%&!/'+$&($,+3!.&)-0'&-!#+'!'+50-$!?V!)0$%&3$,()$,+3>

!! !!!![ &!)'&!5&*,33,3*!$+!)3)B6S&!$%&!'&W0,'&2!,3$')G2&@,(&!-$)5,B,$68!,3$&'G2&@,(&!')32+.3&--8!)32!/'+$&("
$,+3-!)*),3-$!5+*0-!B,-$!,3-&'$,+3!)32!/B)65)(1!$+!)(%,&@&!'+50-$!?V!)0$%&3$,()$,+3>

!! !!!!?./B&.&3$)$,+3!+#!#0SS6!&X$')($+'-!H,$%!`VV!-%+H-!$%)$!$%&!-&B&($,+3!+#!`VV!,-!(',$,()B>!P%&!*+)B!#+'!
`VV-!,-!$+!#+'(&!,3$')G2&@,(&!@)',)$,+3!$+!<a!IB+H!5,$!&''+'!/'+5)5,B,$6!H,$%,3!)!2&@,(&K8!H%,B&!.),3"
$),3,3*!*++2!,3$&'G2&@,(&!@)',)$,+3!I$+!&-$)5B,-%!03,W0&!,2&3$,4()$,+3!).+3*!2&@,(&-K>!

!! !!!!P%&!/B+$!5&B+H!-%+H-!,3$')G2&@,(&!5,$!&''+'!/'+5)5,B,$6!)-!)!#03($,+3!+#!$%&!30.5&'!+#!-+0'(&!5,$-!
3&&2&2!$+!*&3&')$&!9b9!+0$/0$!5,$-!#+'!)--+'$&2!`VV!(+3()$&3)$,+3!-(%&.&->

! G!!V+./)'&2!$+!-,3*B&!/)--!`VV8!`VV!(+3()$&3)$,+3!,./'+ @&-!+0$/0$!5,$!&''+'!/'+5)5,B,$6!)$!)!*,@&3!
30.5&'!+#!-+0'(&!5,$-!56!.)36!+'2&'-!+#!.)*3,$02&>

!! !!!!P%&!,2&)B!DZQ!/'+@,2&-!B)'*&!,3$&'G2&@,(&!@)',)$,+3!-+!2,##&'&3$!2&@,(&-!/'+20(&!2,##&'&3$!+0$/0$-8!H%,B&!
,3$')G2&@,(&!@)',)$,+3!-%+0B2!5&!3,B!-+!$%)$!)!*,@&3!2&@,(&!!/'+@,2&-!$%&!-).&!'&-/+3-&!$+!)!*,@&3!(%)B"
B&3*&>!N!*++2!DZQ!-%+0B2!5&!'+50-$!$+!(%)3*&-!,3!&3@,'+3.&3$)B!(+32,$,+3->!P%&!+/&3!B,$&')$0'&!/'+@,2&-!
&X)./B&-!+#!(,'(0,$G5)-&2!DZQ->!PH+!&X)./B&-!)'&!-%+H3!5&B+H>

Results

Sandia National Laboratories
Todd Bauer, Lyndon Pierson, Jason Hamlet 

!"#$%&'("))*+&,%-./' %012)&"+%3*,"*+"&#'%"#%
+40%,0'&#*#+%5,0670#("0'%&5%*%2*",%&5%,"#$%
&'("))*+&,'%8974:%;<<=>?%@40%,0'&#*#+%
5,0670#("0'%*,0%A0*'7,0B%*#B%(&A2*,0B:%
*#B%+40%&7+27+%C"+%"'%B0+0,A"#0B%CD%E4"(4%
&'("))*+&,%,0'&#*+0'%*+%+40%4"$40'+%
5,0670#(D?%F%G%C"+%'0670#(0%"'%2,&B7(0B%
(&A2*,"#$%G%,0'&#*+&,%2*",'?%

F,C"+0,%-./'%7'0%A7)+"2)010B%'E"+(4%
(", (7"+'%8974:%;<<=>?%F%27)'0%"'%2,0'0#+0B%
+&%+40%"#27+'?%@40%'"$#*)%,*(0'%*)&#$%+40%
+E&%7'0,H'0)0(+*C)0%2*+4'%+4,&7$4%#%
' E"+(40'?%F5+0,%+40%)*'+%'E"+(4%*#%*,C"+0,%
B0+0,A"#0'%+40%&7+27+%&5%+40%(",(7"+I%"5%+40%
J%"#27+%*,,"3!"#$%"&#&'!#()&*)&#+"#,-./#+0#&'!#
K%"#27+%*,,"3!"#$%"&#&'!#()&*)&#+"#,1.2%F%G%
C"+%'0670#(0%"'%2,&B7(0B%CD%03*)7*+"#$%G%
( 4*"#' ?%

 G. E. Suh and S. Devadas, Physical unclonable functions for device authentication and secret key generation.  In Proceedings of the 44th Annual 
Conference on Design Automation, DAC 2007, pp. 9-14.  

!! !!!!!!P%&!)3)B6-,-!)--0.&-!)!B)'*&!).+03$!+#!,3$')G2&@,(&!@)',)$,+3!5&$H&&3!,3,$,)B!)32!-05-&W0&3$!
.&)-0'&.&3$->!

! ! G!!Z-,3*!)!DZQ!$%)$!,-!'+50-$!+@&'!$,.&!)32!$+!(%)3*&-!,3!&3@,'+3.&3$)B!(+32,$,+3-!IB+H!,3$')G2&@,(&!
@)',)$,+3K!()3!2').)$,()BB6!'&20(&!$%&!+@&'%&)2!)--+(,)$&2!H,$%!5,$!*&3&')$,+38!#0SS6!&X$')($,+38!
)32!&''+'!(+''&($,+3>!

*Meyers, Philip A., Subversion: the Neglected Aspect of Computer Security, 
 June 1980 Masters Thesis, http://csrc.nist.gov/publications/history/myer80.pdf 

** J. Gosler, ÒVaults, Mirrors, Masks, page 182Ó 


