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Way Just-In-Time Jamming (JITJ)?

* Problem Anaros /Dicinar InterATION
~Barrage Jamming:
‘ Wideband jamming disruptsoll commurications nof ust the enemy's) and uses oo much pover T
—Only feasible for vehicdle, fixed-wing aircraft, o fixed installation mounts —
# Narrowband jomming requires knowledge of threat frequency and uses too much power  Hardware Spectrum Analyzer
~ Honportale uns e fasbl, bt it becouse ronsieris ooy on o ool
—Reacive Jomming: ~ Replaces 10+ GMAC FPGA
© FPGA syste ch take up foo much space and t always fost enough
—Man portable un  limited in bandwidih and operational i « Integrated Spliter/Filer/Detector
iy —Permits analog, real-time spectrum analysis
* Solution
— Analog Real-Time Spectrum Analysis  Low-Pawer DSP Board Design
@ Fast, low-power receiver to determine threat frequency in real-fime — Software decision algorithm for flexibility
— Fully progrommable for mulpl applcaions
— Interrupt driven for speed, efficiency
JT) Basics ~Enals b pinpi jonming
« Reason to Go Analog: . Adivn?us tmnsmil!u only when
_ Anclog hardware i FAST thel s presnt, slent
— Passive hardware consumes NO power othervise —> hurd o detd,
defend against

® Goal — Man-Portable Reactive Jamming System

o Approach
— High-eficiency low-noise amplifers (LNA)
—N-way power divider with signal gain
— High-Q surface acoustics wave (SAW) fler bank withinegroted RF power detectors Man-Portasts JIT) Unir
— Low-power digital signal processor (DSP)
® Driven by hardware interrupts to reduce processing overhead ot R arinae
— Focus on the receiver, jamming technology already exists >
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How JIT) Tecunoroey Wonks demodulator
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BriakHrouGHS — Not Just ImProvEMENTS
Arruicamions
o Passive Wireless Sensors
— “Tero-power wake up drcuit”
4 . life through reds i
e Regeeiver 2> © 1 x N adive splifter = Tran: Vwm,,mmfﬁ:',‘i;::;;' bl romtontitng

_ Enables mulpl poralel hamnels
~ Low power consumption design

© “Pocket” Real-Time Spectrum Analyzer

o Signal Intelligence

‘ Pyroelectic detectors convert RF o DC volis ‘ — Real-Time Data Reduction

— Patent pending
— Passive ——p consumes no power

i i 5 © Technical Security Counter-Measures
~ Siill needs some engineering work o be practical

— Defect covert fransmissions at or near secure facilifies

© High-Q SAW fifers
— 300kHz t 900-1000MHz —— Q= 3000
—New process to yield a single wafer vith filters ot
precisely-tuned adjacent frequencies
@ Normally 1 wafer, 1 frequency
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