SPECIAL SPECIFICATION

SECTION 13870S

HPM MONITORING AND CONTROL SYSTEM

PART 1 - GENERAL

1.01 SECTION INCLUDES

A. The contractor shal furnish, program, indal, adjus, caibrate, and make ready for use dl
sensors, switches, relays, controllers, SCADA  hardware, wiring, and accessories
indicated on the drawings and required for a complete and totaly functioning HPM
Monitoring and Control System. Work includes the ingtalation, termination, and testing of
the following systems

7.
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Flammable, Sllane, and toxic gas detection.
Liquid leak detection.

HPM shutdown control system.

HPM darm annunciation system.

UV/IR flame detection.

Manud sations for Toxic Gas Alert and Emergency Gas- Off functions.

Miscdlaneous insrumentation as described on the plans.

1.02 REFERENCESPROJECT REQUIREMENTS

A. Drawings and generd provisons of Contract, including Generd and Supplementary
Conditions and Divison 1 Specification Sections, gpply to this Section.

B. Requirements of the following Project Specification Sections gpply to this section:

1
2.
3.

4.

Section 13085S — Seismic Protection
Section 13871S — Hazardous Gas Detection
Section 13872S — Liquid Lesk Detection System

Section 16120 - Controls Cabling and Wireways.

C. References:
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1. Appendices.
a. Appendix A — Instrument Datasheets
b. Appendix B — Ingrument Point List

c. Appendix C — Functiond Matrix

1.03 DEFINITIONS

A. Not Used

1.04 SYSTEM DESCRIPTION

A. Gened

1. The control system for the Hazardous Materids Monitoring and Notification System
(HPM Monitoring and Control System) shdl be an Allen-Bradley PLC-based
redundant system with hot backup capabilities alowing development and upgrade
work to be performed on one CPU while the other maintains the continuous operation
of the system.

2. Normd operation will be the fully automatic mode. Manud overide from the
operator's pulpit, from local Man-Machine-Interfaces and individuad actuators/motor
controllersis required.

3. Two (2) PLCs will have a man machine interface (MMI) to the locd SCADA
monitoring and control system. The MMI will enable output forcing, changing of set
points, acknowledging of adams, and generating reports. In the future trending
cgpability will be added. Logic changes however will not be authorized at this levd.

4. All andogue messurements may be archived for the purpose of retroactive
investigation and for trend andlyss a a later date.

5. Any and dl PID control loops will be continuoudy self-tuning. They will be configured
for "soft gart” and 'bumpless contral.

B. Programmable Logic Controller

1. The PLCswill consst of a basic unit to which the I/0O modules are to be connected
and the redundant or duplicate unit for hot backup. Termind blocks will be used to
alow the change of 1/0 modules without any change of the wiring. Only afield proven
sysdem (hardware and software) may be used. The PLC equipment will enable
monitoring, opentloop control, closed loop control plus logic functions. It isto consst

HPM Monitoring and Control System
Issue Date: December 9, 2002 13870S - 2



of two programmable logic units. The individua PLC software will be generated by
combining standard software function modules which are specialy adapted to the
technica requirements of building service and process automation. All parameters and
datawill beingdled in separate software related data aress.

2. These data aress will be available on a data communication interface ingaled in the
PLC unit for externd processing (for example for printing of protocols or for system
operation).

3. Only afidd proven system (hardware and software) may be used. The control system
will be desgned with autonomous controllers (PLC) and remote 1/O cabinets at the
lowest possble hierarchic leve. The main controller of the HPM Monitoring and
Control System will be backed up by a stand-by Unit (hot back up). Data will be
collected by remote 1/O cabinets for processng by the PLCs.  All events and
andogue vaues may be archived.

4. Redl-timeindication will be provided at the PLCs. Continuous data will be collected
and logged in for monitoring purposes. Set point adjusment for non safety systems
shdl dso be possible.

5. A totd of two programmable logic controllerswill be ingtalled.

6. The PLCswill be accommodated in a cabinet at the northeast corner of the MERC.
Remote /O racks are located as shown on the plans.

7. Thismain PLC will be duplicated, with the second in hot backup.

8. Intheevent of any failure of the network connection of the PLCs, the non-faulted unit
will continue to operate as an independent unit, using the latest information received.

9. Interfacing between the PLCs/SCADA and the sensors/sub-systems will be by means
of afault tolerant DH+ network or direct-wired connections.

10. The DH+ network must be routed entirely in conduit, no exceptions.
C. SCADA system
1. The SCADA system will be a computer-based real-time system designed to provide
advance warning and darm indication. This may ether be by means of direct

monitoring such as with the specidty gases, chemicad system and utilities or it may
mean taking over an darm indication from a package unit.
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2. Faults and operating conditions have to be displayed by means of color
changing/blinking. The process vaues have to be updated within gpprox. 2 - 6 sec.
The respond time for critica circuits and for safety requirements must be below 1 sec.
All safety circuits are "closed circuit current” to be able to detect cable faults or lose
contacts. The respond time for non-critica Stuationsis not to exceed 2 - 3 seconds.

3.Provide software packages such as tag group display, darm management, history,
system diagnostic report, operator action request, color graphic displays, graphic/bar
diagrams, maintenance schedule (option), energy reports (option), word processing
and spreadshests.

4.Enable change of st points.

5.Activate emergency shut-off functions.

6.Provide manud override.

7.The system will be multi-user and multi-tasking.

8.Each SCADA system will const of:

a. One (1) color graphic workstations (with HMI software) with operator keyboard
and pointing device ("mouse’).

b. Datastorage and exchange

c. One color graphic printer

d. One(1) b/w aarm drip printer

D. Alarm Sequence of Operations: Sequence of operation shdl be in accordance with HPM

monitoring and control system functional matrix. Actuation of low and high level darm
inputs from gas detection equipment causes system to enter ALARM. High leve darm
activates, but is not limited to the following operations.
1. Audible and visud annunciation near the location of the gas lesk.

2. Trangmit Sgna to syssem monitors and printers.

3. Trangmit shutdown signd to the gas cabingts, VMB, or other gas equipment
associated with the gas lesk.
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1.05

Warning Sequence of Operations. Sequence of operation shal be in accordance with
HPM monitoring and control system functional matrix in Appendix C. Activation of low-
level darms from gas detection equipment shall cause system to tranamit asgnd to system
monitors and printers.

Alam Reset: The HPM monitoring and control system shdl laich in the darm date and
must be manualy acknowledged and reset. RESET function resets darm system out of
ALARM only if darm initiating conditions have been cleared.

Trouble Sequence of Operations. Sequence of operation shall be in accordance with
HPM monitoring and control systlem functiona matrix. Actuation of a mafunction or
maintenance signd from the gas detection equipment causes system to enter TROUBLE.
Instruments

1. Refer Appendix B for the instrument point list.

SUBMITTALS

Provide Submittals in accordance with Conditions of Contract and Section 01300S;

Provide cdibration data and procedures for al sensors, switches, and controllers as part
of submittals.

Provide control diagrams in the form of shop drawings for each sysem or sub-system.
Use the control diagrams included in the contract drawings for this purpose. Each
diagram shdl be dtered to show dl proposed controls and controlled devices, together
with name, catalog number, set point, and actions performed.

The contractor will be furnished reproducible copies of al contract drawings for use in
preparing his shop drawings.

The contractor shdl provide preiminary submittas detailing the software functions that will

be performed by the various components within the system. The submitta shdl include a
repetition of al functions required by the drawings and specifications as well as details on
the implementation of each required measurement or control action. Descriptions of the
SCADA interface and darming systems and hierarchies shdl adso be included. This
document shdl be revised by the contractor during the course of the project and shall

serve as the system functiond testing procedure a the completion of the project. Owner
review and gpprova of this submittal will be required prior to procurement of equipment,
a the gart of programming and for the functiond testing submission.
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F.  Provide operation and maintenance manuas for al equipment under provisons of Section
01700.
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1.06 QUALITY ASSURANCE

A.

Drawings, documentation, software, programming, and configuration are for exclusve use
by the owner, and may be reused as deemed necessary by the owner.

Conform to control system manufacturer's hardware and software ingtalation, operations
and programming documents.

1.07 SCHEDULING

A.

Coordinate and limit down time for control systems once sarted. Obtain gpprova for
system shutdowns from Owner.

1.08 WARRANTY

A.
B.

All contractor furnished products and labor shdl have atwo-year warranty.

During warranty, al defective products shdl be repaired or replaced, and 4l
readjustments necessary to accomplish the specified sequences of operation shall be a no
cost to SNL.

PART 2 - PRODUCTS

201 GENERAL

A.

All materids and components used shdl be stlandard components, regularly manufactured
for this type application and not custom designed especidly for this project.

All products shdl be as specified on the drawings and in these specifications or approved
equals.

202 PROGRAMMABLE LOGIC CONTROLLERS

A.

The programmable controller system shdl be Allen-Bradley ControLogix 1756 series.
The PLCs shdl be configured as “primary” and “Hot Backup”. Each PLC shdl read the
red inputs from the backplane connection in the rack but only the primary shal write to
the red output devices. In the event of a primary processor failure, the backup shal

assume the role of the primary PLC. Configuration of the sysem shdl dlow for
restoration of the origina primary PLC to operation following a processor failure without
requiring atotal system shutdown.

Power supplies for the PLC system shall be redundant and externa to the rack system.
Inputs shdl be provided from the power supplies to indicate operating status of each

power supply.
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F.

PLC sysem design shdl provide for safe operation of the HPM monitoring system in the
event of asingle PLC processor or power supply failure,

The PLC racks shdl be cgpable of having one or more modules to provide serid
communications interfaces to third-party devices.

Use latest release of PLC hardware and firmware as of purchase date. Supply list of
hardware with associated part numbers, serid numbers, release dates, and dipswitch
settings to Owner for gpprova prior to the start of commissioning.

Quote software and hardware interfaces required to program PLCs.

2.03 GENERAL I/O SYSTEM REQUIREMENTS

A.

Field wiring termind blocks shdl be able to be disconnected from 1/0 modules for
removal/replacement without disruption of field wiring terminations using swing-arm or
removable style connectors.

The PLC system shal support locd 1/0 and remote 1/0O configurations. Vendor shdl
specify available communication methods for the remote 1/O interface.

Provide required hardware and interfaces for PLC programming.

Provide the ability to monitor and override I/O from the field.

Instrument and Control Devices Manufacturer’s latest design.

1. Process1/O devices shall provide data acquisition of awide variety of pointsincluding
andog dgnds and discrete input/output Signds.  Avallability shdl be provided by
having a variety of input cards avalable, each supporting multiple inputs of a amilar
type. Anaog and discrete inputs shall be scanned & a minimum of one-tenth second
intervals.

2. Progranmable logic controller hardware shal be capable of supporting process
sgnals from process sensors and contact closure devices, preferably without requiring
externd or auxiliary sgnd conditioning devices induding:

a 4-20 mA inputs.

b. Discrete inputs (DC or dry contacts).
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c. 4-20 mA outputs.

d. Discrete outputs (DC) sustained or momentary.

3. Disrete outputs: Relay type, except outputs going to the PLC scan monitoring
devices. The cabinet mounted locd indicators and piezodectric buzzers can be
powered by either dry contact or 24V DC modules.

4. Provide PLC related hardware and interconnecting cabling.

5. Provide PLC equipment with EMI/RFI/ESD protection.

6. Equip PLC moduleswith front access wiring terminations.

7. Andog and discrete output modules to be configured to freeze output signals upon
failure of loss of communications to associated 1/0 base.

2.04 DISCRETE /O MODULES

A. Discrete inputs and outputs shdl be 24 Vdc. Base the number of modules required on
110 percent of the P& 1D point count.

B.  Source discrete outputs at 24 Vdc a a minimum of 500 mA each, continuous service.
Each output point shdl be capable of current limit protection. State the maximum module
ratings for 1/0 modules.

C. Modules shdl provide individud datus lights for each input and output, and be
congructed such that the 1/0 wiring does not have to be removed from the terminas while
replacing the module. Each digitl module shdl have a light indicating its satus (OK or
Fault).

2.05 ANALOG /O MODULES

A. Basetheactud number of analog modules on 110 percent of the P& 1D point count.

B. Andog input modules shal be channd configurable to accept 4 to 20-mAdc, G to
5-Vdc, 0 to 10-Vdc, and 1- to 5Vdc sgnds. Isolated and non-isolated versons must
be avalable. 4- to 20-mAdc sgnas shdl experience an input impedance of 250 ohms.

C. Andog output modules shdl be capable of driving a 4 to 20-mAdc sgnd into a0 to
600-ohm load.

D. Andogto Digitd converson of input Sgnas shal meet the following specification:
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1. Resolution: 12 bits.
2. Accuracy: +0.1 percent.
3. Linearity: 0.05 percent.

4. Temperaure Effect: <+0.5 percent for a 28 degrees C change within the limits of 5
to 60 degrees C.

5. Common Mode Regjection: >120dB at 250V for 50/60 Hz.

6. Supply Voltage Effect: +0.2 percent for a+5 percent shift of supply.

7. Surge Withstand Capability: Input components shal meet IEEE Standard 472-1974
regarding the withstanding of an dectricad surge such that no permanent damage
occurs nor are any damaging transents passed to other parts.

E.  Andog outputs from controller shal meet the following specifications:

1. Resolution: 12 hits.

2. Accuracy: +0.1 percent.

3. Linearity: 0.05 percent.

206 PROGRAMMING EQUIPMENT

A. Provide one portable computer (manufacturer selected by owner), to the Owner prior to
PLC systems training. Equip each computer with:

1. Connection cables.

2. Carrying case.

3. Extrabattery.

4. 1.2 GHz Pentium IV microprocessor
5. 512 MB RAM memory (minimum).

6. 4GB hard drive (minimum).
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7. 144 MB 3.5" floppy drive.

8. Latest release of MS Windows XP.

9. Latest release of Word for Windows software.

10. Latest release of Excel for Windows software.

11. Latest release of AllenBradley ControlLogix programming software.
12. Latest release of SCADA development software.

13. Integrd pointing device.

207 SCADA SYSTEM

A.

The SCADA system shdl employ standard industrid control software and hardware
goproved for use with the specified programmable controller sysem. Minimum fuctiona
requirements are for display of al measurements in a graphica format usng the facility
layout as backgrounds, specidized dam screens, HPM Monitoring system  status
displays, Trend screens for al analog measurement points, and system navigation displays.
Peripheral devices shdl include printers (darm and graphic), modems for interface with
remote HMI terminals, and Hub(s) for connection to the PLC system.

The contractor shdl include a detailled system block diagram showing al proposed
components of the HPM monitoring system with his bid. Supporting catdog iterature
ghdl aso be included with the bid for evauation.

Falure of the SCADA system hardware shdl not cause an interuption in the HPM
monitoring system safety functions. Failure of the SCADA system shdl be annunciated
through adigita contact monitored by the calout darm system.

All HMI desktop computers shdl be the latest version capable of supporting the SCADA
software.  The computers shdl have ether a shared SCADA software license or shdl
haveindividud licenses.

208 CALLOUT ALARM SYSTEM

A.

The contractor shal provide and configure a RACO “Verbatim” system for calout of
critica darms. The system shdl be provided with a remote printer for callout logging. A
list of calout darms shall be proposed by the contractor as a part of the software
submittal described in this specification.
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209 COMPONENTS

A.

B.

See Appendix A for insrument data sheets.

Refer to Section 13871S, Flammable Gas Detection Systems for additiond information
and requirements regarding hydrogen gas leak detectors and controller.

Refer to Section 13872S, Liquid Lesk Detection System for requirements regarding
coaxia cable type liquid detection systems and components.

PART 3 - EXECUTION

3.01 |INSTALLATION

A.

D.

E

Ingal in accordance with "Allen-Bradley" inddlation, operations and programming
documents.

Locate PLC'sin MERC.

Locate 1/0 cabinets throughout facility as described on the plans.

Ingtal and test 1/0 communications cabling as described in Section 16120.

Install and support pands per Section 13085S, Seismic Protection.

3.02 APPLICATION

A.

ProcessLogic:

1

2.

Engineering units U.S. Standard.

Device tagname convention: ISA Standard. Refer to HPM Monitoring and Control
System Legend drawing FIO002858EF-.

Program sysem controller(s). Coordinate through one individud to promote
consgtency in dl application Srategies

Program controller(s) using latest release of Allen-Bradley. Turn dl software over to
Owner after release of control system.

Custom program processes that require control logic. Do not base quotations on
packaged programming packages.
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6. Develop and submit specific control logic descriptions to Owner prior to Start of
controller programming.

7. Activate device ressts by:
a. From the SCADA monitor.
8. Providelogic necessary to properly control each process, including:
a. Processrest logic.
b. Equipment falurelogic.
c. Normd and emergency power startup logic.
d. Alarm acknowledge, reset, and silencelogic.
e. Sensor out of rangelogic.
f.  Signd sdection logic for redundant process sensors.
0. Devicerest logic.
h. PID loop state change logc.
I.  Faluremodelogic.

9. Useretentive logic relays, or their equivaent, for processes that may be upset due to
disturbances caused by loading in new programs.

10. Test find release of software for each process, witnessed by Owner. Prior to this tedt,
submit list of proposed sequentid tests.

11. Alam limiting:
a. Add dam limiting logic to limit number of darms, induding:
(1) Alarm defeat when equipment is not operationd.
(2 Logicd timersto reduce impulse darms.

(3) Andogsgnd averaging logic.
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b. Evauate each configured darm point for logic so as not to compromise operation
of the facility. Provide darm logic deemed acceptable and required by Owner.

12. Organize SCADA related data to optimize communications throughput.

a. Scde andog vaues in controller. Transmit andog data in engineering units
between controller and SCADA.

b. Place data in contiguous blocks so as to minimize the number of SCADA pall
records.

c. Patition data blocks into multiple sections, based on data type and update time
requirements. Submit SCADA data organization plan to Owner prior to start of

programming.

13. Controls Contractor shal provide additiona logic as required to prevent process
interruptions during a forced compile downloads. Submit proposed “forced compile
download " logic and procedures prior to start of programming.

14. Maximum fill of 75 percent for al forms of memory.

15. Configure aarms to be monitored by the SCADA system that are necessary for
troubleshooting of PLC system failures and inoperable PLC system components.

B. Sdfety sysemlogic:

1. Refer to the Functiond Matrix on the plans. Make minor changes to matrix as
required. An Excd file of the safety matrix will be made available for this purpose.

C. Hardwired contral logic:

1. Desgn and inddl hard-wired rday logic to fal-safe. In darm date, de-energize
associated relays and require manud reset.

D. Softwarelogic:

1. Lach dl dams, warnings, and mafunction conditions in the PLC logic with manud
resets.

2. Provide dry (potentid free) contacts for PLC output modules that command
shutdowns or evacuation annunciations.
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. Use software for logic associated with the safety systems, where possible. Relays will

only be alowed with written gpprova from the Owner.

. Open dl discrete input pointsin darm Sate.
. Open dl discrete output contacts if power islog.

. Provide dry (potentia free) contacts for interfaces to the following locations. Close

contacts in darm date. Ingtdl end-of-line terminating resistor per darm monitoring
system requirements.

a. FreAlam Control System
b. KAFB Fire Department
c. Building 802/SCC

d. Building 858L

. Place data in contiguous blocks so as to minimize the number of SCADA poll

records.

. Partition data blocks into multiple sections, based on data type and update time

requirements.  Submit SCADA data organization plan to Owner prior to start of
programming.

. Provide dday timers for interlock logic associated with analog input and discrete input

points which have the capability of causng process upsets based on momentary
impulse sgnds. The owner will determine the timer settings.

3.03 ADJUSTING

A.

Make minor modifications to PLC logic based on Owner inputs. Include a total of 80
man-hours to cover this work.

Modifications must be gpproved by Owner prior to the Sart of related work. Payment
will not be made for unapproved modifications.

Prior to performing any modifications, submit a form to the Owner for signed gpproval.
Include the following information in the form:

1. Explanaion of modifications.
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2. Edimated number of hours to complete modification.

3. Dateform wasfilled ouit.

END OF SECTION
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