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Badge Office Agenda

 General Information

 Badge Responsibilities

 HSPD-12 Federal Credential

 Lost & Stolen Badges

 Badge Retrieval

 Uncleared Contractor Badging

 Automated Vehicle and Bypass Gate Access



Badge Information

 Badges are designed to link a person’s identity and control a 
person’s ability to physically access Sandia-controlled 
premises.

 With the exception of Public Areas, a badge is required to 
enter all Sandia-controlled premises (Non-Public Areas, 
Property Protection Areas and Limited Areas).



Badge Responsibilities

 Badges are accountable items and the property of the U.S. Government.

 Contracting companies are responsible and accountable for ensuring that 
their personnel properly protect, handle, and return badges.

 In the case of forgotten badges, the badge holder should attempt to

retrieve his/her security badge before attempting to obtain a replacement.

 An individual will not be able to obtain any additional badges until the 
badge is accounted for.



Badge Responsibilities

• Your badge should NOT be used for personal identification 
outside of Sandia premises.

• Your Badge MUST be returned:

• When you terminate employment.

• When you no longer require a clearance. 

• When you take an extended absence of 90 consecutive 
calendar days or more.



HSPD-12 Federal Credential

 All Members of the Workforce who have a DOE security 
clearance will be required to obtain an HSPD-12 Federal 
Credential. 

 The credential may be used at other federal sites. 

 All credentials will be valid for 5 years. 

 Replacement of a federal credential will cost Sandia 
National Laboratories a minimum of $60.00 and will take 2 
to 4 weeks to replace.



HSPD-12 Federal Credential

o Only DOE agency 
individuals will have an 
indication of clearance 
level on their credential, 
in the form of a “Q” or “L” 
printed on the face of the 
credential

o Must be returned to the 
Personnel Security Badge 
Office

DOE



Lost/Stolen 
Badge Report

Completed when 

reporting a lost or stolen 

Sandia issued badge.

REQUIRED FORM

 SF 2730-LSB
Lost/Stolen Badge Report

REQUIRED ACTION

Complete form and submit to Sandia’s 
Personnel Security Badge Office 
immediately.



Lost & Stolen Badges

DURING WORK HOURS

 Report the lost/stolen badge occurrence to the Badge Office 
and submit SF 2730-LSB, Lost/Stolen Badge Report to receive 
a replacement badge. 

DURING NON-WORKING HOURS

 Report the stolen badge occurrence immediately to the 
Protective Force (505) 844-3155 and to the incident reporting 
pager at (505) 540-2382 (SNL/NM) or the CA Inquiry Official 
at (925) 294-3238 (SNL/CA). 

 Report the lost badge occurrence to the Badge Office the next 
business day and submit SF 2730-LSB, Lost/Stolen Badge 
Report to receive a replacement badge. 



Consequences for 
Lost/Stolen/Forgotten Badges

Occurrence Notification Replacement Badge

1 Sandia Badge Requestor Issued Immediately 

2
Sandia Badge Requestor & 

Manager
Issued after 3 
working days

3
Sandia Badge Requestor, 

Manager & 
Senior Manager

Issued after 7 working days



Badge Retrieval

 The Sandia Badge Requestor (SBR) and/or their Manager 
must attempt to contact the affected badge holder and 
recover the unreturned badge. 

 The SBR and/or the SBR's Manager must inform the 
subcontracting company of the badge-retrieval concern and 
of the associated administrative processes.

 If  attempts to retrieve the badge are unsuccessful, the SBR 
and/or the SBR's Manager must submit SF 2730-LSB, 
Lost/Stolen Badge Report, to the Badge Office. 



Insert Badge Office Issue Badge 
Video Above

An 
Unfortunate 
Uncleared 
Contractor 

Badging 
Experience



Uncleared 
Contractor 

Badge 
Request

Completed when 

clearances are not 

required to conduct work 

under a Sandia contract.

REQUIRED FORMS

 SF 2730-UBR
Uncleared Contractor Badge Request

 SF 2730-BRF
Initial Security Briefing (SEC-050)



Uncleared 
Contractor 

Badge 
Request

Completed when 

clearances are not 

required to conduct work 

under a Sandia contract.

REQUIRED ACTIONS

 Enterprise Person Relationship
Contractor relationship tied to the 
active contract company and dates

 Form
Require SNL Requester  and SNL 
Manager signature and approval

 Submittal

Personnel Security Badge Office



SF 2730-UBR 

Uncleared 
Contractor 

Badge Request
Form



UnclearedContractor Badge Request
Common Errors



Uncleared Contractor Badge

o SNL Requestor will receive 
an email notification when 
the uncleared contractor 
badge is ready for pick-up at 
the Personnel Security 
Badge Office

o Local Site Specific Only 
contractor badges that have 
expired do not have to be 
returned to the Personnel 
Security Badge Office

Sandia National Laboratories

Albuquerque Operations Office

CK00005

VIRGINIA S.

FOSTER

C

EX: 7/31/11

CONTRACTOR



Insert – Badge Office Decline 
Video Above 

A Great 
Uncleared 
Contractor 

Badging 
Experience



Automated 
Vehicle  & 

Bypass Gate 
Access

REQUIRED VIDEO & FORM

 SF 2730-AAA
Automated Vehicle & Bypass Gate 
Access Form

 Bypass Gate Video

 Automated Vehicle Access Gate 
Video Briefing


