The OPSEC FIVE-STEP PROCESS
The OPSEC Five-Step Process prevents the inadvertent release of critical program information. If individuals protect their pieces of the puzzle, adversaries will not be successful in obtaining a piece that could have adverse consequences on their mission. By integrating the OPSEC Five-Step Process methodology in to existing procedures, each organization can accomplish protecting its Departmental activities or information. OPSEC is a continuous process and shall be applied to each project and repeated throughout the duration of each project. The OPSEC Five-Step Process consists of:

1. Identifying Critical & Sensitive Data
What do you want to protect?  This step involves identifying the information you want to protect which adversaries can use to achieve their goals with adverse consequences for your mission.  Questions to ask:

· Why do you want to protect it?

· Can the data be defined as Unclassified Controlled Nuclear Information (UCNI), Export Controlled Information (ECI), Proprietary Information, or information protected by the Privacy Act, etc.?

· Do you just “feel” it should be protected?

2. Analyze The Threat

Who wants it?  This step involves knowing who your adversaries are and what information is critical to the effectiveness of their mission.  More than likely, there will be more than one adversary and each may be interested in different types of information.  Questions to ask:

· Who wants the sensitive information or critical technology?

· Is there more than one adversary?

· What is their objective?

· What will they do to get it?

· How will they attempt to get it?
3
Determining The Vulnerabilities

How can they get it?  This step involves studying your operations/activities step-by-step in all of its phases from an adversarial perspective.  Questions to ask: 

· How is your information vulnerable?

· How is it protected or not protected?

· Is it properly protected?

4
Assessing The Risk 
What are the consequences if you lose it?  This step is where a decision is made estimating the potential effects of a vulnerability on an operation/activity and a cost-benefit analysis made of recommended correction actions.  Questions to ask:

· Is the risk great enough to do something about the threat?

· How would the loss of sensitive data affect your program?

· What would be the cost of losing sensitive data?

5
Developing and Implementing Countermeasures

What countermeasures will prevent access to your information or technology?  This step is to develop and implement countermeasures to protect information specific to your project if a threat or vulnerability has been identified.  Examples of countermeasures include the following:

· Limit web page access,

· Shred sensitive hard-copies, Sanitize bulletin boards,

· Monitor public conversations, and

· Do not use e-mail for project communication.
