REQUIRED SECURITY BRIEFINGS QUICK GUIDE FOR INDIVIDUALS UNDER CONTRACT TO SANDIA (SUBCONTRACTORS, CONSULTANTS & NO-FEES) 

	
	Initial Briefing

(SEC050)
	Comprehensive Briefing 
(SEC150)
	Refresher Briefing

(SEC100)
	Termination Briefing

(SEC225)

	When it is to be taken
	Before going to Badge Office to receive uncleared (grey) badge.
	Upon receipt of access authorization and before receiving initial access to classified information or material, or special nuclear material (SNM). 
	Annually.
Failure to complete briefing on required annual date will result in badge being deactivated. Badge reactivation will occur 24-36 hours after late briefing has been completed. (Failure to complete briefing within 90 work days will result in clearance being terminated.)
	When either of these happens:
· Leave your employment, or
· Take a 90-workday or longer Leave of Absence, or
· No longer require access to classified material.
whichever is sooner

	How it should be taken
	View SNL-provided “Initial Security Briefing” video. 
Note:  “Possessing” subcontractor will supplement video with own site-specific information as applicable.
	Four (4) hour live briefing given at Sandia.  Awareness notifies grantee, SNL manager &, when applicable, FSO of clearance receipt and class registration.
If off site personnel specifically exempted by SNL S&S Awareness, review site-developed Security briefing booklet, complete quiz, and sign Classified Information Nondisclosure Agreement (SF 312) witnessed and signed by a Facility Security Officer (FSO) 
	· May be taken on-line if you have access to SNL/NM internal web. 

· For hard-copy call 845-7776 to receive PDF copy.
Note:  “Possessing” subcontractors will supplement briefing with own site-specific information as applicable.
	· Review/sign  Security Termination Statement (DOE F 5631.29)
· View SNL-provided video “Termination Briefing.” Either on line or by calling

      845-7776 for video.
Note to subcontractor’s FSO:  If individual is unavailable for briefing, provide written explanation, along with unsigned Security Termination Statement and badge, to Clearance Terminations’ address below.

	How to 
get credit
	Complete Completion Record for Contractor Administered Training (SF 3400) and ensure it is faxed to:   S&S Awareness 
        (505) 284-6079.

Note:  Copies of SF 4300-CRC should be kept in personnel files as proof of security briefings.
	Completions entered by S&S Awareness.

· Class attendees receive completion certificate. 
· If you  have been exempted from class, ensure: 

(1 ) completed quiz is mailed to:

Sandia National Laboratories

S&S Awareness

P.O. Box 5800, MS1341

Albuquerque, NM  87185-1341, or
Faxed to:  (505) 284-6079, and:
(2) original Classified Information Nondisclosure Agreement (SF 312) is sent  to:
Sandia National Laboratories

Badge Office
P.O. Box 5800, MS0171
Albuquerque, NM 87185-0171
	· On-line completion automatically recorded in SNL corporate training records.

· Hard copy completions –

 Ensure completed quiz is 
faxed to:

 S&S Awareness 
 (505) 284-6079.


	(  Ensure both signed form and badge are returned within 2  workdays to 

 Sandia National Laboratories

Clearance Terminations

P.O. Box 5800, MS0171

Albuquerque, NM  87185-0171

Fax: (505)  844-9379,
 (Subcontractors processed thru FSO.)            
( Ensure Completion Records for Contractor Administered Training (SF 4300-CRC) is faxed to S&S Awareness (505) 284-6079.
Note: Keep copy of Termination Briefing Statement and SF 4300-CRC in your files.


	
	Initial Briefing

(SEC050)
	Comprehensive Briefing

(SEC150)
	Refresher Briefing

(SEC100)
	Termination Briefing

(SEC225)

	Briefing contents must include but are not limited to
	· Overview of DOE facility/organization’s mission

· Overview of facility/organization’s major S&S program responsibilities

· Access control

· Escort procedures

· Protection of Government property and badge procedures

· Identification of controlled and prohibited articles

· Protection of unclassified controlled information

· Procedures for reporting incidents of security concern (e.g., attempts to gain unauthorized access to classified information of matter, and

· Identification of classification markings


	· Classification & declassification requirements and procedures

· Definition of classified info.

· Purpose of DOE classification and declassification program

· Levels and categories of classified information

· Damage criteria associated with each classification level

· Authority for classification and declassification, and 

· Procedures for challenging the classification status of information
· Classified information protection elements

· Procedures for protecting classified information
· Definition of unauthorized disclosures

· Penalties for unauthorized disclosures, 
· Conditions and restrictions for access to classified information or matter
· Individual’s S&S reporting requirements

· Legal and administrative sanctions for security infractions and violations of law

· Protection and control of classified information or matter,  and unclassified controlled information, including telecommunications and electronic transmissions

· Information pertaining to security badges, access authorization levels, and access controls

· Responsibilities associated with escorting

· Targeting and recruitment methods of foreign intelligence services

· General information concerning the protection of special nuclear materials, if applicable, and

· Purpose and requirements of, and responsibilities for, the Classified Information Nondisclosure Agreement (SF-312)
	Selectively reinforces information provided in Comprehensive Briefing.  Briefings address current facility-/organization-specific S&S issues and counterintelligence awareness.  
	· Reiterates continuing responsibility not to disclose classified information or matter to which individual has had access
· Potential penalties for noncompliance

· Obligation to return all unclassified controlled and classified documents and material in individual’s possession to FSO.
· Information contained in items 1 through 6 of Security Termination Statement (DOE F 5631.29)
· Information contained in items 3, 4,5, 7 and 8 of the Classified Information Nondisclosure Agreement (SF 312)
· Penalties for unauthorized disclosure of Classified  Information as specified in Atomic Energy Act of 1954 and Title 18, U.S. Code, and

· Penalties for unauthorized disclosure of Unclassified Controlled Nuclear Information.


Driven by:  ●  DOE M 470.4-1, Safeguards and Security Awareness Program Planning and Management, Part 2, Section K, “Safeguards and Security Awareness Programs.”

· DOE O 470.1, Chg. 1, Safeguards and Security Program.
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