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Questions a Facility Security Officer (FSO) at a 
Non-Possessing Site Could Be Asked During an Audit


Program Management
Q1 Describe your overall corporate management structure (if any).  Do you have an organizational chart to describe the management structure?

Q2 Describe where the FSO is located in the organizational structure.  (To whom in management does your FSO report?)
Foreign Ownership, Control, or Influence (FOCI)

Q3 Describe how the FSO communicates security-related questions or issues to DOE.
Answer:  Facility Approval & Registration of Activities (FARA)/Foreign Ownership, Control, or Influence (FOCI) Coordinator.
Q4 What is the date of your current Certificate Pertaining to Foreign Interests, Standard Form (SF) 328?
Resource:  This is found on the Facility Data & Approval Record (FDAR), block 23b, or you can call your FOCI/FARA programs for this data. 
Q5 Since your last FOCI submissions, have there been any organizational changes pertaining to the FSO, such as name of the individual appointed as FSO, phone number, mailing address, or reporting responsibility?
Resource:  Current information is found on the FDAR.
Incident Reporting
Q6 Have these changes been reported to the DOE NNSA/Service Center (SC), Contracting Officer, Contracting Officer’s Representative, or the Sandia Site Office (SSO)? 
Answer:  Reported to FOCI/FARA Coordinator.
Q7 Have any of your employees been issued security infractions or violations, or been involved in any security incidents during the past year?

Answer:  Infractions/violations are assessed by Sandia National Laboratories (SNL) Safeguards & Security.  While you should maintain this information, it can be acquired by contacting the appropriate SNL Security Incident Management Program (SIMP) office.
Q8 If yes, provide employee’s name, a brief description of the infraction or incident, and the site where the infraction/incident occurred.

Reference answer to Q7.
Caution:  Providing some of these details might make content of this survey sensitive or classified.  Suggest auditor contact Sandia SIMP office.

Q9 Was SNL informed?
Reference answer to Q7.
Protection Program Operations

Q10 By employee, list all DOE offices through which your employees hold DOE contractor badges (both cleared and not cleared), identifying clearance or access level for each.
Caution:  Response to this question may yield at least OUO information.
Q11 How are badges recovered and returned when badges are no longer needed?
Q12 Do you have a written procedure for the recovery and return of badges?
Q13 How many badges have been returned to the DOE issuing office during the current period of your contract?

Q14 Provide the number of badges that have NOT been returned because the badges were lost, stolen, or otherwise cannot be accounted for or recovered?  Please include whether or not non-recovery has been reported to the appropriate DOE issuing badge office, or law-enforcement agency, as appropriate.
Q15 Who in your company is responsible for ensuring badges are retrieved from personnel who no longer require a DOE badge?
Classification Guidance
Q16 Was appropriate classification guidance provided to cleared employees for each contract/task project under the Facility Approval & Registration of Activities (FARA) category?
Answer:  SNL’s Classification Office is responsible for providing this.  Reference Block 13 on the Contract Security Classification Specification (CSCS) form.
Q17 Do employees know where to go for classification guidance and reviews when doing work at any of the facilities or branch offices of SNL, or other supported offices, laboratories, plants, and facilities of the nuclear weapons complex, or other DOE facilities?

Comment:  Employees should know that they are to receive guidance from an SNL-authorized Derivative Classifier (DC) assigned to the specific topical area.  If they do not know who their DC is, they should know to contact the appropriate Classification Office.  Reference Block 13 on CSCS form.
Security Briefings
Q18 Is your company responsible for executing and maintaining Standard Form (SF) 312, Classified Information Nondisclosure Agreement?  If yes, proceed to the next question.

Answer:  SNL executes and maintains copies of SF 312.  Remote sites that provide comprehensive briefing and witnessing signatures should keep copies of SF 312.
Q19 Provide a copy of your company’s procedures for executing and maintaining SF 312.  Identify, by position, the responsible person.  If no formal procedures have been established, explain the process used to accomplish this task.
Q20 Does your company provide initial, annual, or termination security briefings?  If yes, proceed to next question.  If no, identify the organization that performs this task for you (e.g., SNL or another DOE prime contractor laboratory, NNSA site office, or DOE/SSO). 
Answer:
SNL/CA: Badge/Clearance Office and Security Awareness provide briefings directly.  Exceptions are handled on a case-by-case basis.
SNL/NM:

Initial – Security Awareness provides video via FSO website.  Contractor ensures video is viewed.  Contractor provides SNL Sandia Delegated Representative (SDR) with verification that course has been completed.
Annual –Web-based, if individual has access to the Sandia Restricted Network (SRN).  Completion is automatically recorded in SNL’s corporate training records.  Individuals without SRN access obtain via Portable Document Format (PDF) versions through SNL’s external FSO website.  FSO sends Completion Record form to Awareness to input into SNL’s corporate training records.

Termination – Video and Security Termination Briefing form are provided by Awareness via FSO website.  Contractor is responsible for ensuring SNL Clearance Processing receives both Termination Statement and either Security Termination Briefing form or SF 4300-CRC, Completion Record for Contractor Administered Training, along with individual’s badge.
Q21 For each person possessing a security clearance, provide the date of the most recent annual refresher briefing.

Comment:  If you do not keep the records, contact the SNL SDR for a listing.  If that option fails, contact Security Awareness.

Q22 Briefing material used—Did the employee:
a. Participate in the SNL Annual Security Refresher Briefing (computer-based training)?
b. Read or view a PDF of the course.
c. Participate in another briefing or training module provided by a DOE or NNSA laboratory, plant, facility, or federal office?
d. Receive briefing through another means (describe)? 
Reference answer to Q20.
Q23 Who provides the termination briefing, and execution of DOE Form 5631.29, Security Termination Statement?

Answer:

SNL/CA:  This is done by the Badge Office or by the onsite contract manager.

SNL/NM:  Reference answer to Q20.
Facility Approval and Registration of Activities

Q24 Review the information on the attached Facility Data & Approval Record (FDAR) and provide changes as necessary.  Indicate why information is being changed.  You may write changes directly on the FDAR, or make the changes electronically and include a copy with your response.

Q25 DOE records reflect contracts by number and DOE office and/or specific contractor name.  Some contracts include the requirement for security clearances for personnel employed by your company.  If you were provided with a summary sheet, could you verify each contract’s status and explain changes, errors, or discrepancies?

Comment:  Should identify areas for which you are responsible.

Q26 Verify that each contract is still in effect and explain any changes, errors, or discrepancies.  List any contracts requiring personnel security clearance that are not listed on the attached chart, and delete any contract that is not currently in effect.
Resource:  Contact FOCI/FARA Program for support.
Q27 Does each contract contain the security, classification, and FOCI and Facility Clearance clauses as required by DEAR 95.204?
Resources:  Check your contracts for this information, or contact your SNL SDR.
Q28 Does your organization maintain its Personnel Security records?  If so, describe the system (provide copies of Questionnaire for National Security Positions (QNSP), briefing documentation, personnel clearance notifications, etc.).  If not, identify the company or organization that performs this task for you.
Answer: SNL maintains personnel security files for contractor and consultant personnel.  Those files consist of access authorization information (Clearance Request Forms, Security Termination Statements, etc.).

Q29 Do the clearance levels and any clearance extensions match your company’s records?  Indicate any discrepancies.
Answer:  Reference answer to Q28.
Q30 Identify persons who are employees of lower or higher tier contractors, subcontractors, parent organizations, etc., who receive DOE clearance authorization through your organization? 
Resource:  Contact the SNL Clearance Office if you do not know.
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