Periodic Security Review Guide
for Sandia National Laboratories (SNL)
Non-Possessing Contractor Facilities
[bookmark: Text2]Facility Name: Click here to enter name				Facility Code: Click here to enter code
[bookmark: Text3]Facility Security Officer: Click here to enter officer			Date: Click here to enter a date. 

SNL contractor facilities are required to conduct a periodic assessment or review of their security programs. The Facility Security Officer (FSO) should use this guide to conduct the security review, with particular focus on SNL and Department of Energy (DOE) security requirements associated with SNL contracts.  Refer to the SNL Contractor Toolcart, available at http://www.sandia.gov/fso/index/htm.  You will find the SNL Security Requirements Plan, Personnel Security information and forms, and additional resources to help with the review.  Also, conducting interviews with your personnel is useful in gauging the effectiveness of your security program and identifying areas for improvement.

	Security Program 

	General

	Are there established internal procedures to inform employees of their responsibility to communicate security-related information to you as the FSO?
[bookmark: Text4]Comments: Click here to enter comments 

	[bookmark: Check1][bookmark: Check2][bookmark: Check3]|_|Yes |_|No |_|N/A

	Do you cooperate with officially credentialed representatives of Federal Agencies conducting inspections, audits and investigations?
[bookmark: Text5]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are employees aware of the Defense Hotline? (The Defense Hotline, The Pentagon, Washington, D.C. 20301-1900, (800) 424-9098, (703) 604-8569.)
[bookmark: Text6]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you use the SNL Contractor Toolcart, located online at http://www.sandia.gov/fso/index.htm, for access to information and forms needed to perform your FSO duties?
[bookmark: Text7]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware of which of your employees have SNL email accounts and/or SNL-issued property (e.g., crypto cards, thumb drives, laptops)?
[bookmark: Text8]Comments: Clcik here to enter comments

	|_|Yes |_|No |_|N/A

	Do you know which of your employees perform work only at SNL and which of your employees also perform unclassified work at home or at your facility?
[bookmark: Text9]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Security Requirements Plan (SRP)

	Do you have a SNL SRP on file at your facility?  (If you have not yet received notice to execute an SNL SRP, you may access it on the SNL Contractor Toolcart.)
[bookmark: Text10]Comments: Click here to enter comments 

	|_|Yes |_|No |_|N/A

	Is the SRP certification page signed by the current FSO and one of the Key Management Personnel (KMP)?
[bookmark: Text11]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware that no classified work or access to security areas at SNL is allowed until the SRP has been executed by your facility?
[bookmark: Text12]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Self-Assessment

	Do you conduct self-assessment activities outside of this periodic review?
[bookmark: Text13]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	If your facility is under the Defense Security Service (DSS) cognizance, do you provide a copy of the Risk Assessment results to SNL Contract Security Service (CSM) office as part of this review?
[bookmark: Text14]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Incident Reporting

	Are all employees aware of their responsibility to report incidents of security concern to the FSO, SNL manager, and the SNL Security Incident Management Program (SIMP)?
[bookmark: Text15]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Does your facility have a graduated scale of administrative disciplinary action in the event of violations or negligence
[bookmark: Text16]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Multiple Facility Organization (MFO)/Co-use of Security Program

	Is your facility a corporate/home office with branches at other locations?
[bookmark: Text17]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is your facility a branch with a corporate/home office?
[bookmark: Text18]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Does the corporate security program encompass your facility?
[bookmark: Text19]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	If an MFO, does the home office have a facility clearance at the same or higher level than any cleared facility in the MFO?
[bookmark: Text20]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Parent Organizations
	

	Is your facility a subsidiary of a parent company or does your facility have multiple parents?
[bookmark: Text21]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	[bookmark: Text22]If so, has this information been reported in your submission to e-FOCI or e-FCL? Comments: Click here to enter comments	

	|_|Yes |_|No |_|N/A

	

	

	Facility Clearance

	Records
	

	Are facility clearance documents (SF328, KMP List, etc.) properly executed and maintained in a current state?
[bookmark: Text23]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	If under DSS cognizance, is the DD441 or DD441-1 on file and is your ISFD record current?
[bookmark: Text24]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	FSO
	

	Is the FSO an employee of your organization and appointed by management, as required?
[bookmark: Text25]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Foreign Ownership, Control or Influence (FOCI)
	

	Have there been any changes in any of the information previously reported on the SF328, “Certificate Pertaining to Foreign Interests”?
[bookmark: Text26]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Has the presence of any/all FOCI factors been reported thru e-FOCI (DOE) or e-FCL (DSS), as appropriate, and in the manner prescribed?
[bookmark: Text27]Comments: Click here to enter comments
	|_|Yes |_|No |_|N/A

	Does your facility operate under FOCI?
[bookmark: Text28]Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is there an approved FOCI mitigation plan in place?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	KMP
	

	Are all KMP, who are required to hold personnel clearances, have a clearance at the same level of the facility clearance?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is the FSO, as identified on the KMP list, cleared to the level of the facility clearance?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are exclusion resolutions on file for KMP who are not required to have clearances?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Have all changes to the KMP list been reported to your Designated Responsible Office (DRO) through e-FOCI or DSS Representative through e-FCL?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Significant Change Reporting
	

	Have you notified your DRO (and DSS Rep, if applicable) of negotiations for merger, buyout, acquisition, conglomeration or takeover of your facility by another entity (foreign or domestic)?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	
	

	Have you notified your DRO (and DSS Rep, if applicable) of plans to change or reorganize company structure or change official name?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is other information reported to your DRO (and DSS Rep, if applicable), such as changes to company address, FSO name or contact information, bankruptcy, or intentions to terminate business, etc.?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Facility Data and Approval Record (FDAR)
	

	Do you have a current FDAR on file?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you contact the DRO to report changes affecting the facility clearance and other information on the FDAR?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Activity Registration
	

	Do you have a copy of the current Contract Security Classification Specification (CSCS) for each SNL purchase order (PO) contract that requires personnel clearances in the performance of work?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware that no classified work or access to security areas at SNL is allowed until the CSCS has been distributed to your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you have a copy of the current CSCS for contracts issued by other DOE labs or a DD Form 254 from DOD organizations or contractors when personnel clearances are required in the performance of work?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Facility Clearance Status
	

	Are you aware that a facility clearance may be suspended for numerous reasons (i.e. non-compliance with security requirements, changes in company ownership, etc.) and that no new contracts may be approved and no new personnel clearances requested during suspension?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Personnel Security

	Clearances
	

	Do you conduct pre-processing background reviews on employees that will require a personnel clearance?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is the number of personnel clearances requested held to a minimum consistent with contractual requirements?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	
	

	
	

	Do you assist in the timely processing of personnel clearances by facilitating the completion of forms, appointments for substance abuse tests and fingerprinting, and interviews by investigative agencies?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is the level of clearance appropriate for each individual as required for performance of the contract?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are all DOE clearance applicants and holders aware of their SNL substance abuse testing responsibilities?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you maintain personnel clearance information, including name, level and contracts to which the clearance is tied?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Upon termination of a DOE personnel clearance (e.g., termination of employment, extended absence of greater than 90 calendar days, or transfer to unclassified work), do you complete the DOE Security Termination Statement (DOE F 5631.29) immediately on the date of security termination and submit the form to SNL within two working days?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you submit a request to the SNL Clearance Office to withdraw an in-process personnel clearance when the personnel no longer require a clearance?
Comments: Click here to enter comments
 
	|_|Yes |_|No |_|N/A

	Are classified visits to other facilities coordinated through the SNL manager?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you understand that no classified visits or meetings may be conducted at your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Badges
	

	Do you have an employee ID or badge requirement at your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do employees that work at SNL possess the proper SNL-issued badge needed to perform their job duties?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are personnel aware of the requirement to report lost, stolen, or forgotten SNL-issued badges to the SNL Badge Office within required timeframes? (Refer to the SNL Contractor Toolcart)
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	
	

	
	

	
	

	Are SNL-issued badges retrieved and returned promptly to the SNL Badge Office upon termination, suspension, revocation of clearance or when no longer needed to perform duties?
Comments: Click here to enter comments 	
	|_|Yes |_|No |_|N/A

	Reporting Requirements
	

	Are all DOE clearance applicants and holders aware of their responsibility to report potentially relevant information as addressed in the “DOE and Sandia Reporting Requirements” matrix? (Refer to the SNL Contractor Toolcart)
Comments: Click here to enter comments 

	|_|Yes |_|No |_|N/A

	Security Awareness, Training and Education

	FSO Training
	

	Have you received FSO training through SNL or DSS?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Have other security staff members received appropriate training?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Briefings
	

	Have all cleared personnel received required security briefings, as appropriate for the clearance stage, using the most recent version available on the SNL Contractor Toolcart? (Initial, Comprehensive, Refresher and Termination)
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do cleared personnel receive other briefings and training commensurate with their involvement with classified information?
Comments: Click here to enter comments
	
	|_|Yes |_|No |_|N/A

	Are cleared personnel aware that no classified matter may be possessed, accessed, stored, created, discussed, etc., within your facility’s physical location?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are personnel assigned overseas provided with appropriate threat briefings?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Physical Security
	

	Are personnel aware of and do they comply with the requirements associated with SNL security areas (mainly, property protection and limited areas)?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are personnel familiar with the list of controlled and prohibited articles in order to avoid security incidents when entering SNL security areas?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Operations Security (OPSEC)
	

	Do you have an understanding of the types of information that an adversary or corporate espionage operative might be interested in, and are the protections in place for that information or material?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	
	

	Are employees aware that work in a classified subject area, even though unclassified, should only be performed at SNL and not at home or at your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Derivative Classification/Guidance
	

	Do personnel that work with classified matter at SNL know that only a SNL appointed and trained individual may act as a derivative classifier (DC)?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do personnel that generate classified matter know who is assigned as the DC for their area?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do personnel that access classified matter receive briefings at SNL that enable them to recognize potentially classified matter in their relevant areas of work?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Classified Matter Protection and Control (CMPC)
	

	Do personnel receive the required CMPC training prior to accessing classified matter?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are personnel aware that classified matter may be accessed only at SNL or at other cleared facilities at the direction of SNL?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Unclassified Controlled Information (UCI)
	

	Is Official Use Only (OUO) information, in hard copy or electronic form, properly protected at your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is Export Control Information (ECI), hard copy or electronic form, properly protected at your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is Personally Identifiable Information (PII), hard copy or electronic form (e.g., personnel clearance information and human resources records) used and protected in accordance with the Privacy Act of 1974?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Is SNL Proprietary information, in hard copy or electronic form, properly protected at your facility?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you transmit UCI from your facility using adequate protection (e.g., email encryption, password protection, etc.)?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Public Release Approval
	

	Are your employees aware of the Review and Approval process at SNL prior to public disclosure of information related to SNL contracts?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Consultants
	

	Are you aware that consultants do not require a separate facility clearance or CSCS if the consultant does not use an Employer ID Number for payment and does not have employees that require personnel clearances?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware that security clauses and requirements apply to consultants and must be included in their contracts?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware that a consultant is considered the same as an employee in terms of requesting a personnel clearance and ensuring that required security training and briefings are provided to the consultant?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Subcontracting
	

	Do you have subcontractors that require personnel clearances to perform work on SNL contracts?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	If so, are you aware that the subcontractor company must have its own facility clearance and those personnel clearances must be requested under the subcontractor company’s name?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you notify the Sandia Delegated Representative that your subcontractors need personnel clearances and a separate CSCS?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware that SNL will execute an SRP with your subcontractors that have been issued a CSCS and processed for personnel clearances?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are you aware that your subcontractors may not be granted a facility clearance at a higher level than your facility’s clearance?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you notify SNL CSM when your subcontractors no longer need personnel clearances?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Are security clauses and requirements flowed down to subcontractors in a contractually binding manner?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Foreign National Visits and Assignments
	

	Do any of your facility’s personnel require a Foreign National Request Security Plan (FNR SP) in order to perform work for or at SNL?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Does your facility employ foreign nationals or host foreign national visits?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do you have documented procedures in place to ensure that foreign nationals do not access protected information inadvertently?
Comments: Click here to enter comments

	|_|Yes |_|No |_|N/A

	Do all employees know when a foreign national is in the area?
Comments: Click here to enter comments
	|_|Yes |_|No |_|N/A



