Summary of 

Foreign Ownership, Control or Influence (FOCI)

Process/Requirements

FOCI References:

FOCI review/certification is a federally-sponsored program.  The DOE documents the FOCI requirements in DOE Order 470.1, Chapter VI.  The DOE Order is based on DOD 5220.22-M, “The National Industrial Security Program Operating Manual (NISPOM),” dated February 2006.  The NISPOM is mandated by Executive Order 12829 which was signed into law in 1988. 
What is the Objective of FOCI?

It is DOE Policy to obtain information that indicates whether offerors/bidders or contractors are owned, controlled or influenced by a foreign person [entity] and whether as a result the potential for an undue risk to the common defense and national security may exist.

When is a FOCI Review/Certification required?
FOCI review/certification is required on a business structure when employees of the business structure  require access authorizations [personnel security clearances] in the performance of their contract specifically related to accessing classified matter or for unescorted area access within security areas.

What business structures require FOCI?
FOCI is required on all types of business structures regardless of whether they perform at Sandia as contractors or subcontractors.  The most common business structures processed for FOCI review/certification by the DOE are:  Sole Proprietorships, Privately-Owned Corporations, Publicly- Traded Corporations, Limited Liability Companies, General and Limited Partnerships, Non-Profit Companies, Universities and Colleges.  In addition to the above, FOCI review/certification is required on all other business structures and, as applicable, on upper level tiers, consultants, agents, grantees, and cooperative agreement participants.
FOCI and Security Clauses:
There are three main security-related clauses that procurement inserts into a contract when it is determined that personnel security clearances are required for performance of the contract.  Without the following two clauses, clearances are not authorized on the contract.  The two clauses are: DEAR 952.20402 (Security Requirement) and DEAR 952.204-74 (FOCI).  Both are clauses that must be flowed down should the Sandia prime contractor further subcontract.  The FOCI clause specifically instructs the contractor that its subcontractors must also be FOCI-certified if their employees will require clearances.  The third clause, DEAR 952.204-70, (Classification) is inserted into any contract which will require the contractor to access classified matter. This clause is also a flow down in cases where the subcontractor will also require access to classified matter.  Note:  Subcontractor personnel must be cleared and badged under their direct employer.  They may not to be cleared and badged directly under the prime contractor. 
Key Management Personnel Clearances:

In addition to processing employees of a business structure for access authorizations, the DOE also identifies the following key management positions as requiring personnel security clearances at the same classification level of the contract awarded to the business structure. These key management personnel (KMP) clearances are required in order for the company to remain FOCI certified.  The positions vary depending on the business structure type.  The most common positions requiring clearances are:  (1) Chairman of the Board (COB); (2) Chief Executive Officer (CEO), President or Owner; (3) Facility Security Officer (FSO) [the FSO position must be appointed and will serve as the companies single point of contact for Sandia National Laboratories and DOE Security personnel]; and (4) any person who owns 20% or more of the business.  For other less common business structures and Universities/Colleges, actual KMP requiring clearances are determined on a case-by-case basis by the DOE.

FOCI Exemptions?
FOCI is not required for individuals (Consultants) performing on a consultant agreement and who are not affiliated/associated (through employment, ownership or other representation) with any company, university or other form of business.  The consultant definition utilized at Sandia National Laboratories is:

“An individual who provides predominantly advisory services in a professional field of special knowledge or training who represents him/herself and who is not associated with any company, university, or other form of business.”  
Note:  Procurement Contracts and No Fee Agreements can be placed with consulting organizations (Businesses/Companies), however, the organization (business/company) must be submitted for the FOCI process.
What is the timeframe for the FOCI Process to be completed?
For a small to medium size company, the timeframe for obtaining a FOCI Certification is approximately 60 days.  The clock for the process begins when a complete FOCI package is submitted to the DOE.  In addition to the actual FOCI paperwork, the complete package will include (1) the Contract Security Classification Specification (CSCS) form, [This form is utilized to register the contract, which will be the basis for the FOCI process to be completed]; and the badge/clearance request and the security justification/suitability forms for each of the KMP positions identified above.  DOE reserves the right to require additional positions to be cleared depending on the actual business structure type, the level of influence the position carries and the place of performance of the classified work. 

See Attached FOCI Flow Chart (dated 10/1/04)
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