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The DOE-mandated random drug testing 
process is now in effect at SNL, requiring  
testing for all clearance holders.
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Weather Warning
Just a reminder that if there are work 
delays at SNL due to inclement weather, 
you can expect a corresponding delay 
in the Badge Office. In cases of a snow 
delay or cancellation, you will be 
notified through e-mail. You can also 
call the Sandia Bulletin Board (dial 
1-800-460-0601 or 845-6789) for 
information about adverse weather 
conditions, gate closures, and work 
delay information.

Safeguards and Security
Sandia National LaboratoriesIf a member of your organization is taking a 

leave of absence for 90 working days or longer, retiring, leaving your 
employment, or simply if his or her security clearance is no longer 
needed, then you must initiate deactivation of the clearance to meet 
termination requirements. You’ll need to do three things:

Ensure the individual views the termination briefing. •	
Review and sign the DOE F 5631-29, •	 Security Termination 
Statement with the individual.
Immediately upon termination, ensure that the •	 Security 
Termination Statement and badge are returned to the Clearance 
Specialist: 801N/125 in New Mexico, 911/102 in California. 

Both the termination briefing and a copy of the Security Termination 
Statement can be found on our external Facility Security Officer 
(FSO) Contractor website at http://www.sandia.gov/FSO. 

To further assist you when a Member of the Workforce terminates 
employment as a Sandia contractor, we have placed a copy of the 
Contractor/Consultant Separation Checkout Sheet in the Clearance 
section of our FSO Contractor website. We believe you’ll find this to 
be a useful guide to you in following through on Sandia’s termination 
requirements.

As always, we encourage you to contact Security Awareness or 
Clearance Processing with any questions related to clearance 
terminations.



Paulette Solis
In October 2008, 
Paulette Solis was 
selected as the new 
Facility Clearance 
Team Lead. She 
will lead the team to 
include the Foreign 
Ownership, Control, or Influence (FOCI) 
program and registration of facility clearances 
for all SNL subcontactors. Ms. Solis has more 
than 15 years of Safeguards and Security 
(S&S) experience with NNSA/DOE and 
Industrial Security. Please contact Paulette 
or her team for your FOCI and Facility 
Clearance needs.

Charles 
Montoya
In November, 
Charles Montoya 
was selected as 
the new Foreign 
Interactions Office 
(FIO) Team Lead. 

“I truly appreciate the opportunity to have 
worked with all of you as the Security 
Awareness Coordinator and as the 
Operations Security Program Manager,” 
Montoya said. “Although I’ve worked with 
many people during my career at SNL, my 
experience working directly and indirectly 
with you has been tremendous. Based on this 
experience I know that I am leaving a high 
performance team. Yes, I considered all of 
you as part of the Security Awareness and 
OPSEC Team—after all ‘without U, there 
would be no sec_rity.’”
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It is that time of year again. Sandia is scheduled   
to shut down for a long winter’s nap—well, just a couple of weeks anyways. 

Now is the time for each of you to review the SEC100 requirements for your 
companies and fax all of those completions to us by December 22, before Sandia 
shuts down. That way, we can make sure to get the completions logged, prevent-
ing people’s badges from being turned off while we are out for the holidays. 

If you need any further information, give us a call, we will be glad to assist you 
any way we can. Have a wonderful holiday season and we will see you next year. 

Thank you, 

Training completion before Dec. 23

Margret Tibbetts

From the Desk of Margret Tibbetts
Photos by Dominic Ruiz



Random Drug Testing

Those of you who attended our  
FSO Conference in August and read our 
September newsletter are aware that DOE is now 
requiring random drug testing for all clearance 

holders. This initiative is a result of a February 2007 
DOE Task Force Review of the Departmental Personnel 
Security Program. The intent is to ensure the safety 
and security of workers, DOE sites, and surrounding 
communities. The following information is provided to 
help you understand the random drug testing process.

The Process
Verbal notifications will be made to randomly selected 
cleared employees and contractors during hours of 
operation. 

The selected individuals will receive verbal notification 
while on duty via telephone. The notification will include 
directions to the nearest collection site and the selected 
individuals must report to a designated collection site 
before the close of business that same day. Once verbal 
notification is made, no excuses will be accepted for 
failure to report to the collection site. 

For Members of the Workforce who do not work at 
a SNL location where there is a collection center, 
information on where to report will be given at the time 
of notification. Those individuals who do not work at a 
SNL location will have 24 hours to report to a collection 
facility after notification. 

Failure to report to an approved collection center on the 
day of notification, or refusal to provide a specimen, will 
result in measures equal to those for a positive drug test.

Drugs being screened 
for include marijuana, 
cocaine, opiates, 
phencyclidine, and 
amphetamines. Some 
prescription medications fall 
in these categories; confirmation that a person 
has illegally used prescription medications will result in 
positive test result as well.

Urine specimens will be sent to a federally-certified 
private laboratory for assay. If a lab result indicates the 
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presence of drugs in a specimen, those results will be 
provided to the Medical Review Officer (MRO). The 
MRO will determine whether a result is reported as either 
positive or negative and will seek information about the 
results, including the use of any prescription medications.

The immediate consequences of an MRO-confirmed 
positive drug test include the contractor’s badge being 
confiscated and the individual being removed from the 
performance of the Sandia contract immediately.

Per 10 CFR 707, Section 707.14, Action Pursuant to a 
Determination of Illegal Drug Use, an individual who 
has been notified of a positive test result may request 
a retest of the same sample at the same or another 
certified laboratory. The individual shall bear the costs of 
transportation and/or testing of the specimen. SNL will 
inform employees of their right to request a retest under 
the provisions of this paragraph.

Drug Testing Continued from Page 3

Access to some limited areas is controlled by doors 
and bypass gates, rather than turnstiles. Because these 
entrances can look like any other door—except for 
the badge swipe and sign stating, “You are Entering a 
Limited Area”—we sometimes fail to practice good 
security when using them. Good security practices 
when using a door or bypass gate include: 

Looking back to verify that no one followed you •	
through the door. 
Ensuring that the door closed firmly behind you.•	
Checking an individual’s badge when allowing that •	
person to enter the limited area.
Asking whether the person is carrying prohibited •	
or controlled items. 

Remember, you are assuming full responsibility 
for any resultant security consequences when you 
use your badge to vouch someone into a limited 
area. If you are concerned about the circumstances, 
step aside and allow the individual to use his or her 
badge to enter. For additional information, refer to 
CPR400.3.11, Access Controls.

1 Outside the Sandia Synergy Center Drug Collection Facility.  
2  Suite 200, the Sandia Synergy Center Drug Collection Facility 
at SNL/NM.

2

Access to Limited Areas
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Safeguard Sandia

Newsletter Submissions
If your group or organization would like 

to provide content for this newsletter, 

please submit suggestions and articles 

to Fran Armijo at fparmij@sandia.gov 

or Dionne Hidalgo at dlhidal@sandia.

gov. Because compiling such information 

is an ongoing process, submittals can 

be e-mailed to us at any time during the 

publication cycle.
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Contact us:
Safeguard Sandia 
SNL/NM MS 1341
PO Box 5800 
Albuquerque, NM 87185-1341

E-mail: securityed@sandia.gov
Phone: (505) 284-2416

Web site: http://www.sandia.gov/fso/

A reminder that SF 2730-NCB, Name 
Change Request and DOE F 5631.34 
Data Report on Spouse/Cohabitation 
forms should be submitted to the SNL/
NM Clearance Office or SNL/CA 
Visitor Control for processing to DOE. 
Do not forward either of those forms 
directly to DOE.

If you’ve been reading our FSO Newsletters, 
you’ve no doubt noticed a recurring theme; we’re always reporting 
on changes within S&S, and 2008 was no exception. New staff 
augmentation companies; new federal credentials; initial and 
random drug testing; personnel changes in OPSEC, Foreign 
Interactions, Clearance Office, and FOCI/FARA; are just a few of 
the big changes we’ve confronted within in the past year. 

One thing, however, remains constant, and that is my appreciation 
for the fine work our contractors provide us. I could fill this 
newsletter with articles about the contractors that I have been 
privileged to work with during my stint as Security Awareness 
Coordinator. They’re hard-working, dedicated people, who believe 
in providing “exceptional service in the national interest,” just as 
much as we Sandians do. So with this coordinator’s corner, may I 
just simply say, thank you Sandia contractors, wherever you are in 
whatever task you perform. We could not succeed without you.

Thank you,

Fran Armijo
Security Awareness Coordinator

C2Coordinator’s Corner
security awareness team

The Value That Contractors Add

Questions & Answers
Q: When can contractors expect to enroll for the 
new HSPD-12 federal credential? 

A: Sandia employees are still being enrolled, and we anticipate that 
contractors will begin being enrolled in March or April, but that’s 
just our best estimate at this time. We’ll have more information, 
including tips on completing the enrollment process, and the proper 
maintenance of your new credential, in our next newsletter.


