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AUTOMATED VEHICLE & BYPASS GATES ACCESS

Automated access gates/turnstiles are used for pedestrians at Sandia’s Limited Areas (LA) and Property Protection Areas (PPA) in both New Mexico and California.  These turnstiles are not easily accessed by bicyclists, physically challenged individuals, or by anyone carrying equipment or supplies.  Therefore, Sandia Security has provided a turnstile “Bypass” capability.  The most common bypass will be a swinging gate or sliding door.  

Sandia has installed automated vehicle badge swipe access systems into some designated security areas.  The process for receiving access authorization for Area I and Area IV at SNL/NM and the SNL/CA limited area gates, is as follows:  You must be appropriately cleared for the area you wish access / you are required to be in compliance with SEC-100 / you must sign and obtain a SNL Managers signature/authorization on the Security Acknowledgment form and provide the original document to the Badge Office specialist. 

To also be enrolled in the Limited Areas and Property Protection Areas access system, I agree to comply with the following responsibilities:

· I will drive only vehicles authorized by Sandia into the limited area and have my valid driver’s license in my possession.  (Vehicles authorized by Sandia are government vehicles or private vehicles with special authorization.)

· I will verify visually that pedestrians do not go through the vehicle or bicycle gate while I am using it.  If a pedestrian attempts entry through the vehicle / bicycle gate, I will challenge them.  If they continue to enter, I will call Security immediately (see “In the event of a problem…” listed below).

· I will verify that passengers in my vehicle are badged at the appropriate clearance level.  If I am escorting an uncleared individual, I will understand and perform my escort duties as stated in ISS100.5.3, Control Site Access (e.g., verify the escorted individual is badged, the appropriate paperwork is processed, they do not possess any prohibited articles, etc.).  If I am escorting an uncleared foreign national, I will ensure that appropriate approvals are in place and all security requirements are met.  

· I will not bring or allow others to bring prohibited articles into a security area unless I have obtained proper authorization.  (Prohibited articles include:  drugs, alcohol, weapons, firearms, personal cellular phones, computers, cameras or recording equipment, etc.  A list of prohibited articles is located at each access point.  Obtain authorizations from the appropriate security contact shown in ISS100.5.1, Manage Controlled and Prohibited Articles.)
· I understand that, while inside a limited area, my vehicle can be searched by a Security Police Officer. 

· I understand that video surveillance equipment is operational and may be used to record the use of 

        Bypass gates/doors                

· I am responsible for following procedures for transporting property or classified matter in my vehicle when entering or exiting through the vehicle gate.

· I am responsible for the automated vehicle gate and will remain in the area until it is closed successfully.

· For a Bypass swinging gate, I WILL REMAIN WITHIN PHYSICAL PROXIMITY of the gate while it is open.  I will wait there until it fully closes automatically or I will close it manually.  Once the gate is closed, I will check that it is locked by pushing and pulling on it to make sure that it does not open.

· For a Bypass sliding door, I will remain within physical PROXIMITY of the door while it is open.  I will not leave the gate area until I hear the sound of the locking mechanism OR I visually verify that the door is completely closed.

· I will follow the instructions given to me by Security Police Officers during emergencies, random vehicle searches, etc.  

· In the event of a problem (e.g., vehicle gate does not open or close, a pedestrian passes through the vehicle gate, etc.), I will contact Security using a nearby telephone at 844-4657, 844-4658, or 844-3155 at (SNL/NM) or 294-2300 (at SNL/CA).  I will remain in the area until a Security Police Officer arrives.

· I understand that if a gate is open for too long, blocked or it does not close completely, an alarm will be transmitted to the Central Alarm Station and a Security Police Officer will respond.
WARNING:  The privilege given at one Sandia site will also authorize bypass privilege at the other site.  Be aware of the differences in your responsibilities.

NOTE:  Foreign Nationals will not be issued a pin number nor authorized badge swipe capabilities.

NEW MEXICO:  

· Individuals having trouble with their badges should be referred to the Badge Office (505-284-3626) for assistance.  Vouching and escorting through Sandia New Mexico’s Bypass Gates is allowed but discouraged.  If I choose to vouch for someone (assume the responsibility for allowing other individual(s) to enter based on my authorization) at a Bypass gate/door, I will visually verify that they have a valid DOE Standard L or Q badge with matching photo or a valid Sandia-issued site specific badge.

· If I escort an uncleared individual through a Bypass gate/door, I will ensure that they have a valid DOE Standard badge with matching photo or a valid Sandia-issued badge, and I will follow proper escorting procedures.

· Limited Area entry requires a swipe and PIN for both entry and exit.  Upon authorized access, the gate/door will unlock/open for a short time and then close.

CALIFORNIA:

· Same as above but with the following addition:  Pedestrian bypass gates for PPA access require a swipe to enter and a push button to exit.  Upon authorized access, the gate/door will unlock/open for a short time and then close. 

· The Limited Area vehicle gates require a swipe at the first gate, and after entry and the gate has closed behind you, a swipe and PIN at the second gate.  Exiting requires a swipe, the gate will open, then close behind you, and the second gate will then open. 
· Individuals having trouble with their badges should be referred to Visitor Control (925-294-1358) for assistance.  

Your continued use of the Bypass gates/doors evidences your acceptance of the responsibilities detailed above.  If you are unable to meet these obligations, please contact the Badge Office to remove your name from the Bypass Gates Authorization database.

I understand that failure to comply with the above responsibilities or procedures could result in a security infraction or loss of privilege to use the automated vehicle gate.

	For SNL Employees/Contractor Use:  For Sandia Employees and contractors to be enrolled into the limited area automated vehicle access system; signatures are required from both the employee/contractor requesting access and the responsible Sandia manager to whom they are assigned.

**SNL Employees/Contractors are required to print and sign this form as an acknowledgement.  A manager’s signature is required.**

	Access requested

	
	 FORMCHECKBOX 
 (NM) Area I inbound (gate 8)
	 FORMCHECKBOX 
 (NM) Area IV inbound
	 FORMCHECKBOX 
 (CA) Vehicle Gate 12

	
	 FORMCHECKBOX 
 (NM) Area I outbound
	 FORMCHECKBOX 
 (NM) Area IV outbound       
	 FORMCHECKBOX 
 (CA) Vehicle Gate 15

	
	 FORMCHECKBOX 
 (NM) Area I bypass gates (including 858EL{requires PIN} and 957)                                                    
	 FORMCHECKBOX 
 (NM) Area IV bypass gates    
	 FORMCHECKBOX 
 (CA) Vehicle Gate 23

 FORMCHECKBOX 
 (CA) Vehicle Gate 701

	
	 FORMCHECKBOX 
 (NM) Eubank pedestrian/bicycle gate
	 
	 FORMCHECKBOX 
 (CA) Turnstile Bypass Gates

	

	Name of SNL Employee (Print):

Name of Contractor (Print):
	______________________________
	SNL ID:
	
	Date:
	
	

	

	SNL Employee Signature: Contractor’s Signature:
	_______________________________
	
	Type of Company:
	


	Online Video:  Bypass Gate Training

	SNL/CA Vehicle Gate Training


	I have viewed the Vehicle/Bypass Gate Access video online           FORMCHECKBOX 

	
	 FORMCHECKBOX 
 Construction
	

	Name of Company (if applicable):
	
	
	 FORMCHECKBOX 
 Professional
	

	
	
	
	 FORMCHECKBOX 
 Other
	
	
	

	
	
	

	
	(specify)

	Name of Sandia Manager, or

Team Leader/Supervisor(Print):
	
	Org.:
	
	Phone #:
	
	

	

	Manager’s, or Team Leader/Supervisor’s Signature:
	
	Date:
	
	

	


Fax the Completed form to the New Mexico Badge Office At 505 844-4263

Or the California Badge Office at 925-294-1330

