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Executive Summary 
This deliverable describes the principal outcomes of the first CoMiFin-ICA working session 
carried out in collaboration with people from Sandia Laboratories (US). The working session 
was held in Rome, in conjunction with the first CoMiFin-ICA workshop, whose principal 
outcomes will be extensively discussed in CoMiFin-ICA D1.2 deliverable. 
 
The main objective of the working session was to identify possible international cooperation 
activities between the CoMiFin consortium and the Sandia Laboratories. 
Starting from the main principal objectives of the CoMiFin-ICA proposal, we identified two 
broad research areas that have been investigated and discussed during the working session day: 
 

1. Collaboration Models for large scale Critical Infrastructures: research challenges and 
applications  

2. Organizational, Social and Technological Aspects for Information Sharing 
Environments. 

 
As explained in this report, the former research area is devoted to investigate modeling aspects 
of the Semantic Room collaborative environment, developed in the context of the CoMiFin 
project, exploiting the strong expertise of the Sandia people in modeling such complex 
environments. The principal objective of this modeling work is to gain qualitative and 
quantitative insights of the CoMiFin system that allows us to foster a wider use of collaborative 
environments for cyber attacks detection in the financial domain. In this sense, the outcomes of 
this line of research of the working session highlighted that two main aspects can be modeled:  

• the adoption of the CoMiFin collaborative model  
• the generalization of the CoMiFin approach to the global cyber security scenario in critical 

infrastructures.  
 
The latter research area is devoted to investigate organizational, social and technological aspects 
of the information sharing employed by the Semantic Room abstraction of CoMiFin. In 
particular, the working session outcomes highlighted that in such a context two fundamental 
aspects are to be considered:  

• the analysis of the interconnections between the different actors of the financial ecosystem.   
• the possibility to use novel adaptation mechanisms in order to detect emerging 

sophisticated threats. The strong expertise of Sandia people built in engineering Complex 
Adaptive Systems of Systems (CASoS) can be exploited in this case. 

 
All the previous research lines have been discussed and analyzed during the working session 
under four important angles, introduced in the slides we include in this deliverable: 

• the technical motivations for tackle the identified issues; 
• the principal motivations concerning the urgency to address the identified issues; 
• the role and importance of the international cooperation between CoMiFin and Sandia; 
• the initial approach that can be followed in order to tackle the identified issues. 
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This deliverable includes a number of slides that summarize the principal outcomes obtained by 
the CoMiFin and Sandia research groups during the working session. In particular, Section 1 
includes the slides we have produced for the analysis of the first previously mentioned research 
area. The slides report the initial approach the two research groups decided to undertake. Section 
2 includes those slides we have produced as result of the analysis of the second mentioned 
research area. Once again, the slides report the initial approach that is going to be undertaken in 
order to achieve the expected results. Finally, section 3 concludes this report highlighting 
possible issues to be faced and discussed in future working sessions. 
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1. COLLABORATION MODELS FOR LARGE SCALE CRITICAL 
INFRASTRUCTURES: RESEARCH CHALLENGES AND APPLICATIONS 

A number of objectives have been identified in the proposal of CoMiFin-ICA that highlight the 
added value of the international cooperation between CoMiFin and Sandia Laboratories.  
In this section, we include the slides the two research groups have produced during the working 
session and that summarize the main points of the discussion concerning the first research area 
introduced in the executive summary of this report, i.e., collaboration models for large scale 
critical infrastructures: research challenges and applications. As it can be noted by the slides 
below, the following initial CoMiFin-ICA objectives are addressed in the brainstorming of the 
working session within this research line; namely the evaluation of the improvements that each 
financial institution can achieve through the cooperation with other financial institutions, with 
respect to risk assessment, preparedness, detection and suggestion for reaction, and the 
evaluation of the specific risks that a FI has to face and how the project can address them. 
 
In particular, two aspects have been analyzed: the adoption of the Semantic Room based 
approach by financial stakeholders and the possibility to extend the CoMiFin architecture in 
order to deal with cyber security in general. 
 

1.1  Principal outcomes with respect to the CoMiFin-ICA objectives 
The main outcomes produced during of the working session can be summarized in the following: 
1 properly modelling the adoption of the collaborative approach enabled by the Semantic 

Room abstraction is beneficial in order to “visualize” the potential of CoMiFin in the 
financial ecosystem. This can be achieved thanks to the qualitative and quantitative insights 
the model can highlight. In essence, modelling the adoption of CoMiFin allows us to 
evaluate the improvements that financial institutions can obtain through the collaborative 
approach and the related risks, with the final aim to foster the adoption of our model also in 
the conservative financial domain; 

2 generalizing the CoMiFin approach to critical infrastructures and to a wider variety of cyber 
attacks allows us to bring together diverse utilities and improve the detection of modern 
cyber attacks that do not respect national and organizational boundaries. 
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2. ORGANIZATIONAL, SOCIAL, TECHNOLOGICAL ASPECTS FOR 
INFORMATION SHARING ENVIRONMENTS 

In this section, we include the slides CoMiFin and Sandia research groups have produced during 
the working session and that summarize the main points of the discussion concerning the second 
research area introduced in the executive summary of this report, i.e., organizational, social, 
technological aspects for information sharing environments. As it can be noted by the slides 
below, the following initial CoMiFin-ICA objectives are addressed in the brainstorming of the 
working session within this research line; namely provide a description of the behavior of single 
Financial Institution (FI) nodes and the result of interaction among the nodes, simulate the 
behavior of the interconnected FIs to face extraordinary situations,  
 
To this end, the discussion focused on the network analysis of financial ecosystem (i.e., 
understand who are all the actors of the system and who is talking to whom) and the level of 
adaptation of the CoMiFin system in order to face new emerging and more complex threats in 
the financial domain. 
 

2.1  Principal outcomes with respect to the CoMiFin-ICA objectives  
The main outcomes produced during of the working session can be summarized in the following: 
1 analyzing the network of the actors in the financial ecosystem allows us to enrich the 

information provided to the system, thus potentially augmenting (i) the accuracy of the 
detection of the attacks, (ii) the possibility to detect new threats, and (iii) the flexibility of 
CoMiFin’s trust score model currently available in the fist prototype; 

2 advanced adaptation mechanisms in addition to the basic ones already provided by the 
CoMiFin system can be particularly beneficial in order to face extraordinary situations in 
which more complex threats occur and need to be promptly detected in order to mitigate the 
damages they can cause.  
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3.  CONCLUSIONS 

The next CoMiFin-ICA workshop and working session will be held in US at the Sandia 
Laboratories premises. The outcomes obtained by the international collaboration on the research 
aspects explained in the slides of the previous sections will be discussed in that occasion and 
described in the upcoming CoMiFin-ICA deliverables. 
 

3.1  Possible issues to be faced in future CoMiFin-ICA working sessions 
The two research groups have also identified possible issues in dealing with the research aspects 
previously summarized. From this analysis it turned out the following: although introducing 
more complex adaptation mechanisms in the CoMiFin system, based on a genetic approach, can 
be highly effective in terms of capabilities of the CoMiFin system to timely react to new 
emerging threats, it can be very challenging to develop in the remaining part of the project. The 
lack of full expertise in such a research area of the CoMifin group and the tight time remaining 
till the end of the project brought the two groups to consider these aspects as possible future 
extensions of the CoMiFin project itself. However, it is worth noting that these aspects, and their 
applicability to the current CoMiFin system, will be further discussed and analyzed in the 
upcoming CoMiFin-ICA working session. 
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