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Infrastructures are Complex Adaptive Systems of
Systems or “CAS0S”

People design, use,
construct, maintain,
evolve...

R = SUNR T LOAD & DRIVE

Multiple Interdependent Infrastructures
coupled to socio-economic activity that
generates both a Load and a Drive
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COMPLEX: Emergent Behavior

“Big” events are not
rare in many such systems

Earthquakes: Guthenburg-Richter
Wars, Extinctions, Forest fires

Power Blackouts?
Telecom outages?
Traffic jams?
Market crashes?
277

log(Frequency)

log(Size)

Sandia
National
Laboratories



COMPLEX: Emergent Structure

Figure 1 Wiring diagrams for complex networks. a, Food web of Little Rock Lake,
Wisconsin, currently the largest food web in the primary literature®. Nodes are
= — =— functionally distinct 'trophic species’ containing all taxa that share the same setof
= - predators and prey. Height indicates trophic level with mostly phytoplankton at the
— bottom and fishes at the top. Cannibalism is shown with self-loops, and omnivary
o (feeding on more than one trophic level) is shown by different coloured links o
5 consumers. (Figure provided by N. D. Martinez). b, New York State electric power grid.
Generators and substations are shown as small blue bars. The lines connecting them
are transmission lines and transformers. Line thickness and colour indicate the
voltage level: red, 765 kV and 500 kV; brown, 345 kV; green, 230 kV; grey, 138 KV
and below. Pink dashed lines are transformers. (Figure provided by J. Thorp and
H. Wang). ¢, A portion of the molecular interaction map for the regulatory network
F O O d We b . that controls the mammalian cell cycle®. Colours indicate different types of
H interactions: black, binding interactions and stoichiometric conversions; red,
covalent modifications and gene expression; green, enzyme actions; blue,
stimulations and inhibitions. (Reproduced from Fig. 6ain ref. 6, with permission.
o Figure provided by K. Kohn.)
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New York state’s =~
Power Grid Ll

[llustrations of natural and constructed network systems from Strogatz [2001].
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ADAPTIVE: Grow and Adapt

Temporal
Spatial

Relational
Multiple Scales

Grow and adapt
In response to local-to-global policy
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Conceptual Lens for Modeling/Design

Take any system and Abstract as:

* Nodes (with a variety of “types”)
* Links or “connections” to other nodes (with a variety of “modes”)
* Local rules for Nodal and Link behavior

* Local Adaptation of Behavioral Rules

* “Global” forcing, Local dissipation Perceived el
oba

Network
Property

Node
Performancsg

Connect nodes appropriately to
form a system (network)

Connect systems appropriately

to form a System of Systems ' NN
B . N,
Transition¥ Propagation ¥ Network
Rule Node / Link
Modifications Modifications

Growth
Evolution
Adaptation
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Application:

Congestion and Cascades in
Payment Systems

Central Bank

is debited

4 Payment account

5 Payment account
is credited

3 Payment is
submitted or queued

Balance B; Processed Payment R; P Balance Bj
s L 33 i
‘§ =3 <2 7 Queued payment is
3 2 B ERS submitted if there is
=g 2 Depositor ER one
il account is debited

=

Bank j

Queue Q;

Deposits D;

6 Depositor
account is credited

Bank i

1 Productive agent
instructs bank to send
a payment

T suononusuj

Payment system network

For Details see:

The Topology of Interbank Payment Flows,
Soramaéki, et al, PhysicaA, 1 June 2007; vol.379,
no.1, p.317-33.

Congestion and Cascades in Payment
Systems, Beyeler, et al, PhysicaA, 15 Oct. 2007,
v.384, no.2, p.693-718.

Congestion and Cascades in Coupled
Payment Systems, Renault, et al, Joint Bank of
England/ECB Conference on Payments and
monetary and financial stability, Nov, 12-13 2007.

Networked Agent
Based Model

Productive Agent

us " EURO

Global interdependencies
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CASo0S Engineering

o Harnessing the tools and understanding of Complex Systems,
Complex Adaptive Systems, and Systems of Systems to
Engineer solutions for some of the worlds biggest, toughest
problems:

The CASoS Engineering Initiative

See: Sandia National Laboratories: A Roadmap for the Complex
Adaptive Systems of Systems CASo0S) Engineering Initiative, SAND
2008-4651, September 2008.

o Current efforts span a variety of Problem Owners:
. DHS, DoD, DOE, DVA, HHS, and others

http://www.sandia.gov/casos/ ¥
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http://www.sandia.gov/nisac/docs/CASoSEngineeringRoadmap_09.22.08.pdf
http://www.sandia.gov/nisac/docs/CASoSEngineeringRoadmap_09.22.08.pdf
http://www.sandia.gov/casos/
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2003: Advanced Methods and Techniques
Investigations (AMTI)

Critical Infrastructures:

* Are Complex: composed of many parts whose interaction via local
rules yields emergent structure (networks) and behavior
(cascades) at larger scales

* Grow and adapt in response to local-to-global policy
* Contain people
* Are interdependent “systems of systems”

Critical infrastructures are -
Complex
Adaptive
Systems of Systems:
CAS0S
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) Complex Adaptive Systems of Systems

(CAS0S) Engineering Englneerlng Change within

CASO0S:

o General infrastructures
o Congestive Failure
Power Grids

Payment systems
(Fedwire: financial
transfer system)

o Coupled payment systems
(Fedwire: FX market:
Target)

o Pandemics

o Petrochemicals and
Natural gas networks

o Global Financial Systems

... Combining
understanding across all
CASo0S application
domains
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Source: Energy Information Administration, Office of Oil & Gas

Active Refinery Locations,
Crude and Product Pipelines

National Infrastructure Simulation and Analysis
Center (NISAC)

Multiple Interdependent
infrastructures

Consequences of Perturbations
Economic
Social

Systemic Risk
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Socio-Technical Systems

Socio-Technical Systems are:

o Complex: composed of many parts whose interaction via local rules
yields emergent structure (networks) and behavior (cascades) at
larger scales

o Contain people and Grow and adapt in response to local-to-global
policy

Socio-Technical Systems are
Complex
Adaptive
Systems of Systems
or “CASoS”
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Extended Family

Example
Teen

or Neighborhood

I

Social
i \Networks
Household 7 Teer& Teen Random
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Social Contact Network

Application: Community Containment

for Pandemic Influenza

Infectious symptomatic
Circulate
Mean duration 1.5 days oM
D I 1.0 for first 0.5 day,
Infectious N then reduced to 0.375 for >
presymptomatic )})/' final day &, Dead
NG Mean duration 0.5 0,
Latent / days X Infectious symptomatic 9\1\
Mean duration 1.25 Iz 0.25 Stay home
days > Mean duration 1.5 days (11;/14)
»og I 1.0 for first 0.5 day, Immune
then reduced to 0.375 for
final day
Transition
Probabilities
pS=0.5 Infectious asymptomatic
pH=0.5 Mean duration 2 days
pM =0 Ig 0.25

Disease Manifestation

For Details see:

Local Mitigation Strategies for Pandemic Influenza, RJ Glass, LM Glass, an
WE Beyeler, SAND-2005-7955J (Dec, 2005).

Targeted Social Distancing Design for Pandemic Influenza, RJ Glass,_ LN
Glass, WE Beyeler, and HJ Min, Emerging Infectious Diseases November, 2006.

Design of Community Containment for Pandemic Influenza with Loki-
Infect, RJ Glass, HJ Min WE Beyeler, and LM Glass, SAND-2007-1184P (Jan, 2007).
Social contact networks for the spread of pandemic influenza in
children and teenagers, LM Glass, RJ Glass, BMC Public Health, February, 2008.
Rescinding Community Mitigation Strategies in an Influenza
Pandemic, VJ Davey and RJ Glass, Emerging Infectious Diseases, March, 2008.
Effective, Robust Design of Community Mitigation for Pandemic
Influenza: A Systematic Examination of Proposed U.S. Guidance, vJ

Davey, RJ Glass, HJ Min, WE Beyeler and LM Glass, PLoSOne, July, 2008.
Health Outcomes and Costs of Community Mitigation Strategies for ar

Influenza Pandemic in the U.S, Perlroth, Daniella J., Robert , iaJ.
e
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Davey, Alan M. Garber, Douglas K. Owens, Clinical Infectious Disea



Application: Industrial Disruptions

Disrupted Facilities |::> Reduced Production
Capacity

Petrochemical Facilities - -
® chemical Plants
1 storage/Tank Farm/Terminal - - -

© Petrochemica
Padre Island A petrochemical underground Storage
®  Ppetrochemical Pipelins

—— petrochemical Pipelines

Diminished Product Availability
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Application: Petrochemical & Natural Gas

APOLE
Disrupted Disrupted Disrupted NG
Refineries Petrochemical Plants Compressors/Stations

Service
Territories
Indirectly Network
Disrupted Model Indirectly
Petrochemical Disrupted
Plants Petrochemical
Plants

Petrochemical
Shortfalls
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Application: Congestion and Cascades In
Payment Systems

. Network defined by Fedwire transaction data:
Payments among more than 6500 large commercial banks

Typical daily traffic: more than 350,000 payments totaling more
than $1 trillion

Node degree and numbers of payments follow power-lay
distributions
Bank behavior controlled by system liquidity:

Payments activity is funded by initial account balances,
incoming payments, and market transactions

Payments are queued pending funding

Queued payments are submitted promptly when funding
becomes available

Central Bank

4 Payment account 5 Payment account
is debited is credited

————\ For Details see:
R S N The Topology of Interbank Payment
. . Flows, Kimmo Soramaki, Morten L. Bech,
s rament ‘ig — SE| | mien e Jeffrey Arnold, Robert J. Glass and Walter
e T e Bl oot seies i gy R E. Beyeler, PhysicaA, 1 June 2007; vol.379,
oaposien, | (@209 aumeq no.1, p.317-33.
6 Depositor Congestion and Cascades in Payment

Bank i account is credited Bank j

Systems, Walter E. Beyeler, Robert J.
Glass, Morten Bech, Kimmo Soramaki,
PhysicaA, 15 Oct. 2007; v.384, no.2, p.693-

Productive Agent 718. Sandia
National
Laboratories

1 Productive agent
instructs bank to send
a payment
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Application: Coupled Payment Systems

For Details See:

Congestion and Cascades in Coupled Payment Systems, Renault, F., W.E.
Beyeler, R.J. Glass, K. Soraméki and M.L. Bech, Joint Bank of England/ECB
Conference on Payments and monetary and financial stability, Nov, 12-13 2007.
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