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Abstract

The United States health care industry is experiencing a substantial paradigm shift with regard to home
care due to the convergence of several technology areas. Increasingly-capable telehealth systems and the
internet are not only moving the point of care closer to the patient, but the patient can now assume amore
activerolein his or her own care. These technologies, coupled with (1) the migration of the health care
industry to electronic patient records and (2) the emergence of a growing number of enabling health care
technologies (e.g., novel biosensors, wearable devices, and intelligent software agents), demonstrate
unprecedented potential for delivering highly automated, intelligent health care in the home.

This editoria paper presents avision for the implementation of intelligent health care technology in the

home of the future, focusing on areas of research that have the highest potential payoff given targeted

government funding over the next ten years. Here, “intelligent health care technology” means smart
devices and systems that are aware of their context and can therefore assimilate information to support
care decisions. A systems perspective is used to describe a framework under which devices can interact
with one another in a plug-and-play manner. Within this infrastructure, traditionally passive sensors and
devices will have read/write access to appropriate portions of an individual’s electronic medical record.
Through intelligent software agents, plug-and-play mechanisms, messaging standards, and user
authentication tools, these smart home-based medical devices will be aware of their own capabilities, their
relationship to the other devices in the home system, and the identity of the individual(s) from whom they
acquire data. Information surety technology will be essential to maintain the confidentiality of patient-
identifiable medical information and to protect the integrity of geographically dispersed electronic

medical records with which each home-based system will interact.
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Introduction

The United States health care industry is experiencing a dramatic paradigm shift with regard to home care
due to the convergence of several technology areas. Increasingly-capable telehealth systems and the
internet are not only moving the point of care closer to the patient, but the patient can now assume amore
activerolein his or her own care. These technologies, coupled with (1) the migration of the health care
industry to electronic patient records and (2) the emergence of a growing number of enabling health care
technologies (e.g., novel biosensors, wearable devices, and intelligent software agents[1]), demonstrate
unprecedented potential for delivering highly automated, intelligent health care in the home while at the
same time reducing the cost of care [2].

The concept of embedding automation and artificial intelligence into the home environment is not new
[3,4,5,6]. While home automation products provide home networks potentially useful for health care
device interconnectivity, they primarily address needs such as physical security, entertainment,
communications, lighting, heating/cooling efficiency, and voice-activated environmental control [7] (e.g.,
for persons with disabilities [8]). Smart health care delivery in the home requires a more robust set of
features, including collective intelligence algorithms, secure interactions with electronic patient records,
advanced processing algorithms for physiological trend data, and a host of other capabilities referenced
later in this paper. Intelligent hybrid systems that incorporate knowledge synthesis algorithms and
artificial intelligence have been researched for some time [9,10]. While these technol ogies have migrated
into application areas such as smart transportation systems [11], they have yet to embed themselves into
home environments that utilize distributed sensors. A limited number of smart, stand-alonedevices
experience success in the home care market . For example, a company in Japan designs smart toilets that
perform chemical analyses on urine specimens [12]. These devices demonstrate further potential for
detecting iron deficiencies caused by colon cancer [13].

Current desktop telemedicine platforms [14,15] are a natural starting point for the continued integration of

smart devices and automated care delivery in the home. These systems utilize video conferencing,

medical peripherals, store-and-forward capabilities, electronic patient record management software,

and/or a host of other emerging technologies (see Figure 1). While these leading-edge systems are

bellwethers for highly advanced home telehealth, they do not provide a proper framework for fully-

digtributed, intelligent health care devicesin the home. In thisimmature market, most commercial home

telehealth systems are custom-designed, “stovepipe” systems that do not interoperate with other
commercial offerings. Users are limited to a set of functionality that a single vendor provides and must
often pay high prices to obtain this functionality, since vendors in this marketplace must deliver entire
systems to compete. Besides increasing corporate research and development costs, this inhibits the ability
of the user to make intelligent purchasing decisions regarding best-of-breed technologies. In their current
instantiation, these systems do not provide the flexibility to integrate distributed sensors, intelligent
agents, and knowledge assimilation mechanisms required for smart home-based health care.

Realization of automated, intelligent health care delivery in the home requires smart devices that are
aware of their context and are therefore able to assimilate information to support care decisions. Sensors
distributed throughout the home will help to provide this context, since each sensor will acquire
information regarding a patient’s physiology as well as environmental factors that influence their state of
health. Through initiatives targeting home-based networks and distributed computing [16,17,18,19],
communication infrastructures that accommodate these needs may soon be in place. Internet appliances
are already taking advantage of some of these capabilities in other settings [20,21,22]. However, the
integration of medical devices into home-based networks is hampered by a lack of technology in several
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areas, including (1) secure, component-based messaging standards that allow exchange of pertinent,
patient-identifiable medical information both inside and outside the home (e.g., with the health

information network available to a patient’s primary care physician) and (2) information architectures and
plug-and-play medical devices that allow consumers to assemble low-cost, home-based systems
comprised of best-of-breed, commaodity technologies, allowing patients to match system capabilities to
their individual care needs. If these issues can be resolved, the payoff is that the technologies vital to
intelligent home care also promote medical information exchange in other settings (see Figure 2).

Figurel. The patient end of a state-of-the-art, desktop telemedicine system. Photograph courtesy
Richard N. Re, M.D. and Marie A. Krousel-Wood, M.D., Alton Ochsner Medical Foundation, New Orleans, LA.
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This editoria paper presents avision for the implementation of componentized health care technology in

the home of the future, focusing on research areas that have the highest potential payoff given targeted

government funding over the next ten years. First, a systems perspective is used to describe aframework

under which these device components can interact with one another in a plug-and-play manner. Within
thisinfrastructure, traditionally passive sensors and devices will have read/write access to appropriate

portions of an individual's electronic medical record. Through intelligent software agents, plug-and-play
mechanisms, messaging standards, and user authentication tools, these smart home-based medical devices
will be aware of their own capabilities, their relationship to the other devices in the home system, and the
identity of the individual(s) from whom they acquire data. Information surety technology (i.e., security,
integrity, reliability, safety, and availability) will be essential to maintain the confidentiality of patient-
identifiable medical information and to protect the integrity of geographically dispersed electronic
medical records with which each home-based system will interact [23,24].

Vision

Smart Devices and Collective Intelligence

The word “smart” implies the ability to process information within context. Intelligence can exist on a
stand-alone device given that the knowledge set required to make decisions is maintained in the memory
of the device. However, more flexible implementations of intelligent devices should accommodate a
modular design that allows access to geographically distributed knowledge (information) and the software
capable of processing those data [25]. This on-demand contextual information will likely be patient-
confidential, so functional implementations of smart health care devices for the home must utilize
appropriate information surety technology before home-based telehealth systems will be given read/write
access to electronic patient records [26].

In the home of the future, some devices will contribute physiological information about the patient (e.g.,
heart rate, blood pressure), while other devices in and around the home will contribute information about
the patient’s environment (e.g., humidity, temperature, carbon monoxide level). These physiological and
environmental data will be collated to assess the patient’s state of health and to identify external factors
that may influence that state. In some cases, groups of devices will have enough collective awareness to
function autonomously based on sensor data (e.g., A carbon monoxide detector may note levels above a
safety threshold, initiating a protocol to open the windows, sound an alarm, and activate vital signs
sensors for individuals in the house. Each device in this sequence would know the context of its action
and initiate the proper device procedures). In order to protect individuals in the home from unforeseen
catastrophes, additional devices may be dispersed around the locality of the residence to detect air-born
viruses, bacteria, and possibly chemical/biological agents. These collective devices would provide data
for automated response procedures as well as demographic analyses yielding information about the scope
and intensity of, for example, a disease outbreak or an attack with a biological agent. Collective
intelligence technology will be essential to analyze data from these distributed sensors [27]. In a mass-
networked, information-infused society, these sensors and systems become important components of the

! The requirement that home health systems have read/write access to electronic patient records stored in clinical
databasesis relatively new. Full integration of electronic patient records with hospital information systems has been
underway for some time, supporting tools for workflow management and physician decision support. However,
telemedicine systems have not been traditionally integrated with health information networks for various reasons,
including the lack of standards for message passing, security concerns (i.e., patient confidentiality), questionable
dataintegrity, and the ssimple fact that developers of legacy hospital information systems assumed an enclave model
at system inception and therefore did not design mechanisms for remote access into those systems. As noted in
Figure 2, secure exchange of patient-confidential information is key in multiple care delivery settings.
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United States critical infrastructure because of their direct relationship to emergency response services
[28,29].

Intelligent Health Care in the Home of the Future

The following editoria sections briefly describe how health care and smart technology will interrelatein
the home of the future.

Optimized Care Delivery

» Basic vital sign sensors and interactive remote consultation equipment for the home will be
inexpensive commodity items available at local department stores.

* More expensive equipment will be available through monthly |ease packages via third-party suppliers
(e.g., alease package for home pregnancy monitoring).

e Individuals will have direct and immediate electronic accessto information regarding their medical
history, health maintenance, and procedures for dealing with emergency medical situations.

* Mechanistic dutiestraditionally provided by a care provider (e.g., vital sign acquisition) will be
replaced by self-measurements and automated protocols.

e Careoptionswill betailored to each individual in the home.

e Monthly checkups will occur at home. Telehealth systems will acquire data, interpret those data, and
make appropriate health care suggestions.

« Through the use of intelligent agents, smart health care devices will make routine decisions, allowing
care professionals to spend more time on sophisticated tasks that require human intelligence.

e Carewill be geographically decentralized (e.g., vital sign monitoring will occur at any location in the
home). Physiological information will be obtained with a variety of wearable and non-contact
Sensors.

e Patientswill interact with providers through everyday mechanisms such as television sets or palmtop
computers.

» Home systems will have accessto alife-long electronic medical record for every individual in the
home.

«  Trend data acquired with lightweight, continuoudy-operating sensors will become more important in
the care delivery process, serving as away to predict adverse events (e.g., amyocardia infarction):
home health care will migrate to a more proactive, rather than reactive, delivery model.

* Home care networks will be aware of every individual's location and physiological status.

* Interactive care sessions will be fun for children and informative for adults.

» Health care systems in the home will exchange information with other systems in a manner similar to
home automation technology available today.

Advanced Sensors and Treatment Options

* Non-invasive, lightweight sensors will replace bulky traditional sensors (e.g., a light-based wrist
watch may provide heart rate, blood pressure, and oxygen saturation measurements previously
supplied by a blood pressure cuff in tandem with a pulse oximeter).

» Surrogate diagnostics (i.e., alternative indicators of state of health) will replace diagnostics from
traditionally cumbersome or problematic vital signs sensors.

* Noninvasive sensors will replace more invasive procedures (e.g., blood gas and blood glucose
measurements).

* Equipment will emerge to provide therapy or treatment in a non-sterile environment.

» Sensors will work with all ages and sizes of individuals.

* Non-invasive, lightweight sensors will increase patient comfort and pave the way for continuous
acquisition of physiological data and the resulting trend analyses.
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* Advanced devices will provide analysis capabilities (e.g., urine chemical analysis) currently available
with only hospital-based systems.

* High-risk patients may wear multiple sensors that communicate with one another through aloca area
network that resides on the patient.

Interoperable Devices

*  Hexible information networks will promote plug-and-play functionality throughout the home by
utilizing standard connectors, message-passing protocols, data definitions, and security mechanisms.

e All home-based sensors and devices will interoperate seamlessly so that monitoring functionality can
be tailored to the needs of individuals.

*  These devices will be affordable commodity items, since original equipment manufacturers will
compete by producing best-of -breed technol ogies consistent with their company strengths.
Competition will occur at component, system, and service levels.

e Wireless, low-power devices will communicate via radio-frequency repeater stations scattered
through the home.

» All deviceswill be aware of their capabilities and be able to express those capahilities to other
devices.

e Certain classes of deviceswill incorporate knowledge assimilation modules that gather information
from all other devicesin the homein order to provide context for medical decisions.

Patient-Device Interaction

» Voice recognition technology will reside on components of distributed tel ehealth systems as well as
individual, stand-alone devices (e.g., the patient will be able to interact, using natural English, with
the wrist-worn unit that is monitoring and displaying his or her vital parameters).

e Deviceswill be owner-aware through biometric mechanisms and intelligent association technology.

e Userinterfaces will be smple.

e Patientswill be able to communicate with devices via gestures or sign-language.

Dynamic Interaction with Electronic Patient Records

e Every individua will be ableto view his or her own life-long electronic patient record (EPR).

 Home-based health care devices will have (in)direct read/write access to EPR’s.

« Appropriate knowledge databases and copies of individuals’ EPR’s will be stored in a repository and
accessed on-demand through the home’s local area network.

« Data from home consultations and automated measurements will be stored directly to EPR’s.

« Individuals will carry appropriate portions of their EPR’s (e.g., on watches, smart cards).

» EPR storage devices will “plug into” standard ports (through wireless or direct connections), updating
the information on the devices and/or the EPR repositories.

Intelligent Assistants

* Intelligent software agents will interpret vital sign data and note anomalies to address. If a patient
needs immediate assistance, an agent will send a message to a device that will call for help.

» Software assistants will process large volumes of health information (e.g., continuous physiological
measurements) in order to provide physicians with meaningful quantities of relevant data, avoiding
information overload.

» Data mining tools will search global repositories for information relevant to a patient’s state of health.
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Information Surety

Medical information exchange will be secured at an appropriate level through role-based access
mechanisms.

Surety standards will exist for maintaining the security, integrity, reliability, and availability of
medical information acquired in the home.

Predefined rules will balance patient confidentiality concerns against the need to access medical
information in emergency situations.

Biometric mechanisms and other technol ogies will authenticate patients and establish patient-device
or patient-system associations.

Independent algorithms will monitor data integrity and maintain information security at each stepin
the care delivery process.

Robust Communications

High-bandwidth access to information will occur at any location in the home.

Each home will support its own local area network, utilizing both wireless and direct connections.
Terminology and message passing standards will promote information exchange between home care
devices, hospital databases, and home-based information networks.

An Example Home Layout

Sensor and system layouts in the home of the future may appear as shown in Figure 3. In this scenario,
the following items come into play:

A local area network supports sensors distributed throughout the home and the immediate outside
environment.

Transmitter/receiver boxes scattered throughout the home allow wireless sensors [30] to utilize low-
power infrared [31] and radio-frequency telemetry mechanisms [32].

In the living room, a set-top box [33] serves as acentral information hub for sending and receiving
sensor data, consulting with a care provider via video-conference over the cable TV line, collating
information relevant to patient state-of -health, and providing educational material on health

mai ntenance and emergency procedures.

The home incorporates flexible switching protocols for communicating with the outside world over
multiple modalities (e.g., UHF, FM, cellular, satellite, phone/ISDN/T1 land line).

Although atemporary knowledge database and EPR repository existsin the home, the home
information system is capable of communicating securely with remote hospital information networks
and EPR repositories in order to obtain new information relevant to patient care. Data mining
capabilities allow the home network to search large repositories for context-specific information.
Thisinformation isfiltered to provide meaningful quantities of health information to both patients
and physicians.

Smart Spaces

For individuals requiring constant observation, future homes will have smart spaces that utilize numerous
technologies to track behavior and state-of-health. These spaces may employ digital cameras, laser
rangers, audio recognition mechanisms, and/or pressure-sensitive flooring that would identify occupants,

track their locations, and “read” their facial expressions, gestures, and behavior [34,35]. While such data
may not be sufficiently fine-grained to determine physiological state, these data could provide indicators
for medical conditions characterized by deficiencies in motion control (e.g., individuals recovering from
limb injuries, mobility-impaired individuals, or people with handicaps). In addition, the system may be
able to recognize when an individual is in pain [36], experiencing an epileptic seizure, or having a heart
attack. Digital cameras could use cueing and tracking techniques to follow an individual across their
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fields of view, developing a behavioral baseline for each person. Complimentary state-of-health data
would be supplied by wearable sensors and/or remote monitors, such as micro-impulse radar devices[37]
that measure and record heart rate.

The safety and alerting roles of such rooms are particularly important, especially for people with chronic
conditions or individuals proneto fals. A smart room could monitor the walking behavior of animpaired
person, determine if he or sheisat risk of faling, and alert a domestic caregiver. In an emergency, the
smart room could also alert local emergency medical services. Thistechnology may be the only way that
these individuals could live at home, although applicationsin geriatric wards would conceivably
demonstrate a more cost-effective economy of scale.

Smart spaces may also include mechanisms for authenticating the identity of individuasin aroom,

thereby providing an independent measure of the integrity of data acquired from a person within that

space. For example, smart floors (“smart carpets”) being developed by Georgia Tech [38] can identify
and track multiple people based on their footfall. Such floors incorporate thousands of pressure-sensitive
piezoelectric sensors to measure an individual's weight, foot force profiles, length of stride, limb length,
and joint angles. These biomechanical data, which are unique to an individual, can be correlated to sensor
data acquired from that person, yielding an unobtrusive biometric indicator that corroborates the identity

of the patient, thereby providing an additional means for maintaining the integrity of the electronic patient
record to which these data are written.
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Figure3. An example of smart device and resour ce connectivity in the home of the future.

Enabling Technologies

In order to realize smart health care technology in the home of the future, certain classes of technology
must be refined or developed. This section describes those technologies within the context of a
conceptual information framework.
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Information Frameworks

Intelligent home care systems will require secure, component-based information frameworks that promote
secure, ‘plug-and-play’ interaction between device and system components through standardized
interfaces, communication protocols, messaging formats, and data definitions. A telemedicine device
architecture has been proposed that defines functionality sets within which these technologies can be
grouped [39]. The implementation of this framework would vary depending on the technologies that
render the framework. However, the functionality sets are relatively constant (see Figure 4).

User
Interface

Medical

Protocols

Backplane
Communications

Figure 4. Service areas represented in the proposed telemedicine device ar chitecture.

Patient
Records

The following items describe these architectural services:

e TheUSERINTERFACE service area represents hardware and software with which the user interacts,
including mechanisms that support telemedicine device control (e.g., buttons and lights on the front
panel of an instrument) and person-to-person interactions.

» TheMEDICAL DEVICES service area represents mechanisms for acquiring patient data, delivering
therapy to a patient, or analyzing specimens collected from a patient.

» ThePATIENT RECORDS service area represents a device’s ability to store and retrieve information that
the device has collected about a patient.

* ThePROCESSING service area consists of specialized routines to manipulate data. Examples of this
include statistical routines to analyze trends in data sets, filtering routines to manipulate waveforms
and images, and “intelligent agents” that aid in diagnosis and care planning.

«  TheCOMMUNICATIONS service area represents (1) mechanisms a telemedicine device uses to
communicate with other devices and (2) the services that support these communications (e.g., address
books that contain email addresses, or directories that indicate where to find specific services).

* ThePRroTOCOLS service area constitutes the brain of a telemedicine device. The “programs” or
“scripts” in this service area accomplish specific medical objectives by utilizing resources acquired
from the other services. A simple protocol might, for example, direct a medical instrument to take a
reading, tell the patient record to store the reading, and tell the user interface to display the reading.
Protocols can deliver sophisticated functionality through command nesting.

» Finally, theBACKPLANE service area represents mechanisms that tie the other six services together. It
provides intra-device communications, as well as profile information needed for device “self-
awareness.” This self-awareness is essential to creating devices that work with one another in a plug-
and-play fashion.

Given the partitioning shown in Figure 4, it is possible to include some portions and exclude others in
order to produce what would appear from an external point of view to be fundamentally different devices
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(see Figure 5). This approach to construction of teleheath devices is cost-effective because it allows
devel opersto specialize on system components/services while offering the user the ability to purchase
only the system components that are necessary for their needs. Note that the partitioning arrangement in
Figure 4 isfractal in nature: acollection of segments can represent (1) an individua sensor, (2) a
collection of sensors, memory, hardware, and software that constitutes a device, (3) a stand-alone
telemedicine system, or (4) afully integrated home-based telehealth system.

Provider Patient Video
Telemedicine Telemedicine Conferencing
Station Station stem
User User & User
Interface Interface Interface
M ed_ical Protocols M ed_ical Protocols
Devices Devices

Backplane

Backplane Backplane

Processing

Patient
Records

ommunicationg

ommunications

ommunicationg

Figure5. Creation of varioustelehealth devices and systemsthrough different combinations of the
fundamental architectural building blocks.

It isimportant to note that information surety (i.e., security, integrity, reliability, safety, and availability),
plays an extremely important role in this architecture, since it is distributed by nature. Stovepipe, point-
to-point systems are relatively straightforward to secure given the small user population, the static
network topologies, and the limited range of technologies from which these systems are composed.
Future home-based tel ehealth implementations will incorporate mass-market communications, emphasize
distributed computing over private networks, and support both legacy and leading-edge technol ogies.
These health care information networks will be highly dynamic, and the range of technologies used to
deliver medical serviceswill beincreasingly diverse. In thisenvironment, security solutions will be more
important than ever while at the same time more problematic [40].

Industry must continue to develop standards for the ways these devices interact at the component,
subsystem, and system level in order for smart device technology to move forward. Standards are
currently under development for security, messaging, communication, plug-and-play hardware,
nomenclature, protocols, and diagnostic procedures [41]. Many of these (e.g., the Health Level 7 (HL7)
standard for health data exchange [42]) are moving forward quickly and being adopted by industry, while
others are either till in the definition phase (e.g., the CORBAmed Health Research Access Control
(HRAC) standard for role-based access to medical information [43]) or have been in development for
some time but have experiences limited industry support to date (e.g., the IEEE 1073 Medical Information
Bus (MIB) standard for plug-and-play peripheral systems[44]). The bottom lineisthat standards
promote interoperability and the determination of context: two key components for building smart
devices and systems.

Smart Component Functionality

Concentrating on the architecture component areas described in the previous section is a good way to
focus thoughts regarding smart devices and the technol ogies that must be developed in order to realize
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these devices. Using the architecture service areas as a starting point, this section lists the classes of
technology that must be developed in order to realize smart, home-based health care capabilities that
function within a mass-networked, fully distributed environment.

The Backplane service area stores functionality information about devices as well astheir

addresses/l ocations within the home system. From that standpoint, the Backplane provides context and

alows devices to communicate with one another, which is the fundamenta starting point for a smart

home subsystem consisting of distributed sensing elements. Other information used for context is stored

in the Patient Recor ds service area, which allows access to distributed information databases that may

contain vital information. Instruction sets for automated devices are stored in the Protocols service area,

while the Processing service areaimplies functionality for intelligent agents, decision support systems,
datainterpretation algorithms, and signal extraction techniques. The Medical Devices service area

supplies smart-device sensor functionality, while the Communications service area gives components

“access to the outside world.” Interestingly, thaer Interfaces service area is the only area for which a
broad mapping to smart devices is unclear, since intelligence is more highly aligned with the ability of
devices to process information. Table 1 below lists a subset of technologies that populate the service
areas of the framework discussed above. Although every class of technology may eventually contribute
to smart devices and systems, some technologies have a much more immediate and telling effect on the
availability of intelligent home-based systems. As a means for distinguishing key technologies from
contributing technologies, Table 1 ranks each class of technology according to its perceived potential to
influence smart system design. Technologies that simply supply data are ranked as contributing
technologies, while technologies that enable integration of data and sensors are ranked as key
technologies because of their ability to contribute to contextual decision making. In other words, the goal
of the scoring in Table 1 is to differentiate between intelligent technology and capabilities that would
simply “be nice to have” for other reasons.

Table 1. Classes of technology that contributeto smart medical devicesand advanced systems.
These technologies ar e assigned to the framewor k component that isthe best match. In addition,
they are scored relativeto their perceived potential to contributeto contextual decision making:
contributing element (*), enabling element (**), key technology (***).

User Interface

** | Voice recognition | ** | Signlanguage and gesture interpretation [34]

Medical Devices

*** | \Wearable devices with integrated sensors, *** | Noninvasive, light-weight sensors for
communications, and processing continuous data acquisition (trend data)
[45,46,47,48,49,50]

*** | Smart, self-aware sensors [25,51] * Micromachines for sensors, invasive therapy

[52]
** | Remote, non-contact sensors [53] * Sensors for airborne agents, particul ates
[54,55]
** | Surrogate diagnostics ** | Emergency event detectors
* Light-based sensors [45] *** | Battery technology [56]

*** | Low-power sensors * Hand-held units with diagnostic capabilities

** | Small sensors * L ow-cost, high-resolution cameras

*** | Self-calibrating sensors[57] ** | Embedded ORB'’s [58] and Java applets [59]

Patient Records

*** | Distributed electronic patient record *** \Wearable or portable devices for storing EPR
repositories information [60,61]

** | Terminology translators * Longitudinal EPR construction utilities [62]

*** |EPR software in the home ** | Patient identification services [63]

*** | Data mining and search engines **¥  Better memory storage
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Communications

*** | | ow-power telemetry technology [30,64,65] * High-bandwidth infrastructures
*** | Home-based repeater networks [32] * Datalvoice synchronization technology
* | Fadt, effective compression / decompression ** | Patient locator technology
algorithms and chips
* | Better teleconsultation technology *** | Body LANSs that unite autonomous sensors
and wearable devices [49]
Processing
*** | Intelligent software agents[1] *** | Trend data analysistools
*** | Automated diagnosis algorithms ** | Demographic analysistools
*** | Knowledge assimilation techniques for state- ** | Advanced filtering (e.g., signal extraction) and
of-health determination waveform analysis tools [ 66]
*** | Artificial intelligence algorithms for care *** | |nformation reduction and interpretation tools
decisions[67] to avoid physician information overload [68]
*** | Neural network [69,70] and fuzzy logic [71] ** | Techniques for collating non-health sensor
technology for decision making data with physiological datafor determining

patient state of health

*** | On-chip or on-device decision support tools

Protocols

**+ | Evaluation procedures | ** | Mechanistic activities

Backplane

*** | Standard device descriptions | *** | List of resources for establishing context
Information Sur ety

*** | New biometric algorithms [72] * High-speed, low-power encryption chips
*** | Owner-aware Sensors ** | Audit trails for the home

*** | Health databases with role-based permissions * Procedural guidelines

*** | Role-based access control standards *

Standards

*** | |nformation architectures [39,73] *** | Storage

**% | Security [74] *** | Nomenclature [75,76]

*** | Plug-and-play hardware [25,44,77,78] *** | Protocols

*** | Communication [18] *** | Diagnostic procedures [79]

*** | Messaging [42] *** | Device descriptions [80]

Conclusions

Health care is moving closer to the patient, and a host of technologies (including increasingly capable
teleheath systems and the internet) allow patientsto play a greater role in their own care. In order to
maximize the health benefit to the patient, these home-based telehealth systems must be smarter than
former generations of telemedicine systems because of the limited medical knowledge base of the typical
patient and the inability of care providersto ascertain al health indicators at a distance. Conversdly, the
implementation of smart health care technology in the home opens up fields of care that have not been
fully explored, such as proactive health models that rely on continuous vital sign monitoring and trend
dataanalysisto predict health, rather than reacting to medical conditions as they occur.

Intelligent health care systems in the home will utilize amyriad of technologiesin their implementation.
However, while some of these technologies will simply contribute to smart systems, other classes of
technology are key to the implementation of intelligent devices and systems. primarily those that allow
devicesto be aware of their context and those that assimilate information to support meaningful care
decisions. Table 1 listed classes of technology that will contribute to future home care systems, scoring
them according to their ability to enable smart systems. In general, key technologies noted in Table 1 are
summarized by the following items.
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e Distributed Computing:
- frameworks for interoperability and plug-and-play devices,
— device component registries that provide a “lay of the land” with regard to the resources available
on a home system,
— standards for terminology and device interaction, and
- home-based networks that allow distributed medical devices to function as virtual systems.
e Intdligent Processing:
- knowledge assimilation algorithms that collate data from separate devices into care decision
matrices,
- intelligent agents that facilitate data mining and automated care delivery,
— data mining and search engines that gather missing EPR information or information relevant to a
patient’s medical history,
- artificial intelligence, neural network, and fuzzy logic algorithms for making care decisions,
- information reduction technology for avoiding physician and patient information overload, and
— protocols and procedures that promote automation of common or mechanistic tasks.
* Information Surety:
- new biometric algorithms for authentication and access control,
— owner-aware Sensors,
- role-based access control mechanisms for EPR databases, and
— surety mechanisms for protecting data integrity and reliability at each point in the information
exchange process.
* Novel Devices and Sensors:
— wearable devices that incorporate non-invasive, self-calibrating, and low-power sensors,
— body LANSs that use low-power telemetry to unite data from autonomous sensors worn on the
body,
— on-board processing algorithms that filter data prior to storage and transmission,
- low-power telemetry chips, and
— smaller, more powerful batteries.
¢ EPR and Data Repositories:
- distributed EPR repositories and knowledge databases that can be securely accessed through role-
based security mechanisms,
- temporary EPR’s and knowledge databases that reside in the home, and
— wearable or portable devices that store EPR’s.
* Standards:
- information architectures,
- security,
- plug-and-play hardware,
- communication,
- messaging,
- storage,
— nomenclature,
— diagnostic protocols and procedures, and
— device descriptions.

Even with targeted government funding for intelligent home care technologies over the next ten years,
research and development will not proceed in an optimal way wigfifeative communication between
the medical and scientific communities. Communication can be difficult since physicians, scientists, and
engineers approach problem solving in different ways because of the nature of their work, their
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experiences, and their education/training. Technical designers are often unaware of the medical
applications for their technology because they rarely engage in active discourse with members of the
medical community. An ongoing dialogue must be established so that health care providers can (1) help
scientists and engineers understand care needs in the home, (2) learn about emerging technologies that
may have implications for health care, and (3) specify operational requirements for home-based telehealth
systems, focusing the work of scientists and engineers on cost-effective technology that meets practical
needs while it improves the quality of home-based care.

Acknowledgement

Thiswork was supported by congressionally allocated funds administered by the Telemedicine and
Advanced Technology Research Center, U.S. Army Medical Research and Materiel Command, Fort
Detrick, Frederick, MD.

Author Biographical Information

Steve Warren is a Principal Member of the Technical Staff at Sandia National Laboratories, Albuquerque,
NM. Hereceived aPh.D. in Electrical Engineering from The University of Texas at Austinin 1994 and
an M.S. and B.S. in Electrical Engineering from Kansas State University in 1991 and 1989, respectively.
Histechnical interests include computational analysisin biomedicine, optica biosensor design, wearable
sensors, advanced lighted-based diagnosis and treatment technol ogies, and object-oriented techniques
applied to medical information systems. His current work focuses on (1) the design of secure, plug-and-
play telehealth systems and (2) particle transport simulations for determining photon dose distributionsin
human tissue and optimizing medical imaging equipment.

Rick Craft isa Senior Member of the Technical Staff at Sandia National Laboratories, Albuquerque, NM,
where he has worked for the last 14 years. For the mgjority of thistime, Rick has worked on the analysis
and design of information systems. For the last 5 years, Rick has worked in the area of information
security, helping system designersidentify and secure system vulnerabilities. Rick holdsaB.S. and M.S.
in Electrical Engineering from the Georgia Institute of Technology.

John Bosma s aresearch analyst with the Potomac Institute for Policy Studiesin Arlington, VA
(http://www.potomacinstitute.com/), whose clients include the Defense Advanced Research Projects

Agency and the National Science Foundation. He specializesin tracking emerging technologies across

many industry sectors and technical disciplines. Beforejoining the institute in late 1996, he worked for
DARPA’s combat casualty care program, surveying uses of virtual-reality simulation for telemedicine
and medical education.

References

1. Muller, J6rg P.The Design of Intelligent Agents. A Layered Approach, ©1996, Springer-Verlag, Berlin,

ISBN 3-540-62003-6.

2. Strategiesfor the Future: The Role of Technology in Reducing Health Care Costs, ©1996, Sandia National
Laboratories, SAND 60-2469, DOE Distribution Category UC-900, November 1996. Available electronically at
http://www.matmo.org/pages/library/papers/papers.html

3. The Home Automation Associatidrttp://www.homeautomation.org/

4. Home Automation Design and Manufacturihtip://www.smartgateway.com/main.htmi

5. Tamura, T., T. Tagawa, M. Ogawa, and M. Yoda. “Fully automated health monitoring system in the home,”
Medical Engineering & Physics, Vol.20, No.8, Nov. 1998, pp.573-9.

Sandia
National
“Exceptional Service in the National Interest” Laboratories




Designing Smart Health Care Technol ogy into the Home of the Future 16

6. Togawa, T., T. Tamura, Y. Kimura, and M. Ogawa. “Attempts of fully automated home health monitoring
systems,” 10th Nordic-Baltic Conference on Biomedical Engineering, 9-13 June 1996, Tampere, Wiedeoadl,

& Biological Engineering & Computing, Vol.34, Suppl.1, Pt.1, 1996, p.31-2.

7. “The Smart Housekeeper with Voice Controlfp://www.smartgateway.com/products/VoiceKeeper.htm

8. Heidi's Home Automation Systetmitp://www.hometoys.com/htinews/feb99/articles/vogel/index.htm

9. Ruan, Dalntelligent Hybrid Systems: Fuzzy Logic, Neural Networks, and Genetic Algorithms, ©1997,
Kluwer Academic Publishers, Boston, MA, ISBN 0-7923-9999-4.

10. Goonatilake, Suran and Sukhdev Khebbatelligent Hybrid Systems, ©1995, John Wiley and Sons, New
York, ISBN 0-471-94242-1.

11. Whelan, RichardSmart Highways, Smart Cars, ©1995, Artech House, Boston, MA, ISBN0-89006-765-1.
12. Jordan, Mary and Kevin Sullivan. “But Do They Flush? Japan's High-Tech Toilets Do Nearly Everything,
Even Redden FacesThe Washington Post, Washington Post Foreign Service, Thursday, Thursday, May 15 1997,
Page AO01, Article ID: 9705150109. Alsotatp://www.washingtonpost.com/wp-adv/archives/front.latmal
http://www.theplumber.com/japan.html

13. 1997 Grand Challenges in Robotics, Minutes of a Panel Discussion at the International Conference on Robotics
and Automation (ICRA) in Albuquerque (NM), April 23, 19%itp://www.ieor.berkeley.edu/~goldberg/grand-
challenges.html

14. Kinsella, Audrey.Home Healthcare: Wired & Ready for Telemedicine, ©1997, Information for Tomorrow.
15. Kinsella, Audrey.Home Healthcare: Wired & Ready for Telemedicine ... The Second Generation, ©1998,
Information for Tomorrow, ISBN 0-9657-674-7fttp://www.InformationForTomorrow.com

16. Intel Corporation. “Anywhere in the Home Initiative,” Intel Architecture Latip;//www.intel.com/ial/home/

17. ABC News. “3Com, Microsoft to Network Home. Software for Easy Configurations,” Press Release, Palo
Alto, CA, March 11, 199%ttp://abcnews.go.com/sections/tech/DailyNews/3com_ms990311.html

18. Home API Working Groughttp://www.homeapi.org/

19. Wright, Maury. “Home-Automation Networks Mature While the PC Industry Chases a New Home LAN,”
EDN, June 4, 1998, pp. 101-114.

20. Goldberg, Lee. “Information Appliances: From Web Phones to Smart Refrigergtect,0nic Design,

March 23, 1998, pp. 69-84.

21. Peisel, Bill. “Designing the Next Step in Internet Appliandelettronic Design, March 23, 1998, pp. 50-56.
22. Varbol, Peter. “Next-Generation Internet Applianc€syhputer Design, March 1998, pp. 22-24.

23. National Research Counchor the Record. Protecting Electronic Health Information, ©1997, National
Academy Press, ISBN 0309056977.

24. McCurley, Kevin S. “Protecting Privacy and Information Integrity of Computerized Medical Information,”
Sandia National Laboratoridsttp://www.cs.sandia.gov/~mccurley/health/health.hiviérch 11, 1995.

25. Travis, Bill. “Sensors Smarten UDN, March 4, 1999, pp.76-86.

26. Jahsman, William E. “Integrating Telemedicine and the HIN: Adventures in Convergence — Let's Get Our
Wires Uncrossed!,"Telemedicine Today, February 19, 1999, pp. 26-30.

27. Stantz, Keith M., Stewart M. Cameron, Michael W. Trahan, and John S. Wagtieal Communication

System for Remote M onitoring and Adaptive Control of Distributed Ground Sensor s Exhibiting Collective
Intelligence, Sandia National Laboratories report, SAND98-2572, Unlimited Release, November 1998.

28. U.S. Infrastructure Assurance Strategic Roadmaps. Strategiesfor Preserving Our National Security,

©1998, Sandia National Laboratories, SAND 98-1496, August 1998.

29. Staten, Clark. ERRI Preliminary Report; Virtual Disaster Networks, Emergency Net News Service, Emergency
Response & Research Institute, March 11, 18€6.//www.wyndows.com/emscom/erri01.htm

30. Freiherr, Greg. “Wireless Technologies Find Niche in Patient Care,” Medical Device and Diagnostics Industry,
August 1998, pp. 83-93.

31. Levin, Carol. “The Web, Now in Infrared?C Magazine, February 23, 1999, p. 36.

32. HomeRF Shared Wireless Access Protocol (SWHEB).//www.homerf.org/

33. Levy, Marcus. “Get Set for Set-Top Boxes: Finally a RealipN, February 18, 1999, pp. 64-77.

34. Pentland, Alex P. “Smart RoomS&gientific American, April, 1996.

35. Paradiso, Joseph, Craig Abler, Kai-yuh Hsiao, and Matthew Reynolds. “The Magic Carpet: Physical Sensing
for Immersive Environments,” Association of Computing Machin€ymputer-Human Interaction 1997, March
22-27, Atlanta, Georgia.

Sandia
National
“Exceptional Service in the National Interest” Laboratories




Designing Smart Health Care Technol ogy into the Home of the Future 17

36. Bishop, J.B., S.K. Ananthraman, D.R. Mclintyre, M. Szpalski, and M.H. Pope. “Intelligent diagnostic system
for low back pain using dynamic motion characteristidsiirnal of Intelligent Systems, Vol.8, No.1-2, 1998,
pp.185-201.

37. “Publications about MIR Technologwttp://www-lasers.linl.gov/lasers/idp/mir/published.html

38. Orr, Robert J., Gregory Abowd, Chris Atkeson, Irfan Essa, and Robert Gregor. “The Smart Carpet: A
Mechanism for User Identification and Location Tracking,”, Georgia Tech , unpublished paper.

39. Warren, Steve, Richard L. Craft, Raymond C. Parks, Linda K. Gallagher, Rudy J. Garcia, and Donald R.
Funkhouser. “A Proposed Information Architecture for TeleHealth System Interoperability,” Paper to be presented
atToward An Electronic Patient Record '99 (TEPR '3)ange County Convention Center, Orlando, FL, May 1-6,

1999. Proceedings will be available through the Medical Records Institute, http://www.medrecinst.com.

40. Craft, Richard L., Steve Warren, Raymond C. Parks, Linda K. Gallagher, Rudy J. Garcia, and Donald R.

Funkhouser. “High-Surety Telemedicine in a Distributed, ‘Plug-and-Play’ Environment,” Paper to be presented at
Toward An Electronic Patient Record '99 (TEPR 'djange County Convention Center, Orlando, FL, May 1-6,

1999. Proceedings will be available through the Medical Records Institute, http://www.medrecinst.com.

41. Duke Index of Standards, http://www.mcis.duke.edu/standards/HL7 .

42. Hedth Level 7, http://www.hl7.org/ , http://www.mcis.duke.edu/standards/HL 7/hl7.htm .

43. Healthcare Resource Access Control, http://www.omg.org/docs/corbamed/98-02-23.pdf .

44. |EEE 1073 Medical Information Bus, http://grouper.ieee.org/groups/mib/ .

45, Love, Jerry T., Steve Warren, George R. Laguna, and Timothy J. Miller. Personal Status M onitor, SAND97-

0418, DOE Category UC-706, Patent Caution, February 1997, 199 pages.

46. Kreifeldt, Erik. Sensor-Laden Ring Continuously Monitors Vital Signs, Optics & Photonics Newsgune 1997,

p. 6.

47. Davis, Robert. “Smart T-Shirts Know When Something is Wrod&A Today, November 17, 1998.

48. “Vision of the Future: Personal Touch,” Philips Corporate Design,
http://www.design.philips.com/vof/vofsite3/vof3main.htm

49. The MIT Wearable Computing Web Palgigp://Ics.www.media.mit.edu/projects/wearables

50. Warfighter Personal Satus Monitor Project, Telemedicine and Advanced Technology Research Center, U.S.
Army Medical Research and Materiel Command, Fort Detrick, Frederick, MD. Contact: Col. Vandre, (301) 619-
7958.

51. Logier, R., A. Dassonneville, A.L. Gehin, and M. Couvreur. “Physiological signals acquisition: a new
approach,” Proceedings of the 18th Annual International Conference of the IEEE Engineering in Medicine and
Biology Society. ‘Bridging Disciplines for Biomedicine,” 31 Oct.-3 Nov. 1996, Amsterdam, Netherlands, Vol.1,
1997, pp.7-8.

52. Najafi, K. “Recent progress in micromachining technology and application in implantable biomedical
systems,” MHS 95Proceedings of the Sxth International Symposium on Micro Machine and Human Science, 4-6

Oct. 1995, Nagoya, Japan, pp.11-20.

53. Ladd, Mark D., Michael S. Pacheco, Steve Warren, and Cynthia L. Nelson. Feasibility Study for the
Development of a Remote Vital Signs Detector for Assessing Malevolent Intent, Final project report for the
Technical Support Working Group on Physical Security and Infrastructure Protection, TSWG TASK T-137, October
16, 1997, 89 pages. Chapter Five — “Infrared Imaging for Remote Vital Sign Determination.”

54. Osbourn, G. C. and J. W. Bartholomew “Intelligent Chemical Analyses for Designing Optimal Sensing Arrays
in ChemLab-on-a-Chip Microsystemsittp://www.sandia.gov/1100/97resbrief/1rbrie20.htm

55. Singer, Neal. “'Lab-on-a-chip' efforts show progreSantia Lab News, Jan. 16, 1998,
http://www.sandia.gov/LabNews/LN01-16-98/labonachip_story.html

56. Cochrane, Peter, Roger Payne, and Brian MacDonald. “From Kirk to Picard — A Vision of Mobility,” Personal
Technologies, Springer-Verlag, Vol. 1, April 1997, pp. 6-10,
http://www.labs.bt.com/library/cochrane/papers/avision.htm

57. He, Gang. “A fiber-optic medical pressure-sensing system employing intelligent self-calibration,” Self-
Calibrated Intelligent Optical Sensors and Systems, 25-26 Oct. 1995, Philadelptrapé@adlings of the SPIE,

Vol. 2594, p.218-26, 1996.

58. Gien, Michel. “Objects Push a Paradigm Shift in Distributed Compufihggtronic Design, October 23,

1997, pp. 125-134.

59. Valesky, Tom.Enter prise JavaBeans: Developing Component-Based Distributed Applications, ©1999,
Addison-Wesley, ISBN: 0201604469.

Sandia
National
“Exceptional Service in the National Interest” Laboratories




Designing Smart Health Care Technol ogy into the Home of the Future 18

60. Allen, Catherine A., William J. Barr, and Ron Schultz. Smart Cards: Seizing Strategic Business

Opportunities: The Smart Card Forum, ©1996, Irwin Professional, ISBN: 0786311088.

61. Personal Information Carrier (PIC) Project, Telemedicine and Advanced Technology Research Center, U.S.
Army Medical Research and Materiel Command, Fort Detrick, Frederick, MD. Contact: Major Catherine Beck,
(301) 619-7967.

62. Kotelly, George and Andrew Wilson. “Computing Systems Use Object-Oriented Software for Medical
Applications,”Vision Systems Design, January 1998, pp. 26-30.

63. CORBA Med: Health Care Domain Specifications, available electronically at
http://www.omg.org/corba/cmfull.htmlPrinted copies will be available on 4/1/99.

64. Troyk, P.R., M.A.K. Schwan, G.A. DeMichele, G.E. Loeb, J. Schulman, and P. Strojnik. “Microtelemetry
techniques for implantable smart sensors,” Smart Structures and Materials 1996. Smart Sensing, Processing, and
Instrumentation, 26-28 Feb. 1996, San Diego, ®Roceedings of the SPIE, vol.2718, 1996, p.492-501.

65. Puers, R. “Linking sensors with telemetry: impact on the system design,” International Solid-State Sensors and
Actuators Conference - TRANSDUCERS '95, 25-29 June 1995, Stockholm, SBeatens and Actuators A,

Vol. A52, no. 1-3, March-April 1996, pp. 169-74.

66. Masimo Corporatiomttp://www.masimo.com

67. Cohen, M.E. and D.L. Hudsoompar ative Approachesto M edical Reasoning, Volume 3 ofAdvancesin

Fuzzy Systems, ©1995, ISBN 981-02-2162-2, May 1995.

68. Morgan, R.F. “An intelligent decision support system for a health authority: solving information overload,”
Journal of the Operational Research Society, Vol.47, No.4, April 1996, p.570-82.

69. Pattichis, Constantinos S., Christos N. Schizas, and Lefkos T. Middleton. “Neural Network Models in EMG
Diagnosis,”|EEE Transactions on Biomedical Engineering, Vol. 42, No. 5, May 1995.

70. Masulli, F. and P.G. Morassbleural Networksin Biomedicine, ©1994, ISBN 981-02-1744-7, October 1994,
71. Bouchon-Meunier, Bernadette, Ronald R. Yager, and Lotfi A. Zdelatzy L ogic and Soft Computing,

Volume 4 ofAdvancesin Fuzzy Systems, ©1995, ISBN 981-02-2345-5, Autumn 1995.

72. “Are You Ready for Biometrics?PC Magazine, February 23, 1999, pp. 160-178.

73. Manders, E.J. and B.M. Dawant. “Data acquisition for an intelligent bedside monitoring system,” Proceedings
of the 18th Annual International Conference of the IEEE Engineering in Medicine and Biology Society,

"Bridging Disciplines for Biomedicine,’ 31 Oct.-3 Nov. 1996, Amsterdam, Netherlands, Vol.5, 1997, pp.1987-8.
74. Common Data Security Architecture (CDSH{Ip://developer.intel.com/ial/security/index.htm

75. SNOMED: The Systematized Nomenclature of Human Medicftpe//www.snomed.org/.

76. Logical Observation Identifiers, Names and Codes (LOINC™),
http://dumccss.mc.duke.edu/standards/termcode/loinc.htm

77. “Fire on the Wire: The IEEE 1394 High Performance Serial Bus,” Adaptec,
http://www.adaptec.com/technology/standards/1394bus.html.

78. Brown, Bruce. “Making USB WorkPC Magazine, February 23, 1999, pp. 189-194.

79. Current Procedural Terminology, 4th Editibtip://dumccss.mc.duke.edu/standards/hl7/termcode/cpt4.htm
80. ECRI,Universal Medical Device Nomenclature System (UMDNS) andInternational Medical Device Codes

(IMDC), http://www.ecri.org/.

Sandia
National
“Exceptional Service in the National Interest” Laboratories




