	Milestone (ID#): Deploy Security Infrastructure for ASC Tri-Lab (#39)

	Level: 2

	Fiscal Year: FY06

	DOE Area/Campaign: ASC

	Completion Date: FY06-Q3

	ASC nWBS Subprogram: Computational Systems and Software Engineering

	Participating Sites: LANL, LLNL, SNL

	Description: A new ASC tri-lab security infrastructure is deployed to replace the existing DCE security infrastructure. This milestone is complete when the inter-site authentication and directory service are generally available and support authentication and authorization to production ASC compute resources by tri-lab users. Additionally, the new security infrastructure will support an inter-site application to demonstrate the capabilities are functional for transitioning and deploying applications and infrastructure services. The deployment of the tri-lab security infrastructure will require integration and cooperation between the Computational Systems and User Environment at LLNL, LANL, and SNL. Tri-lab personnel will also work closely with developers of inter-site application and Nuclear Weapons Complex plant sites to ensure successful adoption of the new security infrastructure. Further, close interaction with ICSI is essential to ensure the ICSI ESN directory service can be utilized for inter-site authorization.

	LANL Work Scope: 

LLNL Work Scope: 

SNL Work Scope: 

	LANL Completion Criteria: 
LLNL and SNL Completion Criteria: Demonstrate that SNL, LLNL, and LANL users can successfully authenticate and access major ASC classified production resources at LANL, LLNL and SNL using the account managed by the new Kerberos authentication service. Demonstrate that SNL, LLNL, and LANL users can successfully authenticate and access major ASC classified production resources using credentials associated with their account managed by the Kerberos authentication service at their respective sites. Demonstrate that SNL users can successfully authenticate and access a generally available web-based SNL inter-site application, where usage customization or an authorization decision involves the application accessing the ICSI directory for user attributes.

	Customer: All users of SNL, LLNL, and LANL computer systems.

	Milestone Certification Method:

2 – Professional documentation, such as a report or a set of viewgraphs with a written summary, is prepared as a record of milestone completion.

3 – The “handoff” of the developed capability (product) to a nuclear weapons stockpile customer is documented.

	Supporting Resources: Multiple projects from both the Computational Systems and Software Environment subprogram and the Facility Operations and User Support subprogram.

	Codes/Simulation Tools Employed: N/A

	Contribution to the ASC Program: Update to the mandated security infrastructure software for all systems. Supports single system authentication to computational resources across the tri-lab complex.

	Contribution to Stockpile Stewardship: Update to the mandated security infrastructure software for all systems. Supports single system authentication to computational resources across the tri-lab complex.

	No.
	Risk Description
	Risk Assessment (low, medium, high)

	
	
	Consequence
	Likelihood
	Exposure

	1
	ICSI fails to deliver functional directory service
	Low
	Low
	low



