


Developing Terrorist Scenarios to Drive Data Mining





This project will develop the concepts for using scenarios developed by “standing” red teams in a gaming environment for driving data mining tools.   The premise is that red teams could develop the operational details of feasible terrorist scenarios or scenario fragments to populate data structures that would allow computer manipulation.  These details would allow intelligence analysts to identify the indicators that such operations would generate.  Then data mining tools could be used to search intelligence and open source data bases for such indicators. 


This project will outline and frame the requirements for setting up a "standing" red team operation for the development of the scenarios and their details and test the feasibility in a demonstration event.   


The Knowledge Discovery and Dissemination Program of the Intelligence Technology Innovation Center wants to explore the use of red teaming and gaming to increase the effectiveness of data mining by systematically developing plausible terrorist scenarios and identifying potential indicators of these scenarios for which to search.  Its primary goal is to improve intelligence analysis to discover and interdict terrorist plots.  


Intelligence analysts frequently say they have too much data to process, yet insufficient details and data quality to discover what is developing.  Using scenarios to drive data mining might help alleviate this problem by producing critical sets of indicators of realistic threatening activities.  To do this, a standing red team operation working in a gaming environment could be used to develop potential terrorist scenarios.  These teams would generate the base ideas and operational plans which could be captured and parameterized for computer manipulation.  In particular, this data could be perturbed to generate still more possible plans and filtered under various plausibility factors. Actions required by the scenario then must be translated into linked indicators such as data entries or intelligence reports that could be matched to data base entries.  


Red teams for this application should have a fundamental understanding of the adversary’s operational methods, constraints, and basic motives. A gaming environment might also help to embed the teams in a context most conducive to thinking like the adversary, thus avoiding “mirroring” our own way of thinking.  Throughout the red team exercises, many of the operational methods that might be used to carry out a plot are “reusable”: for example, there is a limited number of ways to enter the country or obtain funds.  Developing computerized tools will free teams to concentrate on the essential themes and operational details unique to each scenario.


The filtered, but still relatively large, sets of validated operational plan data generated in these exercises could then be used in data mining to search both restricted and open source data for indicators that such activities might be in the works.  When suspect patterns of indicators emerge, they could be brought to the attention of human analysts for consideration.  


	�page �1�











